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Anamorphic Encryption:
How to (and to not) protect your privacy against authority

by Francesco MIGLIARO

In questa tesi viene portato avanti lo studio su Anamorphic Encryption, una nozione
recentemente introdotta che punta ad ottenere confidenzialita in contesti autoritari,
nei quali le chiavi segrete degli utenti sono sotto controllo avversario. Precisamente,
la sfida consiste nel realizzare un canale di comunicazione segreto atto allo scam-
bio di messaggi nascosti (anche detti anamorfici) al di sopra di uno schema a chi-
ave pubblica gia in uso. Nello specifico, inizialmente introduciamo nuove properi-
eta per uno schema anamorfico, realizzando nuove costruzioni che le soddisfano.
Successivamente studiamo la fattibilita e i limiti inerenti di tale nozione. Mostri-
amo che costruzioni black-box sono impossibili da realizzare in generale, a meno di
richiedere proprieta aggiuntive allo schema di cifratura o di puntare a definizioni
pitt deboli di anamorfismo. In seguito studiamo i limiti di tali costruzioni quando
possibili. Infine, realizziamo costruzioni concrete di schemi di cifratura Anamorphic
Resistant, ovvero schemi per cui qualsiasi istanziazione di Anamorphic Encryption &
severamente limitata per quanto riguarda la lunghezza dei messaggi anamorfici che
possono essere inviati o per cui non e possibile inviare neanche un solo bit anamor-
fico.


HTTPS://WWW.UNICT.IT/
https://web.dmi.unict.it/




UNIVERSITA DI CATANIA

Abstract
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Anamorphic Encryption:
How to (and to not) protect your privacy against authority

by Francesco MIGLIARO

In this thesis we study Anamorphic Encryption, a notion recently introduced which
aims to obtain confidentiality in authoritarian contexts, where secret keys are un-
der the adversarial control. Precisely, the challenge is to be able to establish a secret
communication channel to exchange covert (i.e. anamorphic) messages on top of
some already deployed public key encryption scheme. In particular, we first in-
troduce new properties for Anamorphic Encryption along with new constructions
achieving such properties. Second, we mainly study the possibility and inherent
limits of such notion. We show first that black-box constructions are not possible
in general, unless one requires additional properties from the encryption scheme or
aims to a weaker anamorphism definition. Then, we study the limits of black-box
constructions relative to both schemes with additional properties and constructions
achieving the weaker notion. Lastly, we give concrete constructions of Anamorphic
Resistant Encryption, i.e., encryption schemes for which any Anamorphic Encryp-
tion instantiation is strictly limited regarding the length of the anamorphic messages
or it is totally impossible to send even a single anamorphic bit.
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Chapter 1

Introduction

Cryptography is one of the most fundamental privacy enablers of the modern era.
Thanks to the progress in this scientific field, nowadays people are able to have
private conversations, to secure compute a function without reveal their inputs, to
prove a statement to be true without reveal the witness of its trueness, and to per-
form many more apparently magic tasks.

Most of the protocols that allow to perform such tasks rely on the existence of some
information that has to be kept secret by the parties. If not, the protocol will easily
fail and everything that one wants to keep secret will be leaked. For this reason,
the easiest attack that one may perform to such protocols is the achievement of this
secret.

To illustrate better the matter, let’s focus on private conversations, which will be
the focus of this thesis.

In the context of Public Key Encryption schemes, each user has their own key pair,
a public key and a secret key. As the names would suggest, the public key is shared
with the world, while the secret key is kept hidden from any prying eye. In this way,
anyone is able to produce a ciphertext encrypting a message using the public key, but
only the receiver can decrypt it using the secret key. The basic security requirement
for such schemes is that no one can infer any information about the message carried
by a ciphertext, having access only to the ciphertext and to the public key.

It is obvious that someone that has access to the secret key has exactly the same
power as the receiver of the message, i.e., they are able to decrypt any ciphertext,
eliminating the privacy of the receiver.

Usually, to protect secret keys is a task outside the world of Cryptography, for
this reason, such a threat is usually not contemplated. Moreover, one may think
that, cryptographically speaking, such an adversary is unrealistic, but this turns out
to not be the case. Indeed, “Cryptography rearranges power” [Rog15] and for this
reason, it easily becomes a subject worth of attentions by whose detain the power
that Cryptography threatens to rearrange.

As pointed out by Persiano, Phan and Yung in [PPY22], the success of encryption
schemes heavily relies on two, often given for granted, assumptions: sender free-
dom and receiver privacy. The first postulates that senders can freely choose the
message to be sent and to whom, the second assumes that the receiver’s secret key
remains uncompromised. While these assumptions are very natural in most circum-
stances they might be at stake in contexts where those in power! can force users
to surrender their decryption keys. In particular, in dictator-led countries, citizens
might be allowed to send only contents approved by the regime, thus undermining
the sender freedom assumption.

When this is the case, Anamorphic Encryption comes in rescue.

10r, as illustrated by xkcd.com/538, by anyone who wants to.
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1.1 Anamorphic Encryption

In [PPY22] two different paradigms have been introduced, depending on which
of the two assumptions one cannot rely on: Sender Anamorphic Encryption faces
scenarios in which the sender freedom assumption does not hold, while Receiver
Anamorphic Encryption deals with contexts in which receiver privacy might be
compromised.

Sender Anamorphic Encryption. The idea behind Sender AE is that, when forced
to send the message my to a receiver having public key fpk, the random coins used to
produce the ciphertext c will be biased in order to let the same c encrypts m; under a
different public key dpk. Clearly, ciphertexts produced with real random coins must
be indistinguishable from ciphertexts produced with biased random coins.

Receiver Anamorphic Encryption. In the case of Receiver AE, the idea is that a
PKE can be deployed in two modes: regular and anamorphic. In regular mode,
the PKE works exactly as expected, following the rules of how it was designed. In
anamorphic mode instead, the key generation algorithm produces a public key apk
with two associated secret keys: a regular-looking secret key ask and a so-called
double key dk. The latter key is privately shared between sender and receiver. When
the receiver has to hand over the secret key, they will only reveal ask, pretending to
be the only secret key. The key pair (apk, ask) works as a regular key pair, i.e., the
keys can be used to encrypt and decrypt messages regularly. On the other hand,
dk can be used as a symmetric key to encrypt an additional message i, i.e., the
anamorphic message, along the regular one m. The produced anamorphic ciphertext
can be decrypted either to m, using ask, or to 711 when anamorphically decrypted
using dk. The basic security property is the indistinguishability of regular ciphertexts
from the anamorphic ones.

1.2 Owur results

In this thesis we focus on Receiver Anamorphic Encryption. We give new defini-
tions, new constructions that reach these definitions, and explore the limits of such
notion. Most of the presented results have been published in major cryptography
conferences. We want to remark that for clarity of exposition, our contributions
have been restructured to show them in a more logical order, rather than following
the chronological order of publications, or grouping chapters per publication. The
contributions have been taken from the following papers:

¢ [CGM24a], co-authored with Dario Catalano and Emanuele Giunta. This pa-
per has been presented at EUROCRYPT 2024.

¢ [CGM24b], co-authored with Dario Catalano and Emanuele Giunta. This pa-
per has been presented at CRYPTO 2024.

¢ [CGM25], co-authored with Dario Catalano and Emanuele Giunta. This paper
has been presented at EUROCRYPT 2025.

e [Car+25], co-authored with Davide Carnemolla, Dario Catalano and Emanuele
Giunta. This paper has been presented at CRYPTO 2025.

e [Avi+25], co-authored with Gennaro Avitabile, Vincenzo Botta, Emanuele Giunta
and Marcin Mielniczuk. This paper is currently submitted.
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1.2.1 Construction of Anamorphic Encryption with special properties

In Chapter 4 we give several constructions of AE schemes. Some of them are based
on known transforms like the Naor-Yung [NY90] and IBE-to-CCA transform [Bon+07],
while others are based on specific PKE schemes, e.g. Cramer-Shoup lite [CS98]
and GSW [GSW13]. In addition to being anamorphic, the proposed constructions
achieve additional desirable properties. Precisely, we will show that the for some of
them it is possible to maintain the homomorphic properties of the scheme, even for
the anamorphic message. Moreover, some anamorphic instantiations also protect
the privacy of regular and anamorphic messages against the anamorphic sender.

1.2.2 Impossibility of Black-Box Anamorphic Encryption

All of the constructions of AE rely on specific properties of the underlying encryp-
tion scheme. A natural question is if it is possible to have a black-box construction
that works for every PKE based only on the semantic security of the latter. Chap-
ter 5 is dedicated to answer this question. In Section 5.2, we show a contrived (ideal)
PKE that is IND-CPA secure but that admits no anamorphic instantiation. We then
show in Section 5.3.1 that even using powerful non-black-box techniques does not
help to overcome this impossibility result. Given this fact, we show in Section 5.3.2
that a minimal sufficient assumption on the PKE to have a black-box anamorphic
encryption is the property of high min-entropy ciphertexts. On the other side, in
Section 5.4, we also show that given only the IND-CPA of the underlying PKE one
can only aim to Semi-Adaptive AE, i.e., a weaker variant of anamorphic encryption.

1.2.3 Limits of Black-Box Anamorphic Encryption

Given the fact that black-box AE is impossible if one wants to rely only on the seman-
tic security of a PKE, we ask ourselves what are the limits of a black-box construction
in terms of capacity of the anamorphic channel, this is what we explore in Chap-
ter 6. After settling some basic preliminary black-box results in Section 6.3, in Sec-
tion 6.5 we show an upper-bound on every black-box construction that has high min-
entropy ciphertexts. Namely, every black-box anamorphic encryption can transmit
at most O(log A) anamorphic bits per ciphertext. Additionally, in Section 6.6 we
show also that even having high min-entropy ciphertexts is not enough to obtain
higher security levels for black-box AE. Namely, we will show that no black-box
anamorphic can achieve asymmetric security. On the other side, we will show in
Section 6.6.1 that relying on powerful non-black-box tools such as indistinguishabil-
ity obfuscation helps to overcome this barrier. Lastly, in Section 6.8, we will show
that these negative results extends also to the case of the weaker definition of Semi-
Adaptive AE.

1.2.4 Anamorphic Resistant Encryption

Having asserted that AE is impossible in general for black-box constructions, and
that even requiring additional properties there are inherent limitations, it remains
to explore the existence of real PKEs for which the same results hold. In Chapter 7
we expose constructions of two different types of Anamorphic Resistant PKEs, i.e.,
PKEs for which every anamorphic instantiation is affected by the before mentioned
limitations. In Section 7.4 we show two concrete PKEs for which no anamorphic
instantiation is possible, matching the result of Chapter 5. In Section 7.5 instead we
show two concrete PKEs for which every semi-adaptive anamorphic instantiation
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can transmit at most O(log A) anamorphic bits per ciphertext, matching the result of
Chapter 6. Finally, in Section 7.6 we show how to combine the two different types of
PKE:s to obtain a single PKE that achieves both forms of anamorphic resistance.

1.3 Related works

The notion of anamorphic encryption is similar to several other notions, such as
key-escrow (e.g. [Mic93; Bla94; FY95]), deniable encryption (e.g. [Can+97]), klep-
tography (e.g. [YY96; YY97]) and public key steganography (e.g. [AHO04]), but it is
different in various aspects. We refer to [PPY22] for an in-depth comparison with
these notions.

In [Kut+23a] the authors consider an even more extreme scenario where all com-
munications must pass via a central server (controlled by the authority) that makes
the usage of encryption even more problematic. They suggest the notion of anamor-
phic signature as a way to way to send covert messages via the authentication chan-
nels provided by signatures. More precise details can be found in [Kut+23a]. Further
developments on the signatures side can be found in [JS24], where the security prop-
erties are strengthen.

In [WHL24] the authors address the problem of sharing a double key in an
“anamorphically”-secure way. The notion of Anamorphic Key Exchange is defined,
explored and constructions are given. Thanks to Anamorphic KE, it is possible to
share a double key using a regular key exchange algorithm without noticing it.

In [Do+25] anamorphism has been extended to a one-to-many communication
context, realizing schemes that allow to have different anamorphic receivers, each
one able to retrieve a different anamorphic message from a single regular-looking
ciphertext.

1.4 Organization of the thesis

The thesis is organized as follows: in Chapter 2 we give the necessary preliminaries
for this work, i.e., we recall some basic cryptographic primitives, computational as-
sumptions and some useful tools and results that will be used throughout the thesis.
Chapter 3 is devoted to Anamorphic Encryption. In this chapter we will give the ba-
sic definition and we will explore additional features, along with the connection of
AE to other primitives. The definitions in this chapter are taken from several papers,
including our contributions. The origin of the definition will be specified every time.
In Chapters 4 to 7 we will focus on contributions outlined before. Since some tools
are not used throughout the whole thesis, some sections will have an additional sub-
section regarding additional definitions. Some of them are already existing, others
are our contributions, it will be specified every time which category they belong to.
Additionally, in order to give a better understanding of our works, every chapter
has its own overview of the results, where we try to give the intuitions behind the
technical claims.



Chapter 2

Preliminaries

In this chapter, we introduce the notation and some useful tools and facts that will be
used throughout this thesis. After this, we recall standard computational assump-
tions, i.e., DDH, DCR and LWE assumptions, and cryptographic primitives that will
be involved in this work. The majority of the content in this part follows established
conventions and can be skimmed.

2.1 Notation

[n] denotes the set {1,...,n}. A € IN is the security parameter. A function f : N —
R™ is negligible if it vanishes faster than the inverse of any polynomial. negl(A) de-
notes a generic negligible function. Given a probabilistic Turing Machine A we de-
note y < A(x;) its output on input x and random tape . The notation y +% A(x)
is short for y < A(x;r) with r being a uniformly sampled tape. With PPT we denote
probabilistic polynomial time. We denote with £ the perfect indistinguishability be-
tween two distribution ensembles, i.e., the two distributions are exactly the same.
With & we denote statistical indistinguishability, i.e., the two distribution ensem-
bles appear the same to any unbounded algorithm. With ~; we denote the compu-
tationally J-close indistinguishability, we omit ¢ in case of standard computational
indistinguishability. Given a set S we denote by x <% S the uniformly random sam-
pling of an element x from the set S. We further write x ~ U(S) to indicate that x is
a uniformly distributed random variable over S.

Unless otherwise specified, we assume adversaries in security definitions to be
stateful, and procedures in a given scheme (e.g. a PKE) to be stateless. Also, we may
omit the game in the adversary’s advantage .A when clear from context.

With € we denote the empty string. Given two strings x and y, we denote with
x||y their concatenation.

In case of a tuple we use a dot notation to refer to specific entries, e.g. given
¢ = (uq,up,e,v) we write c.e to refer to the element e in the tuple c.

2.2 Computational Assumptions

2.2.1 Decisional Diffie-Hellman

Let (A, B, C) be a tuple of elements in a cyclic group G of order g4 with a generator
. This tuple is called a Diffie-Hellman tuple if A = g%, B = ¢¥,C = g™ for random
a,b € Z;. Instead if A = ¢",B = gb,C = g for random a,b,c € Z, it is called a
random tuple.

The DDH assumption states that it is computationally infeasible to distinguish a
random tuple from a Diffie-Hellman tuple. Namely, we define the game in Fig. 2.1,
forn € {0,1}.
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DDH’,(7)

1: Generate a group G with order g and generator g

N

a,b,c 3 Z,
A+ g
B+« g°
ify ==
C+gf
else
C« g
return A(G, g,4, (A, B,C))

O 0 NN N U ok~ W

FIGURE 2.1: DDH assumption game.

Denoting with
AdVBPH(A) 1= )Pr [DDHY (A) = 1] — Pr [DDH;(A) = 1} ‘
the DDH assumption states that for every PPT adversary A
AdvEPH (1) < negl(A).

Random self-reducibility was introduced by [BM82]. It states that, informally, a
problem is random self-reducible if given any instance x it can be solved efficiently
reducing it to a random instance y and solving the latter. So, an instance x can be
easily converted to a random instance y using some random string r and given the
solution for y and the randomness r one can solve also x.

The property of random self-reducibility of the DDH problem was noted indepen-
dently by [NR97; Sta96].

We next give an algorithm R that takes as input a tuple (9,4, A = g%, B = ¢*,C =
g€, x), where g is the order of the group generated by ¢ and x is a flag variable that
can be 0 or a number different from 0. The algorithm outputs a tuple (L, T, P) for
which if the tuple (A, B,C) is a DH tuple then (L, T, P) is also a DH tuple, else, if the
input tuple is a random one, then also the output tuple is a random one.

The purpose of the flag variable x is to decide whether to change or not the first
element of the tuple, i.e., if x = 0 then L = A, else L # A with high probability. The
case x = 0 was considered for the first time in [Sho99].

The algorithm is taken from [BBMO00], it is given in Fig. 2.2.

2.2.2 Decisional Composite Residuosity

Let N = pgq with p and g two safe primes. Let NR 2 be the set of N-th residues mod-
ulo N2. The Decisional Composite Residuosity assumption states that is difficult
to distinguish between a random element in Z3;, from a uniform element in NRyp.
Namely, let SP(¢) the set of safe primes of length ¢, we define the game in Fig. 2.3,
fory € {0,1}.

Denoting with

AdVER(A) = ‘Pr [DCROA(A) - 1} _Pr [DCR}L‘(/\) - 1] ‘
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R(q,8,A,B,C,x)

if x = 0 then
51:0

else

51 3 Z,
S, T % Z,
L=Ag"
T = B'g™
P = CVAszBVS1g5152
return (L, T, P)

FIGURE 2.2: DDH self reduction algorithm.

DCRY;(7)

1:

3
4
5:
6
7

p,q <% SP(A/2)
N < pg
r 3 Z}‘\IZ
ify ==0
return A(N, [N mod N?])

else
return A(N,r)

FIGURE 2.3: DCR assumption game.

the DCR assumption states that for every PPT adversary A

AdvOR(A) < negl(A).

The DCR assumption can be stated for different groups than Z3,. One exam-
ple is the formulation on the subgroup of Z3,, QRyz, i.e., the group of quadratic
residues modulo N2. In this case, it is required to distinguish a random element in
QRyp from an 2N-th residue. It is easy to observe that this variant of the DCR as-
sumption is exactly the same as in Fig. 2.3, but where 7 is raised to the power of 2 in
each of the case for 7. For completeness we explicit the game in Fig. 2.4. It is easy to
observe that if DCR is hard then so is DCR on QR 2.

DCR’, (1)

1:
2:

3
4
5:
6
7

p,q < SP(A/2)
N < pg
8 Zy,
ifn ==
return A(N, [N mod N?])

else
return A(N,r?)

FIGURE 2.4: DCR assumption on QR game.
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2.2.3 Decisional Learning With Errors

Introduced in [Reg09] the LWE,, ;, 5, assumption states that, given a random ma-
trix A <% ZJ"", vectors b «+*% zy, s 8 Zj and error e 9% x with x an effi-
ciently sampleable distribution, it is computationally hard to distinguish (A, b) from
(A, As + e). Namely, we define the game in Fig. 2.5, for 7 € {0,1}.

LWEZn,nlq,X, 4(A)
1: A5 Z;"’n
2: ify ==

b %z

else

3

4

5: s 9 Z;‘
6 e «? X

7 b+ As+e

8: return A(A, A,Db)

FIGURE 2.5: LWE assumption game.

Denoting with
LWE,nq,
Ady VB () = ’Pr [LWE), 4 (A) = 1] = Pr [LWE],, o i(A) =1] ‘

the LWE assumption states that for every PPT adversary A

AdV;WEm,n,q,X (1) < negl(A).

2.3 Useful tools

2.3.1 Universal Hash Functions

Universal Hash Functions families (UHF) [CW79] are information-theoretical objects
ensuring that any given pair of distinct points collides with low probability. The
formal definition follows.

Definition 1. Let H be a finite family of functions of type h: X — Y. The family H is a
Universal Hash Family if

1
Vx,y € X: Pry sy [h(x) = h(y)] < T
A common usage of UHF is to deploy them as randomness extractors. This is
formally justified by the Leftover Hash Lemma, presented below.

Lemma 1 (Leftover Hash Lemma [ILL89]). Let x ~ X, z be random variables and ‘H be
a family of universal hash function with domain X and image Y. Sampling y ~ U(Y) and
h~U(H), ifk = Heo(x|2) and m = log, (|Y|) and y ~ U(Y), then

m<k—2log,(1/¢e) = A((hh(x),z), (hyz)) < /2.
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The LHL has been then generalized in the following lemma. We kept the previ-
ous one because it will be more immediate to apply sometimes.

Lemma 2 (Generalized Leftover Hash Lemma [Dod+08]). Assume H is a UHF family
taking values in {0,1}" and let h <3 H. Then, for any random variables X and Y, it holds

that .
A((h,h(X),Y),(h,UY)) < 3 V2~ Heo(X|Y)4m
with U uniformly distributed in {0,1}™.
We will also use the following standard inequality for statistical distance:
Lemma 3. Let X and Y be random variables and F any randomized function, it holds that

A(F(X),F(Y)) < A(X,Y).

2.3.2 Min-Entropy

The min-entropy is a measure used to quantify the amount of randomness of a prob-
ability distribution. Some sources include [DKZ18; Dod+08]. We report some facts
below.

Definition 2. Let X,Y be discrete random variables with support X, Y. The min-entropy
of X and the average min-entropy of X given Y, are respectively defined as:

He(X) = —log (ma/}él’r (X = xo]) ,
Xp€
Heo(X |Y) = —log ( Y PrY =y -r}pgxPr[X: x0|Y:y0]> .
YoEY 00X

We will furthermore make use of min-entropy and average min-entropy condi-
tioned on an event.

Definition 3. Let X, Y be as in Definition 2, and E an event. Then the min-entropy of X
conditioned on E (resp. average min-entropy of X given Y conditioned on E) is defined as:

Ho(X|E) = —log (maxPr[X:x|E]>,
xeX
Ho(X |Y;E) = —log(ZPr[Y:y]E]-ma)g<Pr[sz|Y:y,E]>.
yey xe

2.3.3 Useful lemmas about Min-Entropy

Lemma 4. Given X, Y, Z discrete random variables with support X,Y, Z respectively, and
E an event, then

1. Ho(X | E) < log,|Xg| where Xp = {xg € X : Pr[X = xo|E] > 0}.
2. Ho(X | Y;E) > Ho(X | Y, Z,E).
3. Ho(X,Y | Z;E) > Hoo(X | Z; E).
4. Ho(X | Y, Z;E) > Heo(X,Y | Z; E) — log (maxye z |V, £|) where

Vo = {yo €Y : Pr[Y =yo|Z =z, E] > 0}.
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In particular, N N
Ho(X |Y,Z;E) > Ho(X | Z, E) —log|VE|,

where Y = {yo € Y : Pr[Y =yo| E] > 0}.
5. Ho(X | Y;E) = Hoo(X | E) if X, Y are mutually independent given E.
6. Ho(X | Y;E) > Hoo(X | Y) + log Pr [E].

Proof. Items 1 to 5 are essentially a rephrased version of [Dod+08, Lemma 2.2] for
conditional distributions. For Item 6, by the chain rule we have that

PriX=x,E|Y=y|=Pr[X=x|EY=y|-Pr[E|Y=y].
Therefore,

2~ He(X]Y) _ Y Pr[Y =ylmaxPr(X =x|Y =y]

yey
> ) Pr[Y =y]maxPr[X =x,E|Y =y
yey !
=) Pr[Y=ylmaxPr[X=x|E Y =y]-Pr[E|Y =y]
yey :
=) PrlY=y|Pr[E|Y =y]maxPr[X=x|Y =y,E]-
X
yey Pr[E,Y=y]
=Pr[E]- )} Pr[Y=y |E]maxPr[X=x|Y =yE]-

yeYy

=Pr[E]-2~ Heo(X[YE)
The claim simply follows by taking the logarithms of both sides of the inequality. [

Intuitively, Item 6 states that further conditioning to the event E decreases the
min-entropy by at most the information content of E. Note that, due to the logarith-
mic dependence on Pr[E], the bound becomes meaningless when E has very low
probability.

Lemma 5 (Guessing Lemma). Let X, Y, E be as in Lemma 4 and ¢ a probabilistic function
with supportin {f: Y — X'}. If ¢ and (X, Y) are mutually independent relative to E, then

Prip(Y) = X |E] < 2 H=(X|YE),

Proof. Ttis well-known that for a deterministic ¢ we have Pr [¢(Y) = X] < 27 H=(X[Y),
For an arbitrary event E but ¢ still deterministic, it follows directly from the defini-
tion by taking the conditional distributions. Finally, for independent probabilistic ¢,
we condition on ¢ and use the law of total probability. O

2.4 Cryptographic Primitives

24.1 One-way Functions

Let f : {0,1}* — {0,1}* be an efficiently computable function. We define the ad-
vantage of an adversary A in inverting the output of such function as

Adv(A) = Pr [f(A(f(x))) = f(x)]
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where x <% {0,1}%.

Definition 4. An efficiently computable function f is a one-way function, iff for every PPT
adversary A it holds that

Adv"1(A) < negl(A).
2.4.2 Pseudorandom Generators

Let G be a deterministic polynomial time algorithm such that for all A € IN and
s € {0,1}* it holds that G(s) € {0,1}?"), where p(A) = poly(A) > A. We define
the advantage of an adversary D in distinguishing between the output of G on a
random seed s and a truly random string in {0, 1}”") as

AdVZE (M) = ]Pr [D(c(s)) Mq ~Pr [D(y) Mq ‘

where s «+*% {0,1}* and y <-* {0,1}*(N),

Definition 5. An algorithm G with the properties defined before is a pseudorandom gener-
ator iff for every PPT adversary D it holds that

Advg % (A) < negl(A).

2.4.3 DPseudorandom Functions

Let f be any random function that maps elements from & to ). Let F be an efficiently
computable function that maps elements from K x X to ). We define the advantage
of an adversary D in distinguishing between the two types of function, given an
oracle to them, as follows

AdVET (1) = ‘Pr [DF("")(A) M@ —Pr [Df(')()\) Ml} ‘

where k +9% K.

Definition 6. An efficiently computable function F that maps elements from K x X to Y
is said to be a pseudorandom function (prf) if, for any PPT distinguisher D it holds that

AdvE (A) < negl(A).

If, in particular, F is a permutation, then F is said to be a pseudorandom permu-
tation (PRP).

Definition 7 (PRP). Let f : {0,1}° x {0,1}" — {0,1}", where s,n = poly(A), then f is
a Pseudorandom Permutation (PRP) if for every PPT distinguisher D

AP (M) 1= ‘Pr [Df* (A)Mq ~Pr [ka(A)$—>1” < negl(7)

where f* is a truly random permutation, and the key k is random and uniformly sampled
from {0,1}".

If the above condition hold when D has access to both f; and f, !, we say f to be
a strong PRP [LR88]. For PRP taking values over a set of variable length strings, the
notion length-preserving PRF/PRP [BR99] will come in handy.
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Definition 8 (Length-Preserving PRP). Given S C {0,1}*, a PRP f : {0,1}* xS —
{0,1}* is length-preserving if, for all k € {0,1}° and for all x € S, it holds that |fi(x)| =
| x].

If f is also a strong PRP then f is a strong length-preserving PRP.

2.4.4 Secret Key Encryption

A Secret Key Encryption scheme E, also called a Symmetric Encryption scheme, con-
sists of three algorithms (E.Gen, E.Enc, E.Dec) such that

e E.Gen(A)%—sk produces a secret key.

 E.Enc(sk,m)®—c given in input a secret key sk and a message m outputs a
ciphertext c.

* E.Dec(sk,c) — m given in input a secret key sk and a ciphertext ¢ outputs a
message 11.

We will assume perfect correctness for such schemes except when explicit stated.
Namely, given sk <% E.Gen(A), itholds that Pr [m’ = m |m’ = E.Dec(sk, E.Enc(sk,m))] =
1. The basic security definition for Secret Key Encryption schemes that we require is
IND-CPA. Firstly, for b € {0,1}, we define the game in Fig. 2.6.

IND-CPA{ (A7)
1: sk <% E.Gen(A)
- (7710, m1> +$ pE.Enc(sk,) ()\)
3: ¢ <% E.Enc(sk,my)
4: GivectoD
5: return D’s output

FIGURE 2.6: IND-CPA for Secret Key Encryption schemes game.

We define the advantage of an adversary D in distinguishing between IND-CPA%{D (A)
and IND-CPAE (1) as

AdvIND-CPA (L) = }Pr [IND—CPA%/D(/\) = 1] —Pr [IND—CPAlE,D(A) = 1} ‘ .

Definition 9. A triplet of algorithms E = (E.Gen, E.Enc, E.Dec) is an IND-CPA secure
secret key encryption scheme if for every PPT adversary D it holds that

Advh A (A) < negl(A).

A stronger security definition than IND-CPA achievable by a SKE scheme is the
pseudorandomness of ciphertexts. We recall the definition of a SKE scheme with
pseudorandom ciphertext from [M6104; Kut+23b; Kut+23a]. Let prE = (prE.Gen, prE.Enc, prE.Dec)
be a symmetric encryption scheme with message space M and ciphertext space C.

We define the game PRCthrE/D(A), forb € {0,1}, in Fig. 2.7.
We define the advantage of an adversary D in distinguishing between PRCtGgrE,D (A)

and PRCtG;rE,D (A) as

AdVERGG (1) = ‘Pr [PRCtGgrEID(/\) = 1} —Pr [PRCtG;rE,D(/\) = 1] ‘ .
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PRCtGh e p(A)

1: sk <% prE.Gen(A)

2: return DOP (k) (A) where

3: Opr®(sk, m) returns a random string in C
4: Opr!(sk,m) = prE.Enc(sk, m)

FIGURE 2.7: Pseudorandom ciphertexts game.

Definition 10. A triplet of algorithms prE = (prE.Gen, prE.Enc, prE.Dec) is a secret key
encryption scheme with pseudorandom ciphertexts if for every PPT adversary D it holds
that

AdvErFé%G()\) < negl(A).

It is easy to observe that pseudorandomness of ciphertexts implies IND-CPA
security.

2.4.5 Public Key Encryption

A Public Key Encryption scheme E, also called Asymmetric Encryption scheme, con-
sists of three algorithms (E.Gen, E.Enc, E.Dec) such that

e E.Gen(A)%—(pk,sk) produces a pair of keys, respectively the public key and
the secret key.

e E.Enc(pk,m)®—c given in input a public key pk and a message m outputs a
ciphertext c.

e E.Dec(sk,c) — m given in input a secret key sk and a ciphertext ¢ outputs a
message 11.

We will assume perfect correctness for such schemes except when explicit stated.
Namely, given (pk, sk) <% E.Gen(A), itholds that Pr [m’ = m | m’ = E.Dec(sk, E.Enc(pk,m))] =
1. The basic security definition for Public Key Encryption schemes is IND-CPA.
Firstly, for b € {0,1}, we define the game in Fig. 2.8.

IND-CPA{ 1,(A)

1: (pk,sk) <% E.Gen(A)
2t (mg,my) <* D(pk)
3: ¢ <% E.Enc(sk,my)
4
5

Givecto D
return D’s output

FIGURE 2.8: IND-CPA for Public Key Encryption schemes game.

We define the advantage of an adversary D in distinguishing between IND-CPA%,D (A)
and IND-CPAIE,D(A) as

AdvIND-CPA (1) = ’Pr [IND—CPA%D(A) = 1} —Pr [IND—CPAlE,D()\) - 1} ’ .
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Definition 11. A triplet of algorithms E = (E.Gen, E.Enc, E.Dec) is an IND-CPA secure
public key encryption scheme if for every PPT adversary D it holds that

AdvIEI?]g'CPA (A) < negl(A).

As for SKEs scheme, we can define the property of ciphertexts pseudorandom-
ness also for PKEs.

The following definition is taken from [AHO04; M6104]. Let E = (E.Gen, E.Enc, E.Dec)
be an asymmetric encryption scheme with message space M and ciphertext space C.
We define the game AsyPRCtGE ,(A), for b € {0,1}, as in Fig. 2.9 and call, for any
PPT adversary D its advantage in distinguishing between the two as

AdVASPREC () = ‘Pr [AsyPRCtGY (1) = 1] — Pr [AsyPRCtGED(A) - 1} ‘ .

AsyPRCtGE p(A)
1: (pk,sk) <% E.Gen(A)
return DO’ (Pk) (pk) where

2
3: Opr®(pk, m) returns a random string in C
4 Opr!(pk,m) = E.Enc(pk, m)

FIGURE 2.9: The pseudorandom ciphertext game for asymmetric en-
cryption scheme E.

Definition 12. A triplet of algorithms (E.Gen, E.Enc, E.Dec) is an asymmetric encryption
scheme with pseudorandom ciphertexts if for every PPT adversary D it holds that

Advéf%PRCtG(/\) < negl(A).

It is easy to observe that pseudorandomness of ciphertexts implies IND-CPA
security.

We also define a weak variant of an asymmetric encryption with pseudoran-
dom ciphertexts in which the distinguisher is not provided with the public key
of the scheme. As above, let E = (E.Gen, E.Enc, E.Dec) be an asymmetric encryp-
tion scheme with message space M and ciphertext space C. We define the game
W-AsyPRCtGll’E,D(/\), for b € {0,1}, as in Fig. 2.10. Then, as above, we define the
advantage of any adversary D distinguishing between the two as

AdvlVAsrPREC () = ‘Pr [W-AsyPRCLGL (A) = 1] — Pr [W—AsyPRCtGlE,D()\) - 1} ‘ .

Definition 13. Let E be an asymmetric encryption scheme. E has weak pseudorandom
ciphertexts if for every PPT adversary D
Advg PREC(A) < negl(A).

It is easy to observe that the property of asymmetric pseudorandom ciphertexts
implies the weak variant defined above.

Next, we give a generic compiler to turn any PKE scheme E = (E.Gen, E.Enc,
E.Dec) with message and ciphertext space respectively M and C, into a PKE E' =
(PKE'.Gen, PKE'.Enc, PKE'.Dec) with the same message and ciphertext space that
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W-AsyPRCtGE 1,(A)
1: (pk,sk) <% E.Gen(A)
2: return Doi‘”b(pk")(/\) where

3: Opr®(pk, m) returns a random string in C
4: Opr!(pk,m) = E.Enc(pk, m)

FIGURE 2.10: The weak pseudorandom-ciphertext game for asymmet-
ric encryption E.

has weak pseudorandom ciphertexts. The idea is to shuffle the ciphertexts pro-
duced by the encryption algorithm of E using a pseudorandom permutation (PRP)
F: K xC — C, which key k € K is stored in the public key pk’ of E’. Note that
as the adversary in W-AsyPRCtG game is not allowed to see pk’, then he can’t see k.
Since F is a PRP, for the adversary is computationally hard to distinguish between
ciphertexts produced with the "tweaked" PKE E’ from the output of a random per-
mutation, i.e., truly-random strings in C.

The construction of E’ is given in Fig. 2.11.

PKE".Gen(A) PKE".Enc(pk’, m)

1: (pk,sk) <% E.Gen(A) 1: Parse pk’as (pk k)
20 koS K 2: ¢ <% E.Enc(pk,m)
3: pk' « (pkk), sk’ sk 3: ¢« F(kc)

4: return (pk/,sk’) 4:

return ¢’
PKE’.Dec(sk’,c’)

1: ¢+ F (k)
2: return E.Dec(sk/, c)

FIGURE 2.11: PKE E’ with weak pseudorandom ciphertexts.

Theorem 1. If F is a PRP and E is an asymmetric encryption scheme, then E' defined in
Fig. 2.11 is a PKE with weak pseudorandom ciphertexts. Namely, for any distinguisher
D that distinguishes between W—AsyPRCtG%/D and W—AsyPRCtGlE,/D there exists a PPT
adversary A such that

AdvESFPREC (1) < AdVERP (M),

Proof. To prove the theorem we construct a distinguisher A for the PRP using the
distinguisher D for the weak pseudorandom ciphertexts property. The pseudocode
of A is given in Fig. 2.12.

Namely, if A is playing the game PRP?, then the oracle O given to A is a truly
random permutation f, while if it is playing the game PRP!, then O answer the
query of A with the output of a keyed function F. The strategy of A consists in
answer the queries of D using O and emulating PKE'.Enc. Now, if A is playing
the game PRP? then the answers which is giving to D are the outputs of a random
permutation applied on ciphertexts produced by E.Enc, i.e., a random string in C,
like in W—AsyPRCtG%’D. If A is playing the game PRP! then the answers which is
giving to D are the outputs of a keyed function F applied on ciphertexts produced
by E.Enc, i.e., its behavior is exactly the one of PKE'.Enc, like in W—AsyPRCtGlE/,D. We
can conclude that

AdvESFFREC (1) < AdVERP (M),
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A9(M)
1: (pk,sk) <% E.Gen(A)
2: RunD
3: when D queries m;:
4: ¢ <% EEnc(pk, m;)
5: '+ O(c)
6:  reply to D with ¢’
7: when D returns b’:
8: return b’

FIGURE 2.12: Distinguisher A for PRP reducing a distinguisher D for
W-AsyPRCtG.

2.4.6 Identity Based Encryption

An Identity Based Encryption (IBE) scheme for identities of length n = poly(A) is a
tuple of PPT algorithms IBE = (Setup, Der, Enc, Dec) where

* The setup algorithm Setup(A) outputs a master public key mpk and a master
secret key msk.

¢ The key derivation algorithm on input the master secret key msk and an iden-
tity id € {0,1}" output the secret key corresponding to the identity id, i.e.
sk;g < Der(msk, id).

¢ The encryption algorithm takes as input the master public key mpk, an identity
id € {0,1}" and a message m in some message space. It outputs the ciphertext
.

e The decryption algorithm on input the identity id € {0,1}", the corresponding
secret key sk;; and a ciphertext ¢ outputs the message m or the symbol L to
denote a failure.

It is required that for all (mpk, msk) output by Setup, for all id € {0,1}", for all skjy
output by Der(msk, id), for all m in the message space and for all ciphertexts c output
by Enc(mpk, id, m) it holds that Dec(sk;y, id, ¢) = m.

We need only a weaker version of security for the IBE scheme than the standard
one. We define the challenge game in Fig. 2.13 in order to give a security notion.

Definition 14. An IBE scheme |BE for identities of length n is selective-ID IND-CPA
secure if for all PPT adversaries A holds that

)Pr [SellDlge 4(A) = 1] —Pr [seuD}BE ) = 1} ‘ < negl(A).

2.4.7 Puncturable Pseudorandom Functions

Here we define Puncturable PRFs [BW13; Kia+13; BGI14], taking notation from
[SW14].
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SellDjgg 4(A)

id* 9% A(M)

(mpk, msk) <* Setup(A)

Give mpk to A

Give access to an oracle Der g () to which can’t be asked the key for id*
(o, my) 4% APerms() (1)

¢ <% Enc(mpk, id*, my)

Give ¢ to APermsk(*) (1)

8: return AP msk()())

N U ok N =

FIGURE 2.13: Selective security game for IBE.

Definition 15 (Puncturable PRF). A triplet of algorithm (PRF.Gen, PRF.Eval, PRF.Puncture)
is said to be a Puncturable PRF if there exist n(A), m(A) two computable functions such that
the two following requirements are satisfied:

e For every PPT adversary A such that A(M) outputs a set S C {0,1}", then for all
x € {0,1}"\ S, it holds that

Pr [PRF.Eval(k, x) =PRF.Eval(ks, x) :
k <% PRF.Gen(A), ks PRF.Puncture(k,S)] = 1.

e For every PPT adversary (A1, Az) such that Ay (A) outputsaset S C {0,1}" and a
state o, given k <% PRF.Gen(A), ks < PRF.Puncture(k, S), it holds that

‘Pr [AQ(O’, ks, S, PRF.Eval(k, S)) $—>1}
_Pr [Az(o—,ks,s,u(m(m 18])) Ml} ‘ = negl(A).

Where PRF.Eval(k, S), for S = {x1, ..., x;}, denotes the concatenation of PRF.Eval(k, x1),
...,PRF.Eval(k, x;) and U (¢) denotes the uniform distribution over ¢ bits.
2.4.8 Indistinguishability Obfuscation

Here we recall the definition of Indistinguishability Obfuscator [Bar+12], taking no-
tation from [SW14].

Definition 16 (Indistinguishability Obfuscator). A uniform PPT algorithm iO is called
an Indistinguishability Obfuscator for a circuit class {C, } if:

e Forall A € N, for all C € C,, for all inputs x, it holds that

Pr [C’(x) =C(x): C «* iO(A,C)} = 1.

e Forany PPT adversaries S, D, there exists a negligible € such that, given (Cy, C1,0) 93
S(A), if Pr[Vx, Co(x) = Ci(x)] > 1 —€(A), then it holds that

‘Pr [D(a,iom,co))hq ~Pr [D((f,iO(A,Cl))$—>1” < e(M).
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Chapter 3

Anamorphic Encryption

This work is entirely devoted to study the notion of Anamorphic Encryption. Moved
by this fact, in this chapter we give an overview of what Anamorphic Encryption is.
We start by giving basic definition for Receiver AE, along with stronger security
properties that an AE instantiation can achieve. Later, we show how Receiver AE
relates to other notions in the context of mass surveillance and steganography, ex-
ploring how our results affects these other paradigms. Eventually we give the basic
definition of Sender AE, discussing how it is related to Receiver AE and how our
results affects it.

Since our work deals only with Receiver AE, in the following, we refer to Receiver
AE asjust AE.

3.1 Receiver Anamorphic Encryption

We call the following definition of AE adaptive because later (in Section 5.4) we will
give a weaker notion of AE, called semi-adaptive.

3.1.1 Adaptive Definition

The definition of (receiver) Anamorphic Encryption that we use in this thesis is the
one from [CGM24a], which is a generalization of the original one by Persiano, Phan
and Yung [PPY22]. The receiver is allowed to generate its own public and secret key
apk, ask in anamorphic mode, exchange secretly with the sender a double key dk, and
store a trapdoor key tk to decrypt anamorphic messages from the sender. The choice
of adding the component tk to the anamorphic secret key opens the way to novel
notions of anamorphic encryption that are presented in Section 3.1.2.

Definition 17 (Anamorphic Triplet). Formally, an anamorphic triplet AT = (AT.Gen,
AT.Enc, AT.Dec) is a triplet of efficient algorithms such that

o AT.Gen(A)%— (apk, ask, dk, tk) with apk, ask being the anamorphic public and secret
keys while dk, tk are the double and (a possibly empty) trapdoor keys.

o AT.Enc(apk, dk, m, i) ®—c, withm € Mand it € M being respectively the standard
and anamorphic messages encrypted in c.

o AT.Dec(ask, tk,c) — /L, with i being the anamorphic message encrypted in c.

For ease of notation, in the definition above we do not explicitly provide apk, dk
as part of AT.Dec input, as we implicitly assume them to be contained in ask and tk
respectively. Moreover, we may omit tk when empty.
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Definition 18 (Anamorphic Encryption). A PKE E = (E.Gen, E.Enc, E.Dec) is an Anamor-
phic Encryption scheme if it is IND-CPA secure and there exists an anamorphic triplet
AT = (AT.Gen, AT.Enc, AT.Dec) such that any PPT adversary A has negligible advan-
tage, defined as

AdvE'aT 4(A) = |Pr[RealGg, 4(A) = 1] — Pr [AnamorphicGar 4(A) = 1]|

where RealGg and AnamorphicGat are described in Fig. 3.1.

RealGg 4(A) AnamorphicGar 4(A)
1: (pk,sk) <% E.Gen(A) 1: (apk, ask,dk, tk) <% AT.Gen(A)
2: return A%l (pk, sk) 2: return A%%nm (apk, ask)
Oreal(mr fﬁ) Oanam (m; m)
1: Sample a random r 1: Sample a random r
2: return E.Enc(pk, m; 1) 2: return AT.Enc(apk, dk, m, 7i; 1)

FIGURE 3.1: Anamorphic Encryption security game.

Finally, regarding correctness we refer to [Ban+24] for a game-based definition.
For the sake of generality, however, we will refer to a weaker notion than the one con-
sidered in most of previous works. This definition has been introduced in [CGM24b].
It is called correctness on average, in which correctness is required to hold only for uni-
formly sampled messages (and correct keys).

Definition 19. An anamorphic triplet is e-correct on average if, for a negligible e, sampling
(apk, ask, dk, tk) <% AT.Gen(A) and a random message m <% M from the reqular message
space, then for all m € M it holds that

Pr [AT.Dec(ask, tk, AT.Enc(apk, dk, m, 1)) # ] < e(A).

We will be interested in anamorphic triplets that are agnostic to specific proper-
ties or structure of the underlying PKE. Motivated by this we recall the definition of
Black-Box AE from [CGM24b].

Definition 20 (Black-Box Anamorphic Triplet). A triplet AT = (AT.Gen, AT.Enc, AT.Dec)
is said to be a black-box anamorphic triplet (for any PKE E) if every algorithm in AT can ac-
cess the procedures in E only through oracle access, i.e. providing input and random coins
to these procedures and obtaining only the output of such procedures call in return.

We remark that we may occasionally and informally refer to an Black-Box Anamor-
phic Triplet as a Black-Box Anamorphic Encryption.

Anamorphic Extension

In [Ban+24] the notion of Anamorphic Extension (AX for short) has been introduced
to model the possibility of switching to anamorphic mode after the scheme is de-
ployed. This is possible by making the anamorphic generation algorithm dependent
only on the public key of the scheme, in fact decoupling the process of generating
anamorphic keys from regular ones.

Definition 21 (Anamorphic Extension). Let E be a PKE scheme E = (E.Gen, E.Enc,
E.Dec). For (pk,sk) «* E.Gen(\), an anamorphic extension for E is a triplet AX =
(AX.Gen, AX.Enc, AX.Dec) of PPT algorithms such that:
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o AX.Gen(pk) ®— (dk) on input the public key pk for E, outputs a double key dk.

o AX.Enc(pk, dk, m, 1) *—c on input a public key pk, a double key dk, a message m €
M, a covert message i € M, outputs an anamorphic ciphertext c.

* AX.Dec(dk,c) — i1 on input the double key dk a ciphertext c, outputs a covert mes-
sage m € M or the special symbol L & M (indicating the absence of a covert message).

The security and correctness properties for Anamorphic Extension are defined
analogously to the ones for Anamorphic Triplet. It is clear that the existence of
Anamorphic Encryption schemes with extensions implies the existence of Anamor-
phic Encryption schemes with triplets.

Remark 1. In the updated full version [Ban+23] of [Ban+24] the algorithms AX.Gen
and AX.Dec are allowed to take sk as input. We have chosen to drop the sk from
the inputs and use the original definition for two reasons. First, allowing for the
anamorphic key generation to depend on sk can be seen as a more limited definition
when considering the security of regular messages. Indeed, dk may contain infor-
mation about sk that might allow to break the security requirements relative to the
regular message (see [Kut+23b; CGM24a]). The second reason is related to what we
prove in Section 3.1.3. Looking ahead, there we prove that (receiver) AE with exten-
sions and ASA on PKE are equivalent. This proof is simple and elegant when sk is
not used to generate dk. While it might be possible to extend our results to encom-
pass the updated definition, exploring the nuances induced by this change is left as
future work.

Note that considering this restricted class of AE with extension is not a concern for
our goals. Indeed, the existence of an AE satisfying this definition implies the ex-
istence of AE with triplets. Therefore, we can still reinterpret our results for AE to
ASA on PKE.

3.1.2 Additional features for AE

In this section we present some additional features that an Anamorphic Encryption
scheme can have. Even though we present these notions for the case of Anamor-
phic Encryption schemes equipped with Anamorphic Triplets, analogous definitions
can be formulated for the case of Anamorphic Encryption schemes equipped with
Anamorphic Extension.

Robustness

Robustness for anamorphic encryption has been introduced in [Ban+24]. Informally,
this notion requires that it should be difficult to find a message m that, when en-
crypted normally and then anamorphically decrypted (i.e. using AT.Dec) results in
some 1 #1.
Formally, let E be a PKE scheme equipped with an Anamorphic Triplet AT. We de-
fine the robustness game, for b € {0,1}, in Fig. 3.2.

And we define the advantage of an adversary A in breaking the robustness prop-
erty as

Advi?r 4(A) = ‘Pr [Robustl xr,4(A) = 1] = Pr [Robusth sr 4(A) = 1] ‘ .
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Robustlé,AT,A()\)

1: ((apk,ask),dk,tk) <% AT.Gen(A)

2: return AC'(apkaskdktk:) (apk, ask) where

3: Oo(apk, ask, dk, tk, m) = AT.Dec(tk, ask, E.Enc(apk, m))
4: O (apk, ask, dk, tk, m) =1

FIGURE 3.2: Anamorphic Encryption Robustness game.

Definition 22 (Robustness). An Anamorphic Encryption scheme E equipped with Anamor-
phic Triplet AT is said to be robust if for all PPT adversary A it holds that

AdvERy 4(1) < negl(}).

Single Receiver AE

The notion of Single Receiver Anamorphic Encryption has been introduced in [Kut+23b].
Informally, this property requires that even for an anamorphic sender, i.e. someone
that possess the dk, the privacy of the regular message that has been anamorphi-
cally encrypted along with an anamorphic message, is preserved. First of all we
define the challenge game in Fig. 3.3, where D is a PPT adversary, b € {0,1} and

AT = (AT.Gen, AT.Enc, AT.Dec) is an Anamorphic Triplet.

SingIeRecZT,D(/\)

1:  (apk, ask,dk, tk) <% AT.Gen(A)
2 (mg,my, i) <% D(apk,dk)

3: ¢ <% AT.Enc(apk, dk, my, i)
4: return D(c)

FIGURE 3.3: Single-Receiver Anamorphic Encryption security game.

And we define the advantage of an adversary D in breaking the Single Receiver
property as

Advii.l-'tgzl)‘EReC (A) := ’Pr [SingleRecOATID()\) =1] —Pr {SingIeRec}ﬂ-,D()\) = 1} ‘ .

Definition 23 (Single Receiver Anamorphic Encryption). An Anamorphic Encryption
scheme E equipped with Anamorphic Triplet AT is a Single Receiver Anamorphic Encryption
if for every PPT adversary A it holds that

AdviiTn,gYIDER'ec (A) < negl(A).

Asymmetric AE

The notion of Asymmetric Anamorphic Encryption [CGM24a], intuitively, requires that
the Anamorphic Triplet AT realizes an asymmetric scheme for covert messages. The
notion is formalized through the game in Fig. 3.4, where D is a PPT adversary, b €
{0,1} and AT = (AT.Gen, AT.Enc, AT.Dec) is an Anamorphic Triplet. The advantage
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of a given distinguisher D is defined as

AQVAYZ™™ (A) = |Pr [AsyAnam-IND-CPARy 5 (1) = 1]

— Pr | AsyAnam-IND-CPALr (A) = 1| ‘ .

AsyAnam-IND-CPAS; 1 (A)
1: (apk, ask, dk, tk) <® AT.Gen(A)
2 (m,ing, ) 8 D(apk, ask, dk)
¢ +% AT.Enc(apk, dk, m, i)
return D(c)

= W

FIGURE 3.4: Asymmetric Anamorphic Encryption security game.

Definition 24 (Asymmetric Anamorphic Encryption). An Anamorphic Encryption scheme
E equipped with an anamorphic triplet AT is an Asymmetric Anamorphic Encryption scheme
if for every PPT distinguisher D,

Advﬁ%;nam (A) < negl(A).

We also define a weaker notion, called Weak Asymmetric Anamorphic Encryption
that will be useful to prove our impossibility result in Section 6.6. We weaken
the previous definition requiring that the adversary in the security game has no
access to ask. More precisely, let D be a PPT adversary, b € {0,1} and AT =
(AT.Gen, AT.Enc, AT.Dec) be an Anamorphic Triplet. The Weak Asymmetric AE se-
curity game is then detailed in Fig. 3.5. The advantage of a distinguisher D for such
game is defined as

Advjesichssanam () . — ‘Pr [Weak-AsyAnam-IND-CPAOAT,D(/\) - 1]

—Pr [vvea k-AsyAnam-IND-CPA s p(A) = 1} ‘ .

Weak-AsyAnam-IND-CPA4y (1)
1: (apk, ask, dk, tk) <% AT.Gen(A)
2: (m,iig, 1) <°* D(apk,dk)

3: ¢« AT.Enc(apk, dk, m, i)
4: return D(c)

FIGURE 3.5: Weak Asymmetric Anamorphic Encryption security
game.

Definition 25 (Weak Asymmetric Anamorphic Encryption). An Anamorphic Encryp-
tion scheme E equipped with an anamorphic triplet AT is a Weak Asymmetric Anamorphic
Encryption scheme if for every PPT distinguisher D

Adviir s A2 (1) < negl(A).
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Fully Asymmetric AE

Informally, the notion of Fully Asymmetric AE [CGM24a] guarantees the privacy of
both the regular and the anamorphic messages with respect to users having access
also to dk (but not to ask and tk of course). This notion has been further refined
in [PPY24] in what is called Public Key AE, i.e., a Fully Asymmetric AE where the
double key is empty and the public key suffices to anamorphically encrypt messages.
Let E be a PKE scheme equipped with an Anamorphic Triplet AT = (AT.Gen, AT.Enc,
AT.Dec). The Fully Asymmetric game, for b € {0,1} and A a PPT adversary, is
defined in Fig. 3.6.

FAsyAnam-IND-CPAL 4(A)
1: (apk, ask, dk, tk) <% AT.Gen(A)

20 (mg,my, iy, iiy) <3 A(apk,dk)

3: ¢ «® AT.Enc(apk, dk, my, i)
4: return A(c)

FIGURE 3.6: Fully Asymmetric Anamorphic Encryption game.

We define the advantage of an adversary A in breaking the Fully Asymmetric
property as

AQVERZE™" (1) 1= |Pr | FAsyAnam-IND-CPARr 4(A) = 1]

—Pr [FAsyAnam—IND—CPAlATI M) = 1} ‘ .

Notice that the adversary does not receive any (additional) encryption oracle as
having both apk and dk it can create both regular and anamorphic ciphertexts on its
own.

Definition 26 (Fully Asymmetric AE). An Anamorphic Encryption scheme E equipped
with Anamorphic Triplet AT is said to be Fully Asymmetric if for every PPT adversary A it
holds that

Advir2™(A) < negl(A).

Relation with Single-Receiver AE and Asymmetric AE. The formalization of Fully
Asymmetric AE is reminiscent of the notion of Single Receiver Anamorphic Encryp-
tion from [Kut+23b]. What makes this notion stronger, is the fact that the latter guar-
antees the privacy of regular messages whereas Fully Asymmetric notion protects
both regular and anamorphic messages. In the following we make this connection

more precise by showing that one can obtain a Fully Asymmetric AE from a Single
Receiver AE, if, the latter it is also an Asymmetric AE.

Theorem 2. If a PKE E equipped with Anamorphic Triplet AT is a Single Receiver Asym-
metric Anamorphic Encryption then it is a Fully Asymmetric Anamorphic Encryption.
Namely, for every PPT adversary A that distinguishes FAsyAnam-IND-CPAOAT, 4 from

FAsyAna m—IND-CPAlAT, 4 there exist adversaries Dy and D, such that

AR (L) < AdvAZ MM (A) + Advf\‘T”/g,iR“(A).

Proof. We prove the theorem through the following games.
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Ho: The regular FAsyAnam-IND-CPAQ; 4.
Hi: As Hp but instead of running AT.Enc on my, 7, it runs it on my, 1.
Ha: The regular FAsyAnam-IND-CPA ;1 4.

Lemma 6. Assume that E jointly with AT guarantee Asymmetric Anamorphic Encryption,
then Hy is indistinguishable from Hy. Namely, for any PPT distinguisher A that distin-
guishes Ho from Hy there exists an adversary Dy such that
Ho,H Asy-anam
Advar ) (A) < Adv 5™ (A).
Proof. Suppose there exists a distinguisher .4 for games Hy and H; then we can con-

struct a distinguisher D; for AsyAnam-IND-CPA. The pseudocode of D; is given in
Figure 3.7.

D1 (apk, ask, dk)
1: Run A(apk,dk)
21 (mg,my, g, fiiy) <% A
3: Give (my, g, 1) to the challenger and obtain ¢
4: return A(c)

FIGURE 3.7: D; reducing a distinguisher A for Hy, H; to
AsyAnam-IND-CPA.

Note that if D; is playing in AsyAnam-IND-CPAOAT,D , then when he queries the
challenger with (my, fiig, 71i1) he receives an encryption of (my, iy ), just like in Hy. So
itholds that Pr [AsyAna m-IND-CPAQ; p (A) = l} = Pr[Ho(A, A) = 1]. Instead, if D,
is playing in AsyAna m-IND-CPA};T,D .~ then, when queries the challenger, he receives
an encryption of (my, 1711 ), just like in Hy. So It holds that Pr [AsyAnam-IND—CPAlATID (A) = 1] =
Pr[Hi(A, A) =1].
We have proved that Advx%’,'ll 1) < Advﬁ%;l”am (A). O

Lemma 7. Assume that E jointly with AT guarantee Single Receiver Anamorphic Encryp-
tion, then Hy is indistinguishable from Hy. Namely, for any PPT distinguisher A that
distinguish Hy from Hy there exists an adversary D; such that

Adv R (1) < AdvRTE ().

Proof. Suppose there exists a distinguisher .4 for games H; and H; then we can con-
struct a distinguisher D, for SingleRec. The pseudocode of D; is given in Figure 3.8.

D, (apk, dk)
1: Run A(apk,dk)
2: (mo, ml,ff\lo, 7/1\11) <—$ A
3: Give (mg, my, i) to the challenger and obtain ¢
4: return A(c)

FIGURE 3.8: D; reducing a distinguisher A for Hy, H, to SingleRec.

Note that if D, is playing in SingleRecOAT,D2 then when he queries the challenger
with (mg, my, 1) he receives an encryption of (my, i), just like in Hy. So it holds
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that Pr [SingleRecAr , (A) =1] = Pr[Hi(A, A) =1]. Instead, if D, is playing in
Sin gIeReclAT,Dz, then, when queries the challenger, he receives an encryption of (my, 711,
just like in Hy. So It holds that Pr [SingIeReclAT,DZ()\) - 1} = Pr[Ha(A, A) = 1].

We have proved that Advg-ll-’,'il2 (A) < Adv/ssj-lr-‘,g,l@e2 ReS(). O
The proof of the theorem follows directly from the previous lemmas. O

Remark 2. We want to point out that, for the case of Anamorphic Extension, the
property of Fully Asymmetric AE is reached relying only on the IND-CPA of the
PKE and on the Asymmetric AE property. This holds because, for AX (Definition 21),
the fact that the PKE is IND-CPA secure already implies Single Receiver since sk and
dk cannot be related.

3.1.3 Relation to Algorithm Substitution Attacks
Algorithm Substitution Attacks

The notion of Algorithm Substitution Attack (ASA) was initially proposed in [BPR14]
and later expanded in [BJK15] and [DFP15]. This notion models attacks instantiated
by replacing standard encryption algorithms with subverted ones. These allow an
attacker, typically referred to as the Big Brother, to leak data from ciphertexts. In this
section we recall the generalized ASA model for PKE, as proposed in [Wan+23].

Definition 27 (Algorithm Substitution Attack on PKE). Let E = (E.Gen, E.Enc, E.Dec)
be a PKE. For (pk,sk) «-* E.Gen(A), an ASA on E is a triplet of efficient algorithms ASA =
(ASA.Gen, ASA.Enc, ASA.Ext) such that

* ASA.Gen(pk) $—skey on input the public key pk for E, outputs a subversion key skey.

® ASA.Enc(pk, skey, m, i) $_con input a public key pk, a subversion key skey, a mes-
sage m € M and a subliminal message m € M, outputs a ciphertext c.

e ASA.Ext(skey,c) — i on input the subversion key skey and a ciphertext ¢, outputs
the subliminal message .

Definition 28 (Recoverability). Let ASA = (ASA.Gen, ASA.Enc, ASA.Ext) be an ASA
on E = (E.Gen, E.Enc, E.Dec). We say ASA satisfies recoverability if for any m € M and
any m € M,

(pk, sk) <% E.Gen(A)
Pr | ASAExt(skey,c) # i : skey < ASA.Gen(pk) < negl(A).
¢ <% ASA.Enc(pk, skey, 11, 7ii)

Definition 29 (Undetectability). Let ASA = (ASA.Gen, ASA.Enc, ASA.Ext) be an ASA
on a PKE E = (E.Gen, E.Enc, E.Dec). We say ASA satisfies undetectability if any PPT
detector D has negligible advantage, defined as

AR%c p(A) == |Pr[ASARealGe p(A) = 1] — Pr[ASASubGasa p(A) = 1]]

where ASARealGg p and ASASubGasa p are described in Fig. 3.9.
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ASARealGg p(A) ASASubGasa p(A)

1: (pk,sk) <% E.Gen(A) 1: (pk,sk) <% E.Gen(A)
2: return DOAsareal (pk,sk)  2: skey <% ASA.Gen(pk)
3: return DOAsasb (pk, sk)

OpsAreal (M, 1) Oasasub (11, 111)

1: Sample a random r 1: Sample a random r

2: return E.Enc(pk,m;r) 2: return ASA.Enc(pk,skey, m, ;)

FIGURE 3.9: ASA undetectability security game.

Remark 3. Our definitions above assume that ASA.Enc (resp. ASA.Ext) takes as input

a single (regular) message (resp. ciphertext). In some previous works [BPR14; BJK15;
DFEP15] the same algorithms are allowed to work on sets of messages/ciphertexts in-
stead. This allows to embed the subliminal message in several ciphertexts rather
than in a single one. A similar mechanism can be realized in our setting as follows.

Let M = {0,1}, following [BL17; Wan+23], we also let ASA.EncZ(pk, skey, {my,...,my}, )
be the algorithm that, to encode the subliminal message i & Z\7I€, runs ASA.Enc

on input (m;, m;) (for i = 1...¢), where i; is the i-th bit of 7. The algorithm
ASA.Ext! (skey, {c1,...,cp}) is defined analogously.

Relation

In this section we prove that ASA on PKE implies Anamorphic Encryption with ex-
tension and vice-versa. This, among other things, allows to reinterpret in a positive
way our negative results on AE.

AX.Gen(pk) AX.Enc(dk, pk, m, )
1: dk <% ASA.Gen(pk) 1: ¢ <% ASA.Enc(dk, pk,m, i)
2: return dk 2: returnc

AX.Dec(dk, c)
1: 71 + ASA.Ext(dk,c)

2: return i

FIGURE 3.10: Anamorphic Encryption with extension built from ASA
on PKE.

ASA on PKE implies Anamorphic Encryption with extension

Theorem 3. Let ASA = (ASA.Gen, ASA.Enc, ASA.Ext) be an ASA on PKE which satisfies
the undetectability and the recoverability properties on E = (E.Gen, E.Enc, E.Dec) with
subliminal message space M. Then, E equipped with the anamorphic extension of Fig. 3.10
is an Anamorphic Encryption with message space M.

Proof. We have to prove that if ASA satisfies the properties of undetectability and
recoverability then the construction in Fig. 3.10 satisfies the properties of security
and correctness for Anamorphic Encryption with extension.
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First of all we prove the security. Suppose that exists an adversary D that dis-
tinguishes between RealGg p and AnamorphicGax p with a non-negligible advantage,
we can construct an adversary 4 against the ASA undetectability game. Precisely,
A has access to an oracle O(-,-) that returns the output of E.Enc(pk,m;r) if O is
Opasareal Or the output of ASA.Enc(pk, skey, m, i;r) if O is Oasasub- Let ¢ = poly(A)
the number of queries made by D. The pseudocode of A is given in Fig. 3.11. Now
we can analyze the D’s view relative to the oracle that has been provided to A.
The parameters (pp,td) are generated by E.Init and the key pair (pk,sk) is gener-
ated by E.Gen, just like the two games RealGgp and AnamorphicGax p . If A is in
ASARealGg then it is using Oasareal, S0 D receives a regular encryption of m ignoring
. Hence we can state that Pr [RealGg p(A) = 1] = Pr[ASARealGg, 4(A) = 1]. Other-
wise, if the oracle O outputs a ciphertext using ASA.Enc, D receives an encryption
of m which allows the extraction of the message 71 with key dk. So we can state that
Pr [AnamorphicGpx p(A) = 1] = Pr[ASASubGasa,p(A) = 1]. Hence we can state that
the view of D is perfectly simulated by A. So, if D breaks the Anamorphic Encryp-
tion with extension security game then also A breaks the undetectability security
game.

Now, all we have to do is prove the correctness. Suppose that the construction of
Fig. 3.10 not satisfies correctness, this means that

Pr [ﬁz £ i ‘ il - AX.Dec(sk, dk,c), ¢ +% AX.Enc(pk, dk, m,n?)} > negl(A).
but by construction, this means that
Pr [ASA.Ext(skey,c) £ it | ¢ <% ASA.Enc(pk, dk, m,rﬁ)} > negl(A).

which is against the hypothesis of ASA’s recoverability. So, if ASA satisfies the prop-
erty of recoverability then also the Anamorphic extension of Fig. 3.10 is correct.

A9 (pp, td, pk, sk)
Run D(pp, td, pk, sk)

1

2: Whenever D makes a query, Vi € [g] compute:
3: c % O(m, )

4 Answer to D with the ciphertext ¢

5: return D’s output

FIGURE 3.11: Adversary A against undetectability from adversary D
against Anamorphic Encryption with extension.

Anamorphic Encryption with extension implies ASA on PKE

Theorem 4. Let AX = (AX.Gen, AX.Enc, AX.Dec) be an anamorphic extension which sat-
isfies the correctness and security properties on E = (E.Gen, E.Enc, E.Dec) with anamorphic
message space M. Then, the construction of Fig. 3.12 is an ASA on PKE which satisfies the
undetectability and recoverability properties on E with subliminal message space M.

Proof. We have to prove that if AX satisfies the correctness and security properties
for AE with extension then the ASA construction in Figure 3.12 satisfies the unde-
tectability and recoverability properties. Firstly, we prove the undetectability prop-
erty. Suppose that exists an adversary D that distinguishes between ASARealGg p(A)
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ASA.Gen(pk) ASA.Enc(pk, skey, m, 1)
1: skey <% AX.Gen(pk) 1: ¢ «% AX.Enc(pk, skey, m, iit)
2. return skey 2: returnc

ASA.Ext(skey, c)
1: 1 < AX.Dec(skey, c)

2: return

FIGURE 3.12: ASA built from Anamorphic Encryption with exten-
sion.

and ASASubGasa p(A) with a non-negligible advantage, we can construct an adver-
sary A against the Anamorphic Extension security. In particular, the adversary A
has access to an oracle O+, -) that returns the output of E.Enc(pk, m;r) if the ora-
cle is Oyear or the output of AX.Enc(pk, dk, m, ;1) if O is Oapam. Let ¢ = poly(A)
the number of oracle queries made by D. The pseudocode of A is essentially the
same as the one proposed in the proof of the Theorem 3 that it is given in Fig. 3.11.
Now we can analyze the D’s view relative to the oracle that has been provided to
A. The parameters (pp, td) are generated by E.Init and the key pair (pk, sk) is gen-
erated by E.Gen, just like the two games ASARealGgp and ASASubGasap. If A is
in RealGg then it is using Oyeal, s0 D receives a regular encryption of m ignoring
. Hence we can state that Pr [ASARealGg p(A) = 1] = Pr [RealGg, _4(A) = 1]. Other-
wise, if the oracle O outputs a ciphertext using AX.Enc, D receives an encryption of
m which allows the decryption of the message 1 with key skey. So we can state that
Pr [ASASubGasa p(A) = 1] = Pr [AnamorphicGax 4(A) = 1]. Hence we can state that
the view of D is perfectly simulated by .A. So, if D breaks the ASA undetectability
game then also A breaks the Anamorphic Extension security.

Now, all we have to do is prove the recoverability. Suppose that the construction
of Fig. 3.12 not satisfies recoverability, this means that

Pr [771 # 1 ‘ it < ASA.Ext(sk, skey, c), ¢ < ASA.Enc(skey, pk, m,ﬁi)} > negl(A).
but by construction, this means that
Pr [AX.Dec(skey,c) # it | ¢ < AX.Enc(pk, skey, m,n?)] > negl(A).

which is against the hypothesis of Anamorphic Extension correctness. So, if AX sat-
isfies the property of correctness then also the ASA construction of Fig. 3.10 satisfies
the recoverability property. O

Remark 4. In Section 7.3 we will introduce a different model for PKEs, i.e. the Public
Parameter Model. The equivalence between ASA on PKE and AE with extension
holds also in this model. It is easy to define ASA on PKE in that model and to
observe that the proof is exactly the same, except for some syntactical differences.
For completeness, the definition of ASA in the Public Parameters model and the
proof adapted to this model can be found in [Car+25].
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Consequences of the relation

The presented connection to be interesting for at least two reasons. First of all, it
allows to "import" the large body of results known in the context of ASA in the
much less explored world of AE. Also, it allows to positively reinterpret our negative
results in terms of ASA, giving new important results in the world of ASA.

Indeed, since (1) AE with extensions and ASA on PKE are equivalent and (2) AE
with extensions implies standard AE!, our Anamorphic Resistant Encryption con-
structions can be reinterpreted as ASA resistant encryption schemes. While ours are
by no means the first examples of such schemes, previously known constructions
were either doomed to be deterministic or needed to rely on trusted third parties
(e.g. [MS15; DMS16]) or used non-black-box techniques (e.g. decomposition-and-
amalgamation [Rus+17]). To the best of our knowledge, ours seem to be the first
candidates achieving IND-CPA security without trust assumptions or non-black-
box techniques. Also, since our compilers preserve, among other things, IND-CCA2
security we also achieve subversion resistant IND-CCA2 security without extra as-
sumptions. This was not achieved before our work.

3.1.4 Relation to Stegosystems
Stegosystems

Informally, stegosystems [Sim83; Cac98; HLA02; AHO04] allow two parties to ex-
change a hidden message (the hiddentext) over a public channel in a way such that
eavesdroppers cannot tell if a message has actually been sent or not. More precisely,
parties sharing some information, can use a stegoencoder: an algorithm that samples
documents from a given channel and embeds the hiddentext into the documents.
Once the receiver gets the output of the stegoencoder (the stegotext), she can retrieve
the hiddentext using a stegodecoder.

Relation

In light of existing results (e.g. [BL17]), it might seem that our connection between
AE and ASA on PKE could lead to a similar connection between AE and stegosystems.

In [AHO04] von Ahn and Hopper showed that all possible channels admit a (Pub-
lic Key) Stegosystem. Clearly, if our results were implying the equivalence of AE
and stegosystems this would be (very!) problematic, as our findings also show that
AE is impossible in general.

What prevents this from happening, is that, in the Stegosystem from [AH04], the
stegoencoder is allowed to output many documents as stegotext. In our equivalence
proof, on the other hand, we allow the AE (and the ASA on PKE) to produce one
single ciphertext. Its extra flexibility allows the stegoencoder to increase the amount
of available min-entropy of the channel and to gain more freedom when embedding
the hiddentext in the stegotext.

In this respect, it is interesting to note that, in principle, our impossibility of AE
could be bypassed if the underlying encryption mechanism were allowed to encrypt
¢ = w(1) regular messages. This would produce ¢ corresponding ciphertexts, that,
as in the case of stegosystems, would increase the overall min-entropy of the system.

IThis trivially follows from the fact that any AE with extensions can always be reinterpret as a
regular AE.
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3.2 Sender Anamorphic Encryption

3.2.1 Definition

Sender Anamorphic Encryption has been introduced in [PPY22] and then in [Wan+23]
has been reformulated introducing the notion of /-Sender AE and robustness for it.
We briefly recall the definition of Sender AE.

Firstly, we give a challenge game in Fig. 3.13.

RealGg 4 T@"dom()) IdealGg _4(A)

1: (fpk,fsk) «+® E.Gen(A) 1: (fpk, fsk) <% E.Gen(A)
2:  (dpk,dsk) <® E.Gen(A) 2: return A%l (fpk)

3: return A%l (fpk)

Oreal(m/ fﬁ) Oidea|(ﬂ’l,7/ﬁ)

1: r < fRandom(fpk,m,dpk,71) 1: Samplearandom r
2: return E.Enc(pk, m;r) 2: return E.Enc(fpk, m; 1)

FIGURE 3.13: Sender Anamorphic Encryption security game.

We define the advantage of an adversary in distinguishing between the two
worlds as follows

AQVET ™™ (1) 1= |Pr [RealGe, 4 F"™ (1) = 1] — Pr[IdealGe,4(A) = 1]|.

Definition 30. A public key encryption scheme E = (E.Gen, E.Enc, E.Dec) is a secure
Sender Anamorphic Encryption scheme if it is IND-CPA secure and there exists a coin-toss
faking algorithm fRandom that, on input the forced public key fpk, and the forced message
m, the duplicate public key dpk and the duplicate message m, outputs the faking randomness
R* «+ fRandom(fpk, m, dpk, 1t) such that

e Let ¢ < E.Enc(fpk, m; R*) be the ciphertext computed with the randomness computed
by fRandom then E.Dec(dsk, c) — i1 with overwhelming probability. The probability
is taken over the randomness of fRandom and the randomness used to generate fpk
and dpk.

e For every PPT adversary A it holds that

AdviEnfanam (1) < negl(A).

3.2.2 Relation to Receiver AE

In [Wan+23, Sec. 6.2] a precise relation between Sender AE and Receiver AE is
shown. Precisely, they show how any Sender Anamorphic Encryption scheme for
a PKE E can be used to obtain a Receiver Anamorphic Encryption scheme for the
same PKE E.

Shortly, the idea is to use the pair of (dpk, dsk) as the anamorphic keypair, i.e. (dk, tk).
Then, when the anamorphic sender wants to anamorphically encrypt a pair of reg-
ular and anamorphic message (m, 711), the only thing that he has to do is to use the
fRandom procedure on input apk, m, dk, 11 in order to obtain the right randomness r
and use the regular encryption algorithm ¢ <% E.Enc(apk, m; ). Finally, in order to
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obtain the anamorphic message 71, the anamorphic receiver runs the regular decryp-
tion algorithm using dsk as the secret key.

This allows us to extend our lowerbound and negative results also to the Sender
AE setting.
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Chapter 4

Novel Constructions

4.1 Introduction

We make a first step into giving contributions to the field of Anamorphic Encryption
showing how to construct several anamorphic schemes. Constructions of AE before
our work mostly relied on basic schemes without preserve any additional property,
for example homomorphism. Moreover, there was no construction combining desir-
able properties together, such as robustness for anamorphic extension without rely
on a synchronized state. Additionally, privacy of both anamorphic and regular mes-
sage was not protected from an anamorphic sender. We have addressed all these
limitations giving several constructions answering different open questions. The
following results are taken from [CGM?24a].

41.1 Our results

Here we discuss our contributions regarding constructions of AE.

Generic constructions

We begin by showing that two very popular encryption mechanisms/transformations
are anamorphic almost out of the box. The two mechanisms are (generic) hybrid
encryption and the (MAC based) IBE-to-CCA transform from [Bon+07]. Both real-
izations are very simple and rely on the existence of a symmetric encryption with
pseudorandom ciphertexts [M06104; Kut+23c; Kut+23a] prE.Enc. The basic idea is
very simple (and essentially the same for both schemes). Here we discuss it for the
case of hybrid encryption. Recall that hybrid encryption combines asymmetric and
symmetric encryption to get the benefits of both. In a nutshell, to encrypt a message
m one first chooses a random secret key k for the symmetric scheme. The message
m is then symmetrically encrypted and k is encrypted using the asymmetric scheme
(for details see Fig. 4.1). Turning this into an anamorphic encryption scheme only
affects the way k is generated: rather than being randomly sampled, k is computed
as prE.Enc(dk, 1), where 7 is the covert message and dk the double key. Notice
that such a key is indistinguishable from a regular one if prE.Enc has pseudoran-
dom ciphertexts. Adding robustness is also easy. The idea is to use a PRF F to
embed a "secret" check when encrypting an anamorphic message. Specifically we
let k < 1|y, where y; <% prE.Enc(dky, i), yo Fak, (y1) and dk < (dkj,dky). The
(anamorphic) decryption algorithm outputs some error message if the symmetric
key does not satisfy y» = Fqk,(y1). Clearly, the usage of a PRF guarantees that, un-
less with very small probability, the check passes only when the ciphertext contains
some covert message. Notice also that since the double key dk is totally independent
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from the regular key material the construction can be naturally framed in the context
of anamorphic extensions.

Homomorphic Anamorphic Encryption

Examples of anamorphic encryption schemes before our work only concerns encryp-
tion schemes with no extra functionalities (i.e. beyond security guarantees). A main
contribution of this thesis is to show that, somewhat surprisingly, anamorphism is
a property that can be established even in the context of homomorphic encryption,
thus allowing for the possibility of performing the same homomorphic operations
both on the regular and on the covert plaintext.

As a first warm up result in this sense, we show that a revisited version of the
Naor-Yung instantiation from [PPY22], becomes fully homomorphic when replacing
the basic building blocks (i.e. IND-CPA secure encryption and NIZK) with fully
homomorphic counterparts ([Gen09; Ana+19]).

In this overview, we discuss more in detail the main ideas underlying our, more
interesting and practically relevant, Cramer-Shoup lite, BCP and GSW based solu-
tions. The Regev based solution follows the same approach as in GSW.

Cramer-Shoup lite. As per the first solution recall that a (lifted) CS-lite ciphertext
is of the form
up =gy, u=g, e=hng", v=c
where pk = (g1,2,h,¢), m is a (small) message and sk = (x1,x2,z) is such that
¢ = g1'g,> and h = g%. A first idea, that does not really do the job, is that, under
DDH, the ciphertext above is indistinguishable from
m=gi, w=ghl, e=ngl, v=c

Thus one could use the u; component as a covert channel for the (small) anamor-
phic message 7. The trouble with this idea is that an adversary in possession of sk
can easily tell apart anamorphic ciphertexts from regular ones by just checking if
v" = uy'u?. Our final solution (see Section 4.3.3 for the complete details) overcomes
this difficulty by setting the anamorphic ciphertext as

m=gi, ur=ghgl, e=Wgy, v=cg

(which now passes the verification test) and by setting the double key dk so to allow
to do this without explicitly revealing x,.

BCP. The original BCP scheme has two secret keys with two different decryption
procedures. The first secret key is associated to each different public key as in most
PKEs, this key allows to decrypt messages encrypted under the corresponding pub-
lic key. The second one instead is the factorization of the modulus, allowing to
decrypt as in Paillier cryptosystem, regardless the public key used to encrypt the
message. The strategy to make this scheme anamorphic is to use the factorization as
trapdoor key, in order to use the first part of a BCP ciphertext as a Paillier ciphertext,
embedding there the covert message and later using the factorization to retrieve it.
More in detail, the normal ciphertext has form

¢’ mod N2, 1" (1+ mN) mod N?
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We will set the anamorphic ciphertext to be
¢"(1+mN) mod N?, 1’ (1 + #ixN) (1 +mN) mod N?

Knowing the factorization of the modulus, stored in tk, the anamorphic receiver can
decrypt the ciphertext obtaining the anamorphic message as in Paillier cryptosys-
tem.

GSW. Our GSW-based construction [GSW13] is a bit more involved. Informally,
in GSW, to encrypt a message p one produces a ciphertext C, which is an n x n
matrix (with small entries) of the form! ul, + RA, where A is in the public key and
R is a random binary matrix. The secret key is an (approximate) eigenvector v, for
C, i.e. vis such that Cv = uv + e where e is a small norm noise vector. Thus, the
encryption of p is a matrix C such that the secret key is an (approximate) eigenvector
of C with corresponding eigenvalue p. To render this construction anamorphic the
idea is to modify the public parameter generation so that ciphertexts can be created
with respect to two secret approximate eigenvectors vy, vy so that Cvy = pjvy +
e; with yq being the "regular" message, whereas Cv, = ppvy + e with pp being
the "anamorphic" one. To make this mechanism work, anamorphic ciphertexts are
created as (again ignoring flattening)

]11P1 + }lsz + RA

where P; are matrices such that Pv; = 0if i # jand Pv; = v;. As we illustrate in
Section 4.3.5 building such matrices is easy (in any, not necessarily prime, modulus
g) and it can be done without knowing v,. Moreover, the modified scheme extends
the nice homomorphic properties of the original scheme both to y; and to 5.

4.1.2 Organization

We show in Section 4.2 how to obtain AE from two different general paradigm re-
garding PKEs, i.e., the Hybrid Encryption paradigm and the IBE-to-CCA transform.
Next, in Section 4.3, we show how homomorphism of the underlying PKE can be
preserved and extended to the anamorphic message. We give several examples of
PKEs that can be turned anamorphic while maintaining their homomorphic proper-
ties.

4.2 Generic constructions

4.21 Hybrid Encryption

In this section we show that any hybrid encryption can be turned into an anamorphic
encryption scheme as long there exists a symmetric encryption scheme with pseudo-
random ciphertexts. The construction is very simple, as the basic idea is to hide the
anamorphic message in the symmetric encryption key used in the hybrid encryp-
tion. A remarkable feature of our scheme is that, as detailed in the next subsection,
it achieves robustness essentially for free. Moreover, the scheme can be naturally
stated in the framework of anamorphic extensions.

ITo better illustrate our basic ideas, we ignore the flattening step [GSW13] here.
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Hybrid encryption [Sho00], in its basic form, implements the idea of using an
asymmetric encryption scheme together with a symmetric one to improve the prac-
tical efficiency of the former while avoiding the inconveniences of the latter. The
idea is to use the asymmetric scheme to encrypt a freshly sampled symmetric key k,
that is then used to (symmetrically) encrypt a (potentially) very large message m.
More in detail, let E*¥ be an asymmetric encryption scheme and E*¥™ a symmetric
encryption scheme, the hybrid scheme E" is presented in Fig. 4.1:

EMvb.Gen(A) EMY®.Dec(sk, c)
1: (sk,pk) <% E?Y.Gen(A) 1: k< E®Y.Dec(sk, cx)
2: return (sk, pk) 2: m < EY™.Dec(k, cim)

3: returnm
EMYE.Enc(pk, m)
1: k<3 EY™.Gen(A)
2: ¢y <% EY™ Enc(k, m)
3: cp <% E®Y.Enc(pk, k)
4: returnc < (cy,Ck)

FIGURE 4.1: Hybrid Encryption Scheme E"YP.

We recall the following standard results about hybrid encryption (a similar result
holds for the case of IND-CCA2 security).

Theorem 5. [BG84] If E*Y is a IND-CPA secure asymmetric encryption scheme and EY™ is
a one-time secure symmetric encryption scheme, then E™ is a IND-CPA secure asymmetric
encryption scheme.

Anamorphic construction

Let E™® be a hybrid encryption scheme and prE a symmetric encryption scheme
with pseudorandom ciphertext. The anamorphic extension AT = (AT™® Gen,
AT"® Enc, AT™P.Dec) is defined in Fig. 4.2.

AT Gen (pk) ATMY® Enc(dk, m, i1) AT Dec(dk, tk, sk, ¢)
1: k% prE.Gen(A) 1: k<% prE.Enc(k, i) 1: k< E*Y.Dec(sk, cx)
2: dk « (pk, k) 2: ¢y <P EYMEnc(k,m) 2: i ¢ prE.Dec(k, k)
3: tk« ¢ 31 ¢ 3 Easy.EnC(pk, k) 3: return i
4: return (dk, tk) 4: returnc < (Ci, Cr)

FIGURE 4.2: Anamorphic Extension AT,

Anamorphism

For simplicity in the following proof, we write E"Y*.Enc(pk, m; k) to denote that the
key k of the symmetric encryption is given explicitly as input. Note that it holds
AT™® Enc(dk, m, i) = EMP Enc(pk, m; k) where k <% prE.Enc(k, f1).

Lemma 8. If there exists a symmetric encryption with pseudorandom ciphertext prE then
any hybrid encryption scheme EMY® equipped with the anamorphic extension AT™ defined
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in Fig. 4.2 is an Anamorphic Encryption scheme. Namely, for all PPT adversary D there
exists an adversary A such that
AdvE s 1 (A) < AdVEREEE (1),

Proof. Let AT™® = (ATMP.Gen, AT"P.Enc, AT"™®.Dec) be the anamorphic extension
defined in Fig. 4.2. Suppose that exists an adversary D that distinguishes between
RealGgnys and AnamorphicG ,rhb, We can construct an adversary A against the pseu-
dorandomness of prE.

Precisely, A has access to an oracle O(-) that can be either a procedure that re-
turns random string s or the result of prE.Enc(k, i) for a fixed randomly selected
k. Let g = poly(A) be the number of queries made by D. The pseudocode of
A is given in Fig. 4.3. Now we can analyze D’s view relative to the oracle that

A90)
(pk, sk) «*® Gen(A)

1

2: Whenever D(pk, sk) makes a query (m, ), Vi € {1,...,q} compute:
3 r <% O(in)

4: ¢ «% ENYP Enc(pk, m; 1)

5 Answer to D with the ciphertext ¢

6: return D’s output

FIGURE 4.3: A reducing a distinguisher D for Anamorphism to PRCtG.

has been provided to A. The key pair (pk,sk) is generated by Gen, just like in the
two games RealGgny and AnamorphicG,ns. If O outputs a random string when
A makes a query, then D receives a ciphertext computed using a uniformly dis-
tributed random key for the symmetric encryption scheme, so just like in a nor-
mal hybrid encryption scheme. Hence we can state that Pr [RealGgns p(A) = 1] =

Pr [P RCtGgrE, AN = 1] . Otherwise, if the oracle O returns an encryption of i using

prE, D receives a ciphertext computed using an encryption of 71 with the scheme prE
using the key k, just like in the anamorphic encryption algorithm. So we can state

that the Pr | AnamorphicG,rus (1) = 1| = Pr [PRCtGLe 4(A) = 1].
So we can state that the view of D is perfectly simulated by A. So, if D breaks the

anamorphism then also A breaks the pseudorandomness of prE, i.e., AdvaE’;j;“AThyb . (A) <
AdvERC(A). O

Theorem 6. Any hybrid encryption scheme E™Y® that is IND-CPA secure is an Anamorphic
Encryption scheme.

Proof. 1f EMYP is IND-CPA secure then there exists a one-way function [IL89] and
so a symmetric encryption scheme with pseudorandom ciphertext prE can be built.
From prE we can construct the anamorphic triplet AT™® previously described, and
applying the previous lemma the theorem is proved. O

Achieving robustness

To make the scheme robust, the basic idea is to use a prf to embed a "secret" check
when encrypting an anamorphic message. The properties of the prf guarantee that,
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unless with negligible probability, the check passes only when AT.Enc has been used
to create the ciphertext. Details follow.
Let prE be a symmetric encryption scheme with pseudorandom ciphertexts with
key space K that encrypts messages in {0,1}" producing ciphertexts in {0,1}"/2,
n/2 > ny. Let F be a prf that maps elements of K, x {0,1}"/2 into {0, 1}"/2. Let EMP
be a hybrid encryption scheme. The anamorphic extension AT?OYE = (AT.Gen, AT.Enc, AT.Dec)
is defined in Fig. 4.4.

AT.Gen(pk) AT .Enc(dk, m, i) AT .Dec(dk, tk, sk, c)
10 &y <5 K, 10y <9 prE.Enc(ky, i) 1: Parsec = (cm,cy)
20 k%K, 20 y — F(ka, 1) 2: k + E®Y.Dec(sk, )
3: dk < (pkki k) 3: ke 3: Parsek = yily2
4: thee 41 oy S EYMEnc(k,m) 4: if F(ko,y1) = v then
5: return (dk, tk) 5: ¢ +% E®.Enc(pk,k) 5: it < prE.Dec(k1, 1)
6: returnc < (¢, cx) 6: else
7: m <1
8: return

hyb
rob *

FIGURE 4.4: Anamorphic Extension AT

Theorem 7. If F is a prf the proposed construction is robust. In particular, for all PPT
adversaries D we can construct an adversary A such that

b ¢ q
AdVS]yb,ATrgE,D()\) < AdvEtA(/\) + Su

where q = poly(A) is the number of queries made by A.

Proof. We show that an adversary D can’t distinguish between Robustghyb’ Angg’,D(/\)
lEhyb, AT E}‘Bb, AngE,D(A) is negligible.
Let AT.Dec’ be the same algorithm of AT.Dec with the only difference that the prf F
is substituted by a truly random function f.

We prove the theorem through the following hybrid games:

and Robust D()\) assuming that F is a prf, i.e., Adv

0
hyb
Ehyb,ATrgb,

Ho: The regular Robust »(A) game.

Hi: As Hp but using AT.Dec’ instead of AT.Dec.

1
hyb
Ehyb,ATrg'b ,

Hy: The regular Robust p(A) game.

Lemma 9. Assume that F is a prf then Hy is indistinguishable from Hy. Namely, for any
PPT distinguisher D that distinguishes between the two games, there exists a distinguisher
A for prfs and truly random functions, i.e.

AV (A) == [Pr[Ho(A, D1) = 1] — Pr[Hy (A, Dy) = 1]]
< AdvE, (A).

Proof. The two games differ only in the fact that in the former a prf F is used while
in the latter a truly random function f is used. So we can construct an adversary
A against the prf using a distinguisher D; for Hp and H;. Let ¢ = poly(A) be the
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A9C)
1: (pk,sk) <% Gen(A)
2: (dk,tk) <% AT.Gen(pk)
3: Parsedk = (pk ki, ky) 1k, will be ignored
4: Whenever D; makes a query, Vi € {1,...,q} compute:
5: ¢ <*Enc(pk,m)
6: Parse ¢ = (¢, ck)
7: k = E®Y.Dec(sk, ci)
8: Parse k = y1||y2
9: if O(y;) =y then
10 : m= prE.Dec(El,yl)
11: else
12 : m=1
13 : Give 71 to D

14 : return D;’s output

FIGURE 4.5: A reducing a distinguisher D for Hy, Hy to prf.

number of queries made by D;. The pseudocode of A is given in Fig. 4.5. Clearly,
if the oracle O given to A is an oracle for a truly random function we have that
the view of D; is the same as in H; and then Pr [Hi(A, D;) = 1] = Pr [Af(A) =1],
while if it is an oracle for F(?’z), for ?’2 +$ Ky, then the view of D; is the same
as in Hy and then Pr[Hyo(A, D) = 1] = Pr {AF("/Z")()\) = 1}. We can conclude that
Advi (D) < AdvPT (M), O
Lemma 10. Hy is indistinguishable from Hy. Namely, for any PPT adversary D, it holds
that

[Pr[Hi(A, Dy) = 1] = Pr[Ha(A, D2) = 1]| = 21?/2

where q = poly(A) is the number of queries made by Ds.

Proof. The only case in which the two games have different behavior is when in Hy
happens that for the key k = y1||y2 holds that y, = f(y1), for a truly random function
fand y1,y2 € {0,1}"/2. Clearly, this happens only with probability 2% Since the
number of queries made by D, is g, using a union bound, the probability that D,
distinguishes between the two games is 2,%, i.e., a negligible quantity. O

The proof of the theorem follows directly from the previous lemmas. O

4.2.2 IBE-to-CCA

Before exposing the construction of IBE-to-CCA PKE we give some definitions of
useful primitives used to build it.

Additional definitions

Encapsulation scheme The definition of encapsulation scheme is given in [Bon+07,
Sec 5.1]. We recall it here.
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Definition 31. An encapsulation scheme T is a triplet of PPT algorithms (Init, Sim, R)
where:

* |nit on input the security parameter A output a public information string pub.

e Sim takes as input pub and A and outputs (r,com,decom) for an r € {0,1}*. com is
the commitment string and decom is the decommitment string.

* R takes as input pub, com, decom and outputs r € {0,1}* or L.

It is also required that for all pub output by Init and for all (r,com,decom) output by
Sim(A) it holds that R (pub, com, decom) = r.
Moreover, it has to satisfy the following properties:

Hiding : The hiding property requires that for any PPT adversary A the advantage is
negligible, defined as:

(Pr [Hiding®) 4(A) = 1] — Pr [Hidingln,A(A) - 1} ’ .
Binding : The binding property requires that for any PPT adversary A the advantage is
negligible, defined as:
Pr [Bindingn 4(A) = 1] .

The games Hiding and Binding are described in Fig. 4.6 and Fig. 4.7 respectively.

Hiding?]/A()\)

1: pub « Init(A)

2: 19 <% {0,1}*

3: (rq,com,decom) <— Sim(A, pub)
4: return A(A, pub,com,rp)

FIGURE 4.6: Hiding game for an encapsulation scheme 1.

Bindingpy 4(A)

1: pub < Init(A)

2: (r,com,decom) < Sim(A, pub)

3: decom’ < A(A, pub,com,r)

4: if R(pub,com,decom’) ¢ {1,r} then
5 return 1

6: else

7 return 0

FIGURE 4.7: Binding game for an encapsulation scheme [1.

Remark 5. Note that every commitment scheme (Init, Commit, Open) can be used as
an encapsulation scheme, since the latter is a weaker variant of the former.
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Message Authentication Code We recall the definition of Message Authentication
Code (MAC) here.

Definition 32. A MAC TN is a triplet of PPT algorithms (Gen, MAC, Verify) where:
 Gen on input the security parameter A output a key k, |k| > A.
e MAC takes as input k and a message m € {0, 1}* and outputs the tag t.

* Verify is a deterministic algorithm that takes as input k, a message m and a tag t and
outputs b € {0, 1} indicating if the tag is valid or not.

It is also required that for all k output by Gen and for all t <% MAC(k, m) it holds that
Verify(k,m,t) = 1.

Moreover, it has to satisfy the following security property:
For any PPT adversary A it holds that

AdvEUEMA (1) := Pr [EUF-CMAp 4(A) = 1] < negl(A).

The game EUF-CMA is described in Fig. 4.8.

EUF-CMAp 4(A)

Q=0

k <% Gen(A)

Run A(A)

Whenever .4 makes a query m:
t <% MAC(k, m)
Q=QUm
Givetto A

(m,t) +% A

if m ¢ Q A Verify(k,m,t) =1

return 1 return 0

O 0 N N U s W N

=
=]

FIGURE 4.8: Unforgeability game for a MAC I1.

Construction

The construction we are presenting has been proposed in [Bon+07, Sec 5.2]. It is a
generic compiler that takes in input any selective-ID IBE scheme and boost it to a
CCA-secure PKE, using an encapsulation scheme and a MAC.

Let IBE = (Setup, Der, Enc, Dec) be an IBE scheme for identities of length n = poly(A)

which is selective-ID IND-CPA secure, let (Init,Sim, R) be a secure encapsulation
scheme in which commitments com output by Sim have length 1, and let (MAC, Verify)

be a MAC. An IND-CCA public key encryption scheme E'BE = (E'BE.Gen, E'BE.Enc, E'BE.Dec)
can be constructed as in Fig. 4.9.

Proposition 1 (Thm. 2, [Bon+07]). Let IBE be a selective-ID IND-CPA secure IBE
scheme, let (Init, Sim, R ) be a secure encapsulation scheme and let (MAC, Verify) be a strong
one-time MIAC. The PKE E in Fig. 4.9 is an IND-CCA-secure PKE.
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E'BE.Gen(A) E'BE.Dec(sk, ¢)

1: (msk, mpk) <% IBE.Setup(A) 1: Parse c = (com,s,t)
2: pub % Init(A) 2: skecom < IBE.Der(msk, com)
3: pk + (mpk, pub),sk < msk 3: m| decom + IBE.Dec(skcom,com,s)
4: return (pk,sk) 4: 7% R(pub,com,decom)
5: if Verify(r,s,t) = 1 then

EIBE-EHC(Pk, m) 6: return m

(r,com, decom) <% Sim(A, pub) 7 else

s +* IBE.Enc(com, m||decom) 8:  return L

t + MAC(r,s)
¢ < (com,s,t)

g s W=

return c

FIGURE 4.9: IND-CCA PKE E'BE scheme from selective-ID IND-CPA-
secure IBE.

Anamorphic construction

The idea behind the anamorphic construction is to replace the MAC key r with 7/ <%
prE.Enc(dk, 1), where prE is a symmetric encryption scheme with pseudorandom
ciphertexts. Let E'BE be a IND-CCA secure encryption scheme constructed as in
Fig. 4.9 and prE a symmetric encryption scheme with pseudorandom ciphertexts.
The anamorphic extension AT'BE = (AT'BE Gen, AT'BE Enc, AT'BE.Dec) is specified in
Fig. 4.10.

AT'BE Gen(pk) AT'BE Dec(dk, sk, c)
1: k<% prE.Gen(A) 1: Parsec = (com,s,t)
2: dk « (pk,k) 2: skeom ¢ IBE.Der(msk, com)
3: thk« € 3: ml|decom < IBE.Dec(skcom, com,s)
4: return dk, tk 4: ' < Open(pub,com,decom)
5: i < prE.Dec(k,7’)
AT'BE Enc(dk, m, i) 6: return 71

1: 7' 9 prE.Enc(k, )

2: (com,decom) <% Commit()
3: s <% IBE.Enc(com, m||decom)
4: t+ MAC(¥,s)

5: ¢+ (com,s,t)

6

return c

FIGURE 4.10: Anamorphic Extension AT'BE,

Remark 6. In AT'BE Enc, at line 2, if one is using an encapsulation scheme that is not
a commitment scheme, simply modify Sim replacing #’ to be the random value used
by Sim.
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Anamorphism

Theorem 8. If there exists a symmetric encryption with pseudorandom ciphertext prE then
any encryption scheme E'®E constructed as in Fig. 4.9 equipped with the anamorphic exten-
sion AT'®E defined in Fig. 4.10 is an Anamorphic Encryption scheme. Namely, for all PPT
adversary D there exists an adversary A such that
AdVaETSSA—I—IBE,D(/\) < AdVEr‘E,C;lG(A)~
For simplicity in the following proof, we write E'BE.Enc(pk, m;7) to denote that

the element r to commit to is given explicitly as input. Note that AT'®E.Enc(dk, m, fii) =
E'BE Enc(pk, m; ') where 1’ <% prE.Enc(k, ).

Proof. Let AT'BE = (AT'BE.Gen, AT'BE.Enc, AT'®E.Dec) be the anamorphic extension
defined above. Suppose that exists an adversary D that distinguishes between the
games RealGgee p(A) and AnamorphicG,riee 1,(A), we can construct an adversary A
against the pseudorandomness of prE.

Precisely, A has access to an oracle O(-) that can be either a procedure that returns
random string s or the result of prE(k, ) for a fixed randomly chosen k. Let g =
poly(A) be the number of queries made by D. The pseudocode of A is given in
Fig. 4.11.

ACC)
1: (pk,sk) <% E'BE.Gen(A)

2: Whenever D(pk, sk) makes a query (m,m), Vi € {1,...,q} compute:
3 r <% O(m)

4: ¢ <5 EBEEnc(pk,m;7)

5 Answer to D with the ciphertext ¢

6: return D’s output

FIGURE 4.11: A reducing a distinguisher D for Anamorphism to
PRCtG.

Now we can analyze D’s view relative to the oracle that has been provided to A.
The key pair (pk, sk) is generated by Gen, just like in the two games RealGgie p(A)
and AnamorphicGpise ,(A). If O outputs a random string when .A makes a query,
then D receives a ciphertext computed using a uniformly distributed random el-
ement for the encapsulation scheme, so just like in the E'®F scheme. Hence we

can state that Pr [RealGgee p(A) =1] = Pr {PRCtGgrE,A(A) = 1]. Otherwise, if O
returns an encryption of 77 using prE, D receives a ciphertext computed using an
encryption of 7 with the scheme prE using the key k, just like in the anamorphic
encryption algorithm of AT'®E. So it holds that Pr [AnamorphicGATugE,D(/\) = 1] =

Pr [PRCtG,l)rE, ) = 1].
So we can state that the view of D is perfectly simulated by A. So, if D breaks the

anamorphism then also A breaks the pseudorandomness of prE, i.e., it holds that

AV st p (1) < AdVETEE (M), O
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Achieving robustness

To make the scheme robust, we adopt the same idea from Section 4.2.1. We use a prf
to embed a "secret" check when encrypting an anamorphic message. The properties
of the prf guarantee that, unless with negligible probability, the check passes only
when AT.Enc has been used to create the ciphertext. Details follow.

Let prE be a symmetric encryption scheme with pseudorandom ciphertext with
key space K; that encrypts messages in {0,1}"™ producing ciphertexts in {0,1}"/2,
n/2 > ny. Let F be a prf that maps elements of KC; x {0,1}"/? into {0,1}"/2. Let
E'BE be an encryption scheme constructed as in Fig. 4.9. The anamorphic extension
AT!BE = (AT.Gen, AT.Enc, AT.Dec) is defined in Fig. 4.12.

rob

AT.Gen(pk) AT .Dec(dk, tk, sk, ¢)
1: /El <—$ /C1
2: /k\z % Ky
3: dk < (pk ki, k), tk < €
4: return (dk, tk)

Parse ¢ = (com, s, t)
skcom < IBE.Der(msk, com)
m||decom <— IBE.Dec(skcom, com, s)
r' «% R(pub, com, decom)
Parse ' = y1||y2
if P(/k\z,yl) =y, then

il < prE.Dec(ky, 1)

AT .Enc(dk, m, i)

1: y; <% prE.Enc(ky, 1)

O 0 N N U kR W N -

20 yp « Fka,y1) else
3: 1 ylly2 L
4: 5<% IBE.Enc(com,m|decom) 10: return 7
5: t<+ MAC(7,s)
6: ¢ < (com,s,t)
7: returnc
FIGURE 4.12: Anamorphic Extension AT'rEbE.

Theorem 9. If F is a prf the proposed construction is robust. In particular, for all PPT
adversaries D we can construct an adversary A such that

ro rf
AV e o) < AVEL(N) + 275

where g = poly(A) is the number of queries made by A.

Proof. We show that an adversary D can’t distinguish between Robustg,BE’ AT'EE'D(/\)
and RObUStlE'BE,ATlrEE,D<A) assuming that F is a prf, i.e., AdVi3°(A) is negligible. Let

AT.Dec’ be the same algorithm of AT.Dec with the only difference that the prf F is
substituted by a truly random function f.
We prove the theorem through the following hybrid games:

0
E'BEATIBE D

Hi: As Hp but using AT.Dec’ instead of AT.Dec.

Ho: The regular Robust (1) game.

1

Ho: The regular ROb“StE'BE,AT',EbE,D

(A) game.
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Lemma 11. Assume that F is a prf then Ho(A, Dy) is indistinguishable from Hy (A, Dy).
Namely, for any PPT distinguisher Dy that distinguishes between the two games, there
exists a distinguisher A for prfs and truly random functions, i.e.

Ho,H ,_ _ _
AdVDZ 1(/\) = |P1‘ [Ho()\, Dl) = 1] — Pr [Hl()t, Dl) = 1”
rf
< Advpy (A).
Proof. The two games differ only in the fact that in the former a prf F is used while
in the latter a truly random function f is used. So we can construct an adversary

A against the prf using a distinguisher D; for Hy and H;. Let ¢ = poly(A) be the
number of queries made by D;. The pseudocode of A is given in Fig. 4.13. Clearly,

A9C)
1: (pk,sk) <% E.Gen(A)
2: (dk,tk) <% AT.Gen(pk)
3: DParsedk = (pk, /k\l,/k\z) // k will be ignored
4: Whenever D (pk, sk) makes a query (m, i), Vi € {1,...,q} compute:
5: ¢ <% Enc(pk,m)
6: Parse ¢ = (com, s, t)
7: skeom ¢ IBE.Der(msk, com)
8: m||decom <— IBE.Dec(skcom, com, s)
9: ' <% R(pub, com,decom)
10:  Parser’ =ylly2
11: if O(y1) = y» then
12 m <+ prE.Dec(%l,yl)
13: else
14 <L
15 Give i to Dy

16 : return Dy’s output

FIGURE 4.13: A reducing a distinguisher D; for Hy, Hy to prf.

if the O given to A is an oracle for a truly random function we have that the view of
D, is the same as in Hy and then Pr[H;(A, D;) = 1] = Pr [Af(A) = 1], while if it is
an oracle for F(E’z), for @2 +$ K,, then the view of D; is the same as in Hy and then
Pr[Ho(A, D7) =1] =Pr [AF@")()\) = 1]. We can conclude that

AdviRT (1) < AdvE, (M), O
Lemma 12. Hy is indistinguishable from Hy. Namely, for any PPT adversary D, it holds
that

Advip"2(A) := [Pr[Hi(A, Dy) = 1] = Pr[Hy(A, Dy) = 1]| = 2'?/2

where q = poly(A) is the number of queries made by Ds.

Proof. The only case in which the two games have different behavior is when in H;
happens that for the key k = y1||y2 holds that y, = f(y1), for a truly random function
fand y1,y> € {0,1}"/2. Clearly, this happens only with probability 5. since the
number of queries made by D, is g, using the union bound, the probability that D,
distinguishes between the two games is 2,%, i.e., a negligible quantity. O
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The proof of the theorem follows directly from the previous lemmas. O

4.3 Homomorphic Anamorphic Encryption

4.3.1 Definition

Informally, an Homomorphic Encryption scheme is an encryption mechanism that
allows to perform computations on encrypted data without having to decrypt the
data first. The output of the resulting computation remains in encrypted form and,
once decrypted, it coincides to what one would have been obtained performing the
computation on the original plaintexts. Here we recall some basic definitions related
to this primitive.

Definition 33 (Partially Homomorphic Encryption). Let F = UFy, for { € IN, be a
class of functions where every f € F, maps M" to M. An F-homomorphic PKE scheme is
an IND-CPA secure PKE scheme (KGen, Enc, Dec) with message space M and public key
space P such that there exists a PPT algorithm Eval : PKC x Fy x C* — C such that for
every (pk,sk) <% KGen(A), £ = poly(A),my,...,m; € Mand f € F; of description size
at most poly(£) it holds that:

e ¢ <% Eval(pk, f,Enc(pk,m1),...,Enc(pk,my)) has length at most poly(\).
® Dec(sk,c) = f(my,...,my).

Definition 34 (Fully Homomorpic Encryption). A partially homomorphic scheme de-
fined on the set of all functions F, where the description of a function is a circuit, is a Fully
Homomorpic PKE scheme.

The notion of strong homomorphism, informally, requires that the ciphertexts pro-
duced by the Eval algorithm are distributed as freshly generated ones.
Formally, let us consider the following distribution ensembles:

Freshf,,(A) = {(pk, ¢, c’) :(sk, pk) % KGen(A),

¢ % Enc(pk,m),c" <% Enc(pk, f(m))};
Evalf,,(A) = {(pk,c,c’) :(sk, pk) <% KGen(A),

¢ «% Enc(pk,m),c’ «<* Eval(pk, f,c)}.

Definition 35 (Strong Homorphism). An F-homomorphic PKE scheme
(KGen, Enc, Dec, Eval) is said to be strongly homomorphic for a class of function F if, for all
{ € N, every f € Fy, and every input m € MY, then holds that Fresh ,,(A) & Evalf,, (A).

The previous definition can be modified in order to obtain what is called "Per-
fect Strong Homomorphism" requiring that the indistinguishability between the two
distribution ensembles is perfect, i.e., the two distributions are exactly the same.

A simple, yet relevant, class of homomorphic schemes is that of Linearly Homo-
morphic Encryption schemes. Roughly speaking, in these schemes Eval allows to
perform linear operations on plaintexts. In other words, the class of functions Fj;,,
for which these schemes are designed is the class of linear functions. For clarity, in
what follows we will split Eval in two subroutines: EvalScal and EvalSum.

Definition 36 (Linearly Homomorphic Encryption). A linearly homomorphic PKE scheme,
with plaintext space a group (M, +) and ciphertext space C, is an IND-CPA secure PKE
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scheme (KGen, Enc, Dec) equipped with two additional (efficient) algorithms EvalScal and
EvalSum such that, for every (pk,sk) <% KGen(A),¢ = poly(M), my,my € M it holds
that:

e EvalScal(pk, Enc(pk, m1), a) is a PPT algorithm that on input the public key, an en-
cryption of a message my and a scalar «, outputs a ciphertext c € C and it holds that
Dec(sk,¢) = a - my.

 EvalSum(pk, Enc(pk, my), Enc(pk, my)) is a PPT algorithm that on input the public
key and the encryptions of two messages my and my outputs a ciphertext ¢ € C and it
holds that Dec(sk, c) = my + my.

Here we introduce and realize the notion of Anamorphic Encryption with ho-
momorphic properties. Informally, such a primitive, that we call Homomorphic
Anamorphic Encryption (HAE for short) is an anamorphic encryption scheme that
support homomorphic operations on both the regular and the anamorphic plain-
texts. We will give the definition of HAE for the case of anamorphic encryption
schemes with associated anamorphic triplet as this is the setting of interest for our
construction. It goes without saying that the definition can be adapted straightfor-
wardly to the case of anamorphic extensions.

Definition 37 (Homomorphic Anamorphic Encryption). Given an anamorphic encryp-
tion scheme E, with corresponding anamorphic triplet AT. The scheme is said to be a
Homomorphic Anamorphic encryption scheme for the class of functions F if E is an F-
homomorphic encryption scheme and it holds that, for every f € F:

o ¢/ % E.Eval(pk, f, AT.Enc(apk, dk, mq, 1), ..., AT.Enc(apk, dk, my, 1iy) ) has length
at most poly(A).

e AT.Dec(dk,tk,ask,c") = f(my,...,my).
e Dec(ask,c') = f(my,...,my).

The definitions of Linearly Homomorphic Encryption and Strong Homomor-
phism apply naturally in this context.

4.3.2 Naor-Yung transform

The Naor-Yung transform [NY90], when applied to an IND-CPA secure PKE scheme
E, gives an IND-CCALI secure encryption scheme NY. If the NIZK used is also sim-
ulation sound then the resulting PKE scheme is IND-CCA2 secure [Sah99]. The idea
is to reach the non malleability of the ciphertexts encrypting the message m under
two different public keys and to prove with a NIZK proof that the two ciphertexts
encrypt the same message.

Anamorphic construction

In [PPY22] they give an Anamorphic Encryption scheme based on this transform by
letting the message sender know the simulation trapdoor of the NIZK, in order to
encrypt two different messages, i.e. the regular one and the anamorphic one, and
cheating in the proof.

Let E and X be respectively the underlying PKE scheme and NIZK of NY. The
anamorphic triplet aNY is the given in Fig. 4.14. The proof that the resulting scheme
is anamorphic was given in [PPY22].



48 Chapter 4. Novel Constructions

aNY.Gen(A) aNY.Enc(apk, dk, m, 1)
1:  (pkg,skg) <% E.Gen(A) 1: ¢o % E.Enc(pko, m0)
2: (pkq,skq) <% E.Gen(A) 2: ¢; «® E.Enc(pky, 71)
3: (Z,aux) <% X.Simg(A) 3: 7<% ¥.Simq((pk, o), (pkq,c1),aux)
4: apk < (pko, pki,X) 4: ¢+ (co,01,7M)
5: ask < skp 5: returnc
6: dk < (pkg, pkq,aux)
7: tk < sk; aNY.Dec(dk, tk, ask, ¢)
8: return (apk, ask, dk, tk) 1: Parse c = (co,c1,7)

2: i+ E.Dec(skq, c1)

3: return

FIGURE 4.14: Anamorphic Triplet aNY.

Anamorphism

The proof of anamorphism can be found in [PPY22].

Fully Asymmetric

The construction we have given in this paper is a bit different from the one of
[PPY22]. In their construction sk; is given in dk, and so all anamorphic senders can
decrypt an anamorphic ciphertext. Thanks to the introduction of tk in our defini-
tion, we can reach the property of being Fully Asymmetric.

Theorem 10. The Anamorphic Encryption NY equipped with the Anamorphic Triplet aNY
given in Fig. 4.14 is a Fully Asymmetric Anamorphic Encryption. Namely, for any PPT
distinguisher A that distinguishes the game FAsyAnam—IND-CPAONYIaNY()\, A) from the

game FAsyAnam—IND—CPAﬁ,Y,aNY (A, A) there exists an adversary D such that

AdVIRY ™ (A) < 2 AdvER A (M),

Proof. We prove the theorem through the following games.
Ho: The regular FAsyAnam-IND-CPAYy 4 (A).
Hi: As Hp but instead of running aNY.Enc on my, iy, it runs it on my, ;.
Ha: The regular FAsyAnam-IND-CPA]\y 4(A).

Lemma 13. Assume that E is IND-CPA secure, then Hy is indistinguishable from H;.
Namely, for any PPT distinguisher A that distinguish Hy from Hy there exists an adversary
D such that

Ho,H -
AdEIEN (1) < AdERPA (1),

Proof. Suppose there exists a distinguisher A for games Hp and H; then we can con-
struct a distinguisher D for IND-CPA security of E. The pseudocode of D is given in
Fig. 4.15.

Note that if D is playing in IND-CPAY then when he queries the challenger
with (g, 1111), A receives an encryption of (my, i), just like in Hp. So it holds that

Pr [IND-CPA%,D(A) - 1} — Pr[Ho(A, A) = 1]. Instead, if D is playing in IND-CPAL 1,(A),
then, when queries the challenger, A receives an encryption of (imy, 71 ), just like in
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D(pk)

(pkg, sko) < E.Gen(A)

pky < pk

(X, aux) «+*% £.Simg(A)

apk <= (pko, pk1, £)

dk < (pko, pk1, aux)

(mo, my, i, 1) <* A(apk, dk)

co < E.EnC(pkO, mo)

Give (7, 7111 ) to the challenger and obtain ¢q

O 0 N N U s W N

7 < L.Sim ((pko, co), (Pky, €1), aux)
¢ « (co,c1,70)
11: return A(c)

[y
[e]

FIGURE 4.15: D reducing a distinguisher A for Hp, H; to IND-CPA
security of E.

Hi. So it holds that Pr |IND-CPAL (1) = 1| = Pr[Hy (A, A) = 1].

We have proved that Adv:‘fﬂl\((/\) < Adv%\fED'CP A(N). O

Lemma 14. Assume that E is IND-CPA secure, then Hy is indistinguishable from H,.
Namely, for any PPT distinguisher A that distinguish Hy from Hy there exists an adversary
D such that

AdvaH,qYH,;(A) < AdvIRCPA(A).

Proof. Suppose there exists a distinguisher .4 for games H; and H; then we can con-
struct a distinguisher D for IND-CPA security of E. The pseudocode of D is given in
Fig. 4.16.

D(pk)

pko < pk

(pkq,skq) <% E.Gen(A)

(X, aux) +*% £.Simg(A)

apk = (pko, Pk, Z)

dk < (pko, pkq, aux)

(mo, my, g, 1) <% A(apk, dk)

Give (mg, my) to the challenger and obtain ¢

¢1 < E.Enc(pkq, 1i7)

7t < X.Simq ((pko, o), (pkq,c1),aux)
¢ « (co,c1,70)

11: return A(c)

O 0 N N U s W N

[y
[e]

FIGURE 4.16: D reducing a distinguisher A for Hy, H, to IND-CPA
security of E.

Note that if D is playing in IND-CPAY then when he queries the challenger
with (mg, my), A receives an encryption of (my, 1), just like in Hy. So it holds that

Pr [IND-CPA%D(A) = 1} = Pr[Hi(A, A) = 1]. Instead, if D is playing in IND-CPAL,

then, when queries the challenger, A receives an encryption of (mj, i), just like in
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Ha. So it holds that Pr | IND-CPAL (1) = 1] = Pr[Ha (A, .A) = 1].
We have proved that AdvaH,{I’\'j;t(A) < AdvIEITIg'CPA(A). O

The proof of the theorem follows directly from the bounds obtained in the previ-
ous lemmas. ]

Achieving full homomorphism

In [Ana+19] the first fully homomorphic NIZK construction for NP is given. Briefly,
for a FH NIZK holds that evaluating on proofs that verify will result in a proof that
verify and fresh proofs are indistinguishable from evaluated proofs.

Following the Naor-Yung transform paradigm, it is possible to have a FH PKE scheme
NY that is IND-CCAT1 secure simply compiling a FH PKE scheme E with a FH NIZK
>,

The Eval algorithm of such scheme just takes ciphertexts as input and the function
to apply to them and then use E.Eval and X.Eval to obtain the new ciphertext.
Clearly, equipping this scheme with an Anamorphic Triplet aNY give us an Anamor-
phic Encryption scheme that has homomorphic properties, indeed it is a Fully Ho-
momorphic Anamorphic Encryption scheme.

4.3.3 Cramer-Shoup lite

We show a concrete HAE construction based on the so called Cramer-Shoup lite (CS-
lite for short) scheme[CS98], a well known, IND-CCA1 secure, variant of the Cramer-
Shoup cryptosystem. We start by describing the basic scheme in Fig. 4.17.

CS.Gen(A) CS.Enc(pk, m) CS.Dec(sk, c)

1: G,q<—$g()\) 1: r<—$Zq 1: m1

20 g,9 %G 20 U+ g 2: ifv =uj'u)? then

31 x1,%,2 " Z, 3: Up<— g 3 d+e/ui

4: o< g1'%° 4: e« Mgy 4 foric€ {0,...,B—1}
5: hgi 5t v 5 if ¢/ = d then

6: pk < (g1,82,¢h) 6: < (uy,upe0) 6 m i

7: sk <+ (x1,x2,2) 7: returnc 7: return m

8: return (pk,sk)

FIGURE 4.17: CS-lite encryption scheme.

Note that this is the lifted variant of the original scheme, (in [CS98] the message

space is the cyclic group G). In order to make decryption feasible, the message space
is restricted to M = {0,..., B — 1}, where B = poly(A).
CS-lite scheme is also a linearly homomorphic scheme. We next give the two algo-
rithms EvalScal and EvalSum used to perform multiplications and sums respectively.
The elements c, c; and c; are elements in the ciphertext space, while « is a constant
in the message space.
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CS.EvalScal(pk, ¢, ) CS.EvalSum(pk, c1,¢2)
1: Parsecas (ug, up,e,v) 1: Parsec as (uy,up,e,0)
2. 8 z, 2: Parsecy as (ug,us,e,0)
Ty ot 3: %27
St gy 1
/ . / r
4- ulz — ugg; 4: Uy < C1.U1 - C2.UL - &
. ! !
5: o « etp 51 uh 4= Cp.Up - U g
]
6: o « v 6: ¢ < cre-cpe-h
. o . /
7: return (uj,up,e’,v') 70 0 v
8: return (uy,u}, e, v')

Since the message space is restricted to {0,...,B — 1} the number of possible
homomorphic operations is limited so that the result of the final operation is less
than B.

Anamorphic Construction

In this case we don’t provide an anamorphic extension but rather an anamorphic
triplet. The reason is that, to decrypt anamorphic ciphertexts, the scheme relies on a
trapdoor tk that has to be created at key generation time. This trapdoor will be used
by the receiver Bob to decrypt the anamorphic ciphertexts and, as already discussed
before, is kept separate with respect to the double key dk (shared with Alice) as it is
not needed to produce (anamorphic) ciphertexts. As we will prove below, keeping tk
and dk separate is what allows us to achieve the property of being Fully Asymmetric.
The anamorphic triplet aCS = (aCS.Gen, aCS.Enc, aCS.Dec) is specified in Fig. 4.18.

aCS.Gen(A) aCS.Enc(apk, dk, m, )

1: G,q+%G 1: Parse ppk = (upy, upy, hp, cp)
2: ¢ +%G 2: retz,

3: x <% Z, 3: U+ up?gg

4: g 4: Uy up?gg

5: s¢° Z, 5: e+ hpmhrg?1

6: Xx1,X2,2 % Z, 6: v cp'ﬁc’

7roC 4 gi‘lgi‘z 7: ¢+ (uy,upe0)

8: h<+ g 8: returnc

9: pk< (g1,92,¢h)

10: sk« (x1,%,2) aCS.Dec(dk, tk, ask, ¢)

11: ppk (g5, 51, 5,c5g%)  1: Parsec = (uy,up,e,0)
12: apk « pk 2: d<up/uj

13: ask « sk 3: forie{0,...,B—1}
14: tk <+ x 4: ifgézdthen

15:  dk < (pk, ppk) 5: return i

16 : return (apk, ask, dk, tk) 6: return L

FIGURE 4.18: Anamorphic Triplet aCS.
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Homomorphic properties

Addition of plaintexts (both regular and anamorphic ones) is done using CS.EvalSum
as in regular CS-lite. Indeed, let ¢; and ¢, be the anamorphic ciphertexts correspond-
ing to (my,my), (my,My). Then
CS.EvalSum(apk, ey, c2) = (7 = g7™g1'g7" g8,
up = 85" 8187 85 8187 85
¢ = hsnﬁlhrlg;mhsrﬁzhrzg;ﬂzhr”
v = Csr?ugifzﬁilcrl Csr?zzgifzf?lzcrz Cr’)
setting t = 1y +rp + 1/, m' = my + my, W’ = iy + iy, this becomes:

CS.EvalSum(apk,c1,¢2) =

= (uy = upf'gi, up = up'gh ¢’ = hp™ H'g{’, 0" = cp™'c!)
which is distributed as a fresh output of aCS.Enc(apk, dk, my + my, ity + fiip).

Similarly, multiplication by a scalar « is done using CS.EvalScal as in the base
scheme. Let c be the anamorphic ciphertext corresponding to (m, i71). Then

CS.EvalScal(apk, c, ) = ((g3"(8%))"8%, (83"87'85)" g3
(hsrﬁhrg;n)thr’/ (csrﬁgiczn?cr)zxcr’)

We can rewrite the previous equation setting t = ar +v',m' = a - m, ' = a - in:
CS.EvalScal(apk, ¢, &) = (1} = upl ¢!, ub = up}’ gb, ¢’ = hp™ h'gl v/ = cp™ c!)

which is distributed as expected.
In the next theorem we prove that the scheme aCS is strongly homomorphic.

Theorem 11. The anamorphic triplet for lifted Cramer-Shoup lite aCS given in Fig. 4.18 is
perfectly strongly homomorphic for the class of linear functions.

Proof. We split the proof considering the two Eval algorithms separately.

e In CS.EvalSum the ciphertext corresponding to m; + my and i1 + iy is of the
form (gi(ﬁl+rﬁ2)g;1+r2g§/, (g%gl)ﬁ1+7ﬁ2g;1+r2g£” hs(ﬁﬁrﬁz)hh+72g;ﬂ1+mzhr” S (i +1iiz)

gi‘zwﬁ%)crlﬂzcﬂ) for a randomly chosen ' € Z,. While if we encrpyt di-

rectly m' = my + my and ' = iy + ix we obtain a ciphertext of the form
(upi” gt, upy’' gh, hp™ higl”, cp™ct) for a randomly chosen t € Z,. Clearly, ci-
phertexts computed with CS.EvalSum are indistinguishable in an information-
theoretic sense from freshly encrypted ciphertexts. Indeed, by the rerandom-
ization of the ciphertext obtained with a fresh random value #/, due to the
cyclic group, a random distribution is inducted on the computed ciphertexts,
just like the distribution of the freshly encrypted ciphertexts.

* In CS.EvalScal the ciphertext corresponding to « - m and « - 1 is of the form
((877(81))"81 (83"g7's3)" g5, (W"H'gl")*h", (¢™gy*"c") ") for a randomly
chosen 1" € Z,;. While if we encrypt directly m’ = « - m and ' = « - 71t we ob-
tain a ciphertext of the form (up?'g!, upi’gh, hp™ hig" ,cp™ ct) for a randomly
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chosen t € Z,. Clearly, ciphertexts computed with CS.EvalScal are indistin-
guishable in an information-theoretic sense from freshly encrypted ciphertexts.
Indeed, by the rerandomization of the ciphertext obtained with a fresh random
value 7/, due to the cyclic group, a random distribution is inducted on the com-
puted ciphertexts, just like the distribution of the freshly encrypted ciphertexts.

O]

Anamorphism

In the following theorem we prove that the scheme is anamorphic according to Def-
inition 18.

Theorem 12. If DDH holds then Cramer-Shoup lite cryptosystem equipped with the anamor-
phic triplet aCS given in Fig. 4.18 is an anamorphic encryption scheme. Namely, for any
PPT distinguisher D that distinguishes RealGcs from AnamorphicG,cs there exists an ad-
versary B such that

AdvgEits p(A) <2-Advg™H(A).

Proof. To prove the theorem we show that for every PPT adversary D the games
RealGcs and AnamorphicG,cs are indistinguishable, assuming DDH. Let p = poly(A)
be the number of queries made by D.

We prove these through the following hybrid games:

Ho: The regular RealGcs.

Hi: As Hp but encryption queries are answered replacing u, and v with uf = 1y - g
and v’ = v- g2, where g +% G.

Hy: As Hy but encryption queries are answered replacing g with ¢ where 7 <% Z,.
Hs: As H but in each encryption query g is computed as g7

Hy: The regular AnamorphicG,¢s.

Lemma 15. Assume that the DDH assumption holds, then Hy is indistinguishable from
Hi. Namely, for any PPT distinguisher Dy that distinguishes Ho from Hy there exists an
adversary B such that

Advi" M (A) == [Pr[Ho(A, D1) = 1] — Pr[Hy(A, D) = 1]]
< AdvBPH(M).

Proof. To prove that Hy is indistinguishable from H; we construct a distinguisher
B for the DDH problem using the distinguisher D; for the two games. Note that
Ho differs from H; in how u; and v are computed. The pseudocode of B is given in
Fig. 4.19. We use the algorithm R, defined in section 2.2, to obtain a new DH/random
tuple based on the challenge tuple.

Now note that if (4, B,C) is a DH tuple, when D; makes a query he receives a
ciphertext computed as (g%, ¢%, g"?¢™, ¢"*1¢%0*2), seeing ¢1 = ¢,9o = ¢*andr = b
one can note that the ciphertext is exactly a regular CS-lite ciphertext, so the output
of the queries is distributed just like in Hy. So, we can state that Pr [Ho(A, D7) = 1] =
Pr [DDH%(A) = 1]. In case (A, B,C) is a random tuple, when D; makes a query
he receives a ciphertext computed as (g%, ¢", g2¢™, ¢"*1¢"2), i.e., the second element
is a random element, just like in H;, indeed we can write the second element as
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B(G,g,4,(A,B,C))
1: x1,Xp 3 Z,
2: 8§18
3: <+ A
4: o+ g'%°
5: z¢+%2,
6: h< g
7: pk < (81,92, h,¢),sk < (x1,x2,2)
8: Whenever D (pk, sk) makes a query, Vi € {1,...,p}, ignore i and compute:
9: (L, T,P) <*R(q,8,A,B,C,0)
10 : up < T
11 : upy < P
12: e < (u1)*gy
13: v < (u1)*1(up)*2
14 : Answer to D; with the ciphertext (11, up, e, v)
15: return D;’s output
FIGURE 4.19: B reducing a distinguisher D; for Hy, H; to DDH.
ab+r'

g"*", where r’ is a random element in Z,, that is equal to g53. So, we can state that
Pr[Hi(A, D;) = 1] = Pr [DDH}S(A) - 1]

So, if DDH holds the two games are indistinguishable, indeed we have proved that
Advi(A) < AdvEPH(A). O

Lemma 16. Hy £ Hy. Namely, for any distinguisher D, it holds that

Advi2 (1) = |Pr[Hy(A, D2) = 1] — Pr [Ha(A, D) = 1]|
=0.

Proof. The two games are indistinguishable in an information-theoretic sense. Thanks
to the cyclic group which we are using, choosing a random generator g is the same
thing as choosing a random exponent 7 € Z, and then raise g; to 7, indeed, g can be
written as g} for some 7 € Z,. O

Lemma 17. Assume that the DDH assumption holds, then Hy is indistinguishable from Hz.
Namely, for any PPT distinguisher D3 that distinguish Hy from Hs there exists an adversary
B such that

AdviZ*B (L) == [Pr [Hs(A, D3) = 1] — Pr[Hz(A, D) = 1]]
< AdvgPH(A).

Proof. Hp and Hj3 are indistinguishable and this fact can be argued as we have done
previously in lemma 15. Indeed if there exists a distinguisher D3 for these two
games, we can construct a distinguisher B for DDH problem. The pseudocode of
B is given in Fig. 4.20. We use the algorithm R, defined in section 2.2, to obtain a
new DH/random tuple based on the challenge tuple.

Now note that if (A, B,C) is a DH tuple, when D3 makes a query he receives
a ciphertext computed as (g°,g"g™, g™, gP*1¢%*2¢%2M) denoting with ¢» = ¢°
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B(G,g,9,(A B,C))
1: X1,Xp % Z,4

818§
gz%A

c+ §1'8y

z <% Z,

h <+ g3

pk < (81,82, h,¢), sk < (x1,x2,2)

Whenever D3 (pk, sk) makes a query, Vi € {1,..., p}, compute:
(L, T,P) <% R(q,¢,A,B,C,0)
up < T

O 0 N N U s WN

=
=)

Uy ng‘

—_
N

e+ (u1)%gy
13 : v (ul)xl(uz)xngzﬁ
14 : Answer to D3 with the ciphertext (u1,up, e, v)

15: return D3’s output

FIGURE 4.20: B reducing a distinguisher D3 for Hy, Hz to DDH.

it follows that the ciphertext is exactly an anamorphic CS-lite ciphertext, so the

output of the queries is distributed just like in H3(A,D3). So, we can state that

Pr[Hs(A,D3) = 1] = Pr [DDHj(A) = 1]. Else, given the random tuple (A, B,C),

when D; makes a query he receives a ciphertext computed as (g%, ¢"¢™, g"2¢", g"*1¢™

ngﬁ), i.e., the second element is a random element, just like in H3(A, D3), indeed we

can write the second element as g”b ﬁg?, where 7 is a random element in Z,4, thatis
r o M+T 47

equal to g5¢7""". The component g7""" is clearly a random element, indeed, 7 hides 7
and we can write it as g7 . We can state that Pr [Hy(A, D3) = 1] = Pr [DDH}g(/\) = 1]
So, if DDH holds the two games are indistinguishable, as we have proved that
Advii (1) < AdvEPH(A). O

Lemma 18. Hz £ Hy. Namely, for any distinguisher Dy it holds that

Advgi'H‘*(/\) := |Pr[Hs(A, Dy) = 1] — Pr[Hy(A, Dy) = 1]
=0.

Proof. The two games are indistinguishable in an information-theoretic sense. The
difference between the two games is that in H4(A, Dy) every component of the orig-
inal ciphertext is re-randomized, i.e. 1} = ¢/¢3", u) = gg5"g", ¢ = Wl'h™, o' =
¢S g'lﬁxz forarandomr,s € Z,; and an adversarial chosen 7. Seeing r' = r 4 smi the
ciphertext can be written as ( g{l, gy gm, n st ¢ gf”z), so the two games are perfectly
indistinguishable. ]

The proof of the theorem follows directly from the bounds obtained in the previ-
ous lemmas. ]

Remark 7. We point out that the technique used in Lemma 15 and Lemma 17 can be
used also in the proof of indistinguishability between hybrids H; and H; of theorem
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8 in [Kut+23b], reducing the security loss by a factor of p(A) (the number of queries
made by the adversary), where p is a polynomial.

Fully Asymmetric

In the following theorem we show that the scheme also satisfies the property of being
Fully Asymmetric Definition 26.

Theorem 13. If DDH holds then the Anamorphic Encryption CS equipped with the Anamor-
phic Triplet aCS given in Fig. 4.18 is a Fully Asymmetric Anamorphic Encryption. Namely,
for any PPT distinguisher D that distinguishes games FAsyAnam-IND-CPA%-s (A, D) and
FAsyAnam-IND-CPAls (A, D) there exists an adversary B such that

AdvET3™™(A) < 4- AdvgPH(A).
Proof. To prove the theorem we show that for every PPT adversary D the games
FAsyAnam-IND-CPAJs (1) and FAsyAnam-IND-CPA s 1 (A) are indistinguishable,
assuming DDH.
We prove these through the following hybrid games:

Ho: The regular FAsyAnam—IND-CPAgcs,D game.

Xor

Hi: As Hp but uj is substituted by u} = u, - g5, and v’ = v - g5*', where r 3 Z,.
Hp: As Hjp but instead of give 71y to AT.Enc it is given 7.

Hs: As H, but e is substituted by ¢’ = e - g.

Hs: As Hz but instead of give mg to AT.Enc it is given m;.

Hs: As Hy but e is computed regularly.

He: The regular FAsyAnam—IND-CPAiCS,D game.

Lemma 19. Assume that the DDH assumption holds, then Hy is indistinguishable from
Hi. Namely, for any PPT distinguisher Dy that distinguishes Ho from Hy there exists an
adversary B such that

Advi () == |Pr[Ho(A, D1) = 1] — Pr [Hy(A, D) = 1]|
< AdvgPH(A).

Proof. To prove that Hy is indistinguishable from H; we construct a distinguisher B
for the DDH problem using the distinguisher D; for the two games. The pseudocode
of Bis given in Fig. 4.21.

Now note that if (A, B, C) is a DH tuple, when D; asks for the challenge cipher-
text, denoting with a = sifip, he receives a ciphertext computed as (g*g’, g"*g"0g"?,
gZlatb) g gxi(ath) gxa(antiotab)y seeing ¢ = ¢,¢7 = ¢" and r = b + a, the cipher-
text can be rewritten as (g7, g5g™™, h"g™™, g1\ g3 ¢¥™) that is exactly an encryption
of (mp, Mp) using aCS.AT.Enc, so the output of the queries is distributed just like in
Ho. So we have that Pr [Ho(A, D;) = 1] = Pr [DDHj(A) = 1].

In case (A, B,C) is a random tuple, when D; asks for the challenge ciphertext
the response is computed as (g%g?, g™ g™0g¢, g#(a+b) oo gx1(a+b) gxaantiitg+c)) - Gee-
ing ¢ = ab +t, for t € Z,;, we can rewrite the ciphertext as (g}, gé*tg'l%,h’g'lno,
g g?(”t) gfzmo), i.e., the second element is a random element and the fourth ele-
ment is consistent with that, just like in H;. Therefore it holds that Pr [Hy (A, D1) = 1] =
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B(G,g,4,(A,B,C))

1: x1,Xp 3 Z,

2: 818

3: <+ A

4: 0+ g'%°

5: z,5¢9 Z,

6: h<+ g

70 ppk < (81,8381, 1%, c°g1)
8: apk < (91,82 h,¢c), ask < (x1,x2,2)
9: dk < (apk, ppk)

10:  Run D;(apk, dk)

11 (mg, my, g, 1) <% Dy
120 yq gi’ﬁoB

130 Uy g;ﬁo g?OC

14: e« (ug)*g)"

15: v+ (u1)"1(up)*2

16 :  Answer to D; with the ciphertext (11, up,e,v)
17 : return D;’s output

FIGURE 4.21: B reducing a distinguisher D; for Hy, H; to DDH.

Pr [DDH%(A) = 1} . So, if DDH holds, the two games are indistinguishable. Indeed
we have proved that Advg(i’H] (A) < AdvEPH(1). O

Lemma 20. Hy £ Hy. Namely, for any distinguisher D; it holds that

Advg;'*zm) := [Pr[H;(A, D2) = 1] — Pr[Ha(A, D7) = 1]
= 0.

Proof. The two games are indistinguishable in an information-theoretic sense. In-
deed, in both games the second element of the ciphertext is padded with a random
element g5, for r <% Z,, and so also the anamorphic message is information theoret-
ically protected. This means that the two games are perfectly indistinguishable. []

Lemma 21. Assume that the DDH assumption holds, then Hy is indistinguishable from
Hs. Namely, for any PPT distinguisher D3 that distinguishes Hy from Hz there exists an
adversary BB such that

Adv™ (1) := [Pr[Ha(A, D3) = 1] — Pr[Ha(A, Ds) = 1]]
< AdvBPH(M).

Proof. To prove that H; is indistinguishable from H3 we construct a distinguisher B
for the DDH problem using the distinguisher Ds for the two games. The pseudocode
of B is given in Fig. 4.22.

Now note that if (A, B, C) is a DH tuple, when Dj asks for the challenge cipher-
text, denoting with a = sfi;, he receives a ciphertext computed as (g*¢”, g5¢™ g3,

gubhzxgmo’gxl(reru)g;z(lx-i-y)gxzn%), seeing QL =gr=a and y=r+t, fort € qu the
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B(G,g,49,(A B,C))

1t xp,xp <% Z,

2: 818

3: 9 +%G

R o

5: s,y 9 Z,

6: h<+< B

7: ppk (8183811, %877
8: apk + (g1,92.h,¢)

9: dk « (apk, ppk)

10: Run Dj3(apk, dk)

1 (mg, my, g, fiy) <% Dj
120 4y + gi”?lA

. SI1A11 1’!71 Yy
130 up 8, 81 &

14: e+ ChsMglo

15: v (uq)" (up)™

16 :  Answer to D3 with the ciphertext (11, uy,e,v)
17: return D3’s output

FIGURE 4.22: B reducing a distinguisher D5 for Hy, H3 to DDH.

ciphertext can be rewritten as (g7g%, g%g™" gbgh, h"h* g™, gfl(rﬂ) g§2(“+r+t) g™ that

is exactly a H, ciphertext, so the output of the queries is distributed just like in H,.
Hence Pr [Ho(A, D3) = 1] = Pr [DDHg(A) = 1].
In case (A, B,C) is a random tuple, when D3 asks for the challenge ciphertext

(a+y)g.’)(2ﬁ1 ) .

its response is computed as (g*g”, g5g™ g5, g°h* g™, g™ (ata) 9>’ Seeing

c =ab+d, ford € Z,;, we can rewrite the ciphertext as (g{gi‘,gg‘glmlgggé, W hegiont,
gfl(rﬂ) g;Z('XHH) gfzﬁl), i.e., the third element is a random element, just like in H3.
So, we can state that Pr [H3(A, D3) = 1] = Pr [DDH}S(A) = 1}.

So, if DDH holds the two games are indistinguishable, indeed we have proved that
Advii™ (1) < AdvEPH(A). O

Lemma 22. Hz £ Hy. Namely, for any distinguisher Dy it holds that
Hs,H . _ _
AdVD?1 4()\) = |PI‘ [Hg()\, D4) = 1] —Pr [H4(/\, D4) = 1”
=0.
Proof. The two games are indistinguishable in an information-theoretic sense. In-
deed, in both games the third element of the ciphertext is padded with a random

element g}, for r +% Z,, and so also the regular message is information theoretically
protected. This means that the two games are perfectly indistinguishable. O

Lemma 23. Assume that the DDH assumption holds, then Hy is indistinguishable from
Hs. Namely, for any PPT distinguisher Ds that distinguishes Hy from Hs there exists an
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adversary B such that
AdviR™S (1) := |Pr [Hy(A, Ds) = 1] — Pr [H5(A, Ds) = 1]]
< AdvBPH(A).

Proof. Proof is essentially the same as the one for Lemma 21.
O

Lemma 24. Assume that the DDH assumption holds, then Hs is indistinguishable from
He. Namely, for any PPT distinguisher Dg that distinguishes Hs from He there exists an
adversary B such that

Advgi'Hé(/\) := |Pr[H5(A, Dg) = 1] — Pr [Hg(A, Dg) = 1]
< AdvBPH(M).

Proof. Proof is essentially the same as the one for Lemma 19.
O

The proof of the theorem follows directly from the bounds obtained in the previ-
ous lemmas. O

4.3.4 Bresson-Catalano-Pointcheval

Another concrete HAE construction is based on the encryption scheme presented in
[BCPO3]. We will refer to such scheme as BCP. We start by describing the scheme in
Fig. 4.23. Let SP(/) the set of safe primes of length ¢ and G := QR be the cyclic
group of quadratic residues modulo N2. The message space is Zy.

BCP.Gen(A) BCP.Enc(pk, m) BCP.Dec(sk, c)

1: p,q«*SP(A/2) 1: r+%Z 1: ¢ B/A*-1mod N?
2: N<pq 2: A<+ ¢ mod N? 2: returnm

3 §<_$ZI*\]2 3: B+« W (1+mN)mod N2

4: ¢+ g mod N2 4: c+ (AB)

5: x <_$ [1,ord(G)] 5: returnc

6: h< ¢* mod N?

7: pk < (N,gh)

8: sk« x

9:

return (pk, sk)

FIGURE 4.23: BCP encryption scheme.

BCP PKE is also a linearly homomorphic scheme. We next give the two algo-
rithms EvalScal and EvalSum used to perform multiplications and sums respectively.
The elements c,c; and c; are elements in the ciphertext space, while « is a constant
in the message space.
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BCP.EvalScal(pk, ¢, a) BCP.EvalSum(pk, ¢1,¢2)
1: Parsecas(A,B)

2: 18 zy,

3: A« A%" mod N2
4: B« B*W" mod N2
5: returnc < (A’,B’)

Parse ¢q as (A1, By)

Parse ¢; as (Ay, By)

r S zy,

A A;-Ay-g" mod N2
B’ < By - By - K mod N2
return ¢’ <+ (A’,B’)

N U s W N =

Anamorphic Construction

In this case we don’t provide an anamorphic extension but rather an anamorphic
triplet. The reason is that, to decrypt anamorphic ciphertexts, the scheme relies on
a trapdoor tk that has to be created at key generation time. The anamorphic triplet
aBCP = (aBCP.Gen, aBCP.Enc, aBCP.Dec) is specified in Fig. 4.24.

aBCP.Gen(A) aBCP.Enc(apk, dk, m, i)

1: p,q<+%SP(A/2) 1: 7% Zyp

2: N<pq 2: A+« ¢'(1+mN) mod N?

3: g« Z, 3: B+« W (1+mxN)(14+mN) mod N?
4: g+ 8N mod N2 4: ¢+ (AB)

5: x 9% [1,0rd(G)] 5: returnc

6: h+ g* mod N?

7: apk « (N, g h) aBCP.Dec(tk, ask, ¢)

8: ask « x 1: Parsecas (A,B)

9: dk < x 2: a<lem(p—1,9—1)

10: tk< (p,q) 30 e ((g“moilNz)—l),l mod N
11: return (apk, ask, dk, tk) PORNVL mogNz)_ly mod N

5: return i

FIGURE 4.24: Anamorphic Triplet aBCP.

Homomorphic properties

Addition of plaintexts (both regular and anamorphic ones) is done using BCP.EvalSum
as in regular BCP. Indeed, let c; and ¢, be the anamorphic ciphertexts corresponding
to (my,my), (my, My). Then
BCP.EvalSum(apk, c1,¢;) = (A’ = " (1 + i1 N)g"(1 + iN)g" mod N?,
B’ = b (1 + i1xN) (1 + m;N)
1 (1 + fiiyxN) (1 + myN)h" mod N?)

setting t = 1y +rp + 1/, m' = my + my, m’ = iy + iy, this becomes:

BCP.EvalSum(apk, ¢1,¢2) =
= (A'=¢'(1+m'N),B = h'(1+a'xN)(1+m'N))
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which is distributed as a fresh output of aBCP.Enc(apk, dk, my + my, 11y + #iiy).

Similarly, multiplication by a scalar « is done using BCP.EvalScal as in the base
scheme. Let ¢ be the anamorphic ciphertext corresponding to (1, 7). Then

BCP.EvalScal(apk, ¢, &) = (g*" (1 + aiiN)g" mod N2,
hY (14 axiiN) (1 + amN)h" mod N?)

We can rewrite the previous equation setting t = ar + 1/, m' = a - m,m’ = a - ii:
BCP.EvalScal(apk, c,a) = (A’ = ¢'(1+'N), B’ = h'(1 + xi'N)(1 + m'N))

which is distributed as expected.
In the next theorem we prove that the scheme aBCP is strongly homomorphic.

Theorem 14. The anamorphic triplet for BCP scheme aBCP given in Fig. 4.24 is perfectly
strongly homomorphic for the class of linear functions.

Proof. We split the proof considering the two Eval algorithms separately.

 In BCP.EvalSum the ciphertext corresponding to m; + my and 71y + 715 is of the
form " (147111 N)g"2 (1 + iaN)g" , W' (1 + iy xN) (1 + my N )R (1 + fiigxN) (1 +
myN)I" for a randomly chosen ' € Z7,. While if we encrpyt directly m’ =
my + my and 7’ = #iy + fi; we obtain a ciphertext of the form ¢'(1+ /N, hf (1 +
m'xN)(1 + m'N) for a randomly chosen t € Z3,. Clearly, ciphertexts com-
puted with BCP.EvalSum are indistinguishable in an information-theoretic sense
from freshly encrypted ciphertexts. Indeed, by the rerandomization of the ci-
phertext obtained with a fresh random value #/, due to the fact that QRpp is a
cyclic group, a random distribution is inducted on the computed ciphertexts,
just like the distribution of the freshly encrypted ciphertexts.

* In BCP.EvalScal the ciphertext corresponding to « - m and « - 771 is of the form
g (14 amN)g" , h* (1 + axiiiN) (1 + amN)h" for a randomly chosen 1’ € VASY
While if we encrpyt directly m’ = a - m and i’ = « - i1 we obtain a ciphertext of
the form g'(1 + 7i’'N), h* (1 + xi'N) (1 4 m’N) for a randomly chosen t € Z3,.
Clearly, ciphertexts computed with BCP.EvalScal are indistinguishable in an
information-theoretic sense from freshly encrypted ciphertexts. Indeed, by the
rerandomization of the ciphertext obtained with a fresh random value 7/, due
to the fact that QR 2 is a cyclic group, a random distribution is inducted on
the computed ciphertexts, just like the distribution of the freshly encrypted
ciphertexts.

O]

Anamorphism

In the following theorem we prove that the scheme is anamorphic according to Def-
inition 18.

Theorem 15. If DCR on QRyq holds then BCP cryptosystem equipped with the anamor-
phic triplet aBCP given in Fig. 4.24 is an anamorphic encryption scheme. Namely, for any
PPT distinguisher D that distinguishes RealGgcp from AnamorphicG,gcp there exists an
adversary I8 such that

AdVEE apcpp(A) < Advg(A).



62 Chapter 4. Novel Constructions

Proof. To prove the theorem we show that for every PPT adversary D the games
RealGgcp and AnamorphicG,gcp are indistinguishable, assuming DCR on QRpp2. Let
p = poly(A) be the number of queries made by D.

We prove these through the following hybrid games:

Ho: The regular RealGgcp.

Hi: As Hp but encryption queries are answered replacing A and B with A’ = A -
(14 7iN) mod N2 and B’ = B - (1 + x/iiN) mod N?, where x is the secret key.

Hy: The regular AnamorphicG,gcp in which the generator g contained in the public
key is computed as an N-th residue.

Lemma 25. Ho £ Hy. Namely, for any distinguisher D; it holds that

Advg(i’Hl (A) = |PI' [HO(/\/ Dl) = 1] —Pr [Hl(/\, Dl) = ]_”
=0.

Proof. The two games are indistinguishable in an information-theoretic sense. The
difference between the two games is that in H; each part of the ciphertext is mul-
tiplied by a different group element. Since the group QRyq is a cyclic group, it
follows that both elements can be rewritten in terms of g and h but with a differ-
ent randomness. Namely, let A’ = A(1 + #7iN) mod N? = ¢’(1 + #iiN) mod N? and
B’ = B(1+ x#iiN) mod N? = h'(1+ #ixN)(1 4+ mN) mod N? = ¢¥" (1 + #mxN)(1 +
mN) mod N2, we can write ¢4 = (1 + N) mod N? and ¢"* = (1 + mxN)(1 +
mN) mod N2. It holds that A’ = ¢"4™" mod N2, B’ = ¢"*** mod N?. Since g, x and
r are all random element it follows that A’ and B’ in H; are distributed exactly as A
and B in Hy. O

Lemma 26. Assume that the DCR on QRyp assumption holds, then Hy is indistinguishable
from Hy. Namely, for any PPT distinguisher D, that distinguishes Hq from Hy there exists
an adversary B such that

Advglz'Hz(A) .= |Pr[Hi(A, D2) = 1] — Pr[Ha(A, Do) = 1]|
< AdvER(M).

Proof. To prove that H; is indistinguishable from Hy we construct a distinguisher B
for the DCR on QRp2 problem using the distinguisher D, for the two games. Note
that H; differs from H, in how u; and v are computed. The pseudocode of B is given
in Fig. 4.25.

Now note that if g is a random element in QRy2, when D, makes a query he
receives a ciphertext computed as in Hi. So, we can state that Pr[Hi(A, D) = 1] =
Pr {DCR%(A) = 1}. In case g is an N-th residue, when D, makes a query he re-
ceives a ciphertext computed as in Hy. So, we can state that Pr[Hy(A, D) = 1] =
Pr [DCR%(A) = 1}.

So, if DCR on QRp2 holds the two games are indistinguishable, indeed we have
proved that Advglz’Hz(A) < AdvBR(A). O

The proof of the theorem follows directly from the bounds obtained in the previ-
ous lemmas. ]
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B(N,g)
x <% [1,0rd(G)]
h + ¢* mod N?
apk < (N, g,h)

1:
2
3
4: ask < x

5: dk <« x

6: Whenever D;(apk, ask) makes a query, Vi € {1,..., p} compute:
7 r%Zy

8 A« ¢'(1+ 7iN) mod N?

9: B+ W (1+mxN)(1+ mN) mod N2

10 : Answer to D, with the ciphertext (A, B)

11: return D,’s output

FIGURE 4.25: B reducing a distinguisher D, for Hy, H, to DCR.

Asymmetric

In the following theorem we show that the scheme also satisfies the property of being
Asymmetric (Definition 24).

Theorem 16. If DCR holds then the Anamorphic Encryption BCP equipped with the Anamor-
phic Triplet aBCP given in Fig. 4.24 is an Asymmetric Anamorphic Encryption. Namely,
for any PPT distinguisher D that distinguishes games AsyAnam-IND-CPAscp (A, D) and
AsyAnam-IND-CPAlgcp (A, D) there exists an adversary B such that

AdVISERA™(A) < 2 Advg“R(A).

Proof. To prove the theorem we show that for every PPT adversary D the games
AsyAnam-IND-CPAJgp 1(A) and AsyAnam-IND-CPA g p 1 (A) are indistinguishable,
assuming DCR.

We prove these through the following hybrid games:

Ho: The regular AsyAnam-IND-CPAgBCPID game.

Hi: As Hobut g +* QRpp2.

Ho: As Hj but 715 is encrypted.

Hs: The regular AsyAnam-IND—CPAiBCP,D game.
Lemma 27. Assume that the DCR on QRyp2 assumption holds, then Hy is indistinguishable
from Hq. Namely, for any PPT distinguisher Dy that distinguishes Ho from Hy there exists
an adversary B such that

Ho,H — _ _
Advp "t (A) == [Pr [H1(A, D1) = 1] — Pr[Ha2(A, D) = 1]
< AdvER(A).

Proof. To prove that Hy is indistinguishable from H; we construct a distinguisher B

for the DCR problem using the distinguisher D; for the two games. The pseudocode
of B is given in Fig. 4.26. p = poly(A) is the number of queries made by D;.
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B(N,g)
x <% [1,0rd(G)]
h + ¢* mod N?
apk < (N, g,h)

1
2
3
4: ask < x

5: dk < x

6: Whenever Dj(apk, ask) makes a query (m, g, 1), Vi € {1,..., p} compute:
7 r<®Zy

8 A < ¢"(1+7iigN) mod N?

9: B« W(1+xmigN)(1+ mN) mod N?

10 : Answer to D; with the ciphertext (A, B)

11: return D;’s output

FIGURE 4.26: B reducing a distinguisher D; for Hy, H; to DCR.

Now note that if ¢ is an N-th residue, when D; asks for ciphertexts, it will re-
ceive back an encryption of (m, fip) as in Hp. So we have that Pr[Ho(A, D;) = 1] =

Pr [DCR%(A) = 1]
In case g is a random element in QRy2, when D; asks for ciphertexts, it will
received back an encryption of (m, i) as in Hy. Therefore Pr[Hi(A,Dp) =1] =

Pr [DCR%()\) = 1} . So, if DCR holds, the two games are indistinguishable. Indeed
we have proved that Advg(i’H1 (A) < AdVECR(Q). O

Lemma 28. Hy £ Hy. Namely, for any distinguisher D, it holds that
Advi (M) == |Pr[Hi(A, D2) = 1] — Pr [Ha(A, Dy) = 1]|
= 0.

Proof. In both hybrids the resulting ciphertext is composed by two random elements
in QRyp. Since the group is cyclic it follows that changing 77 for 7117 does not affect
the distribution, resulting in the same distribution in both cases. O

Lemma 29. Assume that the DCR on QR yq2 assumption holds, then Hy is indistinguishable
from Hs. Namely, for any PPT distinguisher D3 that distinguishes Hy from Hs there exists
an adversary B such that

AdviR ™ (M) = |Pr[Hy(A, D3) = 1] — Pr [Hs(A, D) = 1]|
< AdvER(A).
Proof. The proof is exactly the same as the one of Lemma 27.

The proof of the Theorem follows from previous lemmas.

4.3.5 Gentry-Sahai-Waters

In this section we show that the fully homomorphic encryption proposed by Gentry,
Sahai and Waters [GSW13] can be turned into an anamorphic scheme retaining the
homomorphic properties.
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First let us recover some notation from the original paper: 2¢ is the vector of
powers of two (1,2,...,2¢71). G; ! is the bit decomposition operations, i.e. G, '(x) =
(xo,...,x¢_1) such that x = xo +...27'x,_;. This is extended to vectors by con-
catenating all decompositions and to matrices by applying it row-wise. Thus for
any A € ZZ'N , we have G, 1(A) € Zg’m . G, is the inverse operation, such that
Gr(xo, ..., xp_ 1) =x0+ ...+ nglxg,l. As before this is extended to matrices acting
row-wise. ® is the Kronecker product, such thata® b = (a;b,...,a,b). We write
(v, M) to append the vector v to the matrix M column-wise.

Given the above definitions we recall three main properties from [GSW13]:

Proposition 2. Forany A € Z,Z;I'”g, beZ], Ce Z)" then:
1. Gyisalinear map,i.e. G,(A1 + Az) = Gr(A1) + G,(Az).
2. G;YA)- (b®2f) = Ab
3.C-(b®2") = G,(C)-b = G HG,(C)) - (b®2").

We are now ready to recall the GSW encryption scheme, with a full description
appearing in Fig. 4.27. Regarding the parameters used, n, N, g, x are chosen so that
LWEN 1,4,y is hard, with n being the lattice dimension, N the number of LWE sam-
ples, g the modulus and x the error distribution. To guarantee security [GSW13]
further requires N > 2nlog, q. Finally, ¢ := [log,q| +1and k :=n - (.

GSW.Gen(A) GSW.Enc(pk, m)
10 BSZY" e S zi e« S )N 1 RS {0, 1}V
2: b+« Bt+e /IWEsample 2: C+ G;loG, (m-Iy+ G 1(RA))
3: A+ (b,B) 3: returnC
4: s+ (1,—-t)
5: ves@2f GSW.Dec(sk, C)
6: return (pk,sk) < (A,v) 1: if Cv = mv + ¢’ with suitably short e’:
2: Extract m as in [GSW13; MP12]
3: return m

FIGURE 4.27: Original GSW fully homomorphic encryption scheme.

Anamorphic construction

We now present our anamorphic version of GSW as described in Fig. 4.27. The main
idea in the original scheme is to encrypt m as the eigenvalue of a secret approximate
eigenvector v. In our anamorphic construction we modify the public parameters
generation so that a ciphertext C can be created with two secret approximate eigen-
vectors vy, vp. Specifically C will satisfy Cvq = mv; + €| with m being the regular
message, whereas Cv, = 7iiv, + €} with 77 being the anamorphic message. A full
description of the scheme is presented in Fig. 4.28.

Note that the matrices P;, P, described in line 2 can be computed in any modulus
g (not necessarily prime) and without knowing v,. An examples of such pair can be
based on the fact that by construction vi = (1,v1) and v, = (0,v7):

Pivi = 1-vi+ Qg qv1 = vy

Py = (v, Qpp =
! ( 1% Sk 1) {P1V2 = 0~V1—|—Qk’k71AV/2 = 0.
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aGSW.Gen(A) aGSW.Enc(apk, dk, m, i)
1: B«$Sz)"? 1: R«%{0,1}0N
2: 4 P2 b Szl

N

Compute P, P, € Zlq{’k such that:

3: Sample errors ey, ey < xN 3: P«

4: b2<—§t2+e2andB<—(b2,§) 4: P"V]‘E(]fori#j

5: by« Btj+e 5: C'« mP, + 7P, + G, (RA)

6: A<« (by,B) 6: C+ G, 1oG,(C"

7: 51 (1,—t) 7: return C

8: sy« (0,1, —t)

91 vy s @2 aGSW.Dec(dk, tk, C)

10: vy sp®2f 1: if Cvy = vy + €' with suitably short e:
11: apk <+ A, ask < vy 2: Extract i as in [GSW13; MP12]

12: tk < vy, dk < v 3: return i

13: return (apk, ask, tk, dk)

FIGURE 4.28: Anamorphic Triplet for the GSW scheme.

Where ), N € Z;’N is the zero matrix. Given P; we can then set P, = Iy — P;.

Homomorphic properties

First we observe that even in anamorphic mode the scheme remains homomorphic
using the same argument from the original paper. Indeed, given C, C encryptmg in
anamorphlc mode m, 71 then by correctness Cvy, = mvy +e and Cvz = mvy +e. Thus
C+Cisan encryption of m + 7 and the product c-C encrypts m - i assuming that
the resulting errors, respectively e + € and 7ie + Ce, have low norm.

Despite preserving the homomorphic properties, the scheme is not strongly ho-
momorphic for our definition of strong homomorphism. This holds because to make
homomorphic operations results in adding noise to the ciphertext. Given an un-
bounded adversary, this can break the LWE assumption, finding the secret s, and
then distinguish the distributions of ciphertexts. For this reason, only a weaker defi-
nition of strong homomorphism can be proven for aGSW, assuming the hardness of
LWE problem. That is, aGSW can be proven strongly homomorphic with respect to
PPT adversaries.

Anamorphism

We finally remark that our proof for Theorem 17 is tight, i.e. our bound on the
adversary’s advantage does not depend on the number of encryption queries.

Theorem 17. If LWEN , 2 4, holds, for parameters satisfying N > nlog, q + 2A/k, then
GSW cryptosystem equipped with the anamorphic triplet (aGSW.Gen, aGSW.Enc, aGSW.Dec)
as defined in Fig. 4.28 is an anamorphic encryption scheme. Namely, for any PPT distin-
guisher D that distinguishes RealGgsw from AnamorphicG,gs\y there exists an adversary
B such that

AV ssw,p (1) < Advg (L) 422277,

Proof. We will prove that the triplet (aGSW.Gen,aGSW.Enc,aGSW.Dec) is anamor-
phic through a sequence of hybrid games:
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Ho: The anamorphic game AnamorphicG,gswy -

Hi: As Hp, but the parameters (apk, ask, tk, dk) are computed through the hybrid
KGen; defined in Fig. 4.29.

Hp: As Hj, but when A requests an encryption of (m, 1), the ciphertext is com-
puted as C <% Ency(apk, dk, m, 7i1), see Fig. 4.29.

Hs: As Hj, but when A requests an encryption of (m, 1), the ciphertext is com-
puted as C <% Encs(apk, dk, m, i), see Fig. 4.29.

Hy: The real game RealGgsw, where the keys are generated with pk, sk <* Gen(A)
and the challenge ciphertext is Enc(pk, m).

KGenq(A) Ency(apk, dk, m, 1)

1 Sz Pz 1: Sample R <% {0,1}<N

2: e ep 54N 2: Compute Pj, P, as in aGSW.Enc given vy
3: B$ Zé\frnfl 3: Sample S «° Zz’n_l

4: by < Bty +eg 4: Compute R < (Re; + St1,S)

5: A<+ (by,B) 5: C+ G;loG, (mP +mP,+ G, 1(R))
6: s1+ (1,—t1),8 < (0,1,—tp) 6: returnC

70 vy 81 @20, vy s5®2° Encs (apk, dk, m, i)

8: apk <+ A, ask < vy

9: tk < vy, dk < vy 1: Sample R <% {0, 1}V

10: return (apk, ask, tk, dk) 2: Compute Pj, P; as in aGSW.Enc given v;

3: Sample S «° Zg’n_l

4: Compute R < (Re; + St1,S)
5: C+ G/ loG, (mly+G;i(R))
6

return C

FIGURE 4.29: Hybrid Key Generation and Encryption for the proof of
Theorem 17. Introduced differences are highlighted.

Lemma 30. Assume that LWE assumption holds, then Hy is indistinguishable from Hj.
Namely, for any PPT distinguisher D1 that distinguishes Hy from Hy there exists an adver-
sary B such that

Adv" (M) := [Pr[Ho(A, D1) = 1] — Pr[Hy (A, Dy) = 1]]

< Advy V()

Proof. For any distinguisher D; we describe an adversary BB breaking LWEN ;2 4 x-
The idea is to simply use the LWE samples as the matrix B and vector b, in the
parameter generation. Remarkably, although B will be unable to compute v;, this
value is unnecessary to produce the challenge ciphertext or the keys observed by
Dy, namely apk, ask. A full description of B appears in Fig. 4.30 for completeness.
By inspection it is easy to observe that when b* is randomly sampled, then B ~
U(Zé\] ") and in particular B perfectly simulates H;. Conversely, if b* = A*t+ e with

t~ U(ngz) and e ~ xV, then (A, vy, C) are distributed as in Hy. We thus conclude

that Advi?™ (1) < Advy "% (1) which is negligible if LWEn 2,4, is hard. O
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B(A*,b*)

I Note A* € Z}" * and b* € ZN

Set B + (b*, A*) as the column-wise concatenation
Sample t; % Zg‘_z and e; % xN
Set by < Bt; + e and A < (by, B)
s1 ¢ (1, —t) and vq « s; ®2¢
Set apk +— A, ask < v and execute D; (apk, ask)
when D; queries an encryption of (m, ):
Compute P;, P, as in aGSW.Enc using v;
Sample R +% {0,1}5N
C + G, 1o Gy (mPy + P, + G H(RA))
Send the challenge ciphertext C to D
12: when Dy — b: return b

O 0 N O U ok W N -

_ =
=)

FIGURE 4.30: B reducing a distinguisher D; for Hp,H; to
LWEN 1—2,4,x-

Lemma 31. Hy £ H,. Namely, for any PPT distinguisher D, it holds that

Advi2 (1) := [Pr [Hy(A, Dy) = 1] — Pr[Hy(A, D2) = 1]
— 27()\71)

Proof. This part is based on the Leftover Hash Lemma (Lemma 1).

Let p be an upper bound on the number of queries a distinguisher between Hy, Hp
would make. Then we will use this bound to show that, using the same notation as
game H; and H»

A ((B, (R:B,Rie1)"_,), (B, (Si,Rier)!_,)) <2~

where R; and S; are the random matrices sampled to compute the i-th challenge
ciphertexts in the two games. In this direction we first point out that Zé\[ =1 s an
almost universal hash function family from {0, 1}*N to Zg’”*l for any modulus 4.
In particular, the entry-wise application of B to a vector of matrices in ({0, 1}¥N)? it
also a universal hash to (Zg’”_l)l" . Next we bound the conditional min-entropy of R;
given R;eq:
Heo(Ri|Rie1) > Heo(R;) — Heo(Rjer)
> Hao(R,) - log, |Z
> kN —klog,q = k(N —log,q).

Because all R; are sampled independently we can then bound the conditional min-
entropy of (Ry,...,Ry) given (Ryey,...,Ryeq) as

Heo (R)!_[(Rie1)! ;) = Y Heo(Ri|Rie;) > pk(N —log, q).
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The leftover hash lemma can then be applied because

log, ‘(Z’q"”_l)p‘ = pk(n—1)log,q <
< pk(N —log,q) —2A < Heo((Ri)!_;|(Rie1)?_;) —2A

where the first inequality follows as we assumed N > nlog, g +2A/k. Now that we
proved the above statistical distance to be small, it is easy to observe that

A ((B,ty,e1, (RiB,Rie1)! ), (B, ty, ey, (Si, Rier)! ;) < 2741

as t; is independent from the other variables and e; conditioned on R;e; follows the
same distribution in both vectors. Finally, as the messages produced in Hy, H; are
deterministic functions of these random variables, we conclude the two games to be
statistically close. O

Lemma 32. Hy £ Hs. Namely, for any distinguisher Ds it holds that

Advi™ (1) := [Pr[Ha(A, D3) = 1] — Pr[Ha(A, D3) = 1]]
=0.
Proof. To show that the two distributions are the same, we observe that one can be
obtained from the other up to applying a linear (bijective) map on S. We begin by
observing that the matrix G,(mP; + mP, — mly) is of the form (Spt;, So) for some
So € t. This hold because
(mP1 4 P, — mIN)v1 = mvi+0—mvy = 0.
= G.(mPy +iiP, — mly)s; = (mP, + P, —mly) - (s1®2°) = 0

where the third equality uses Proposition 2. Moreover any matrix M such that
Ms; = 0is of the desired form because, calling M = (u, Sp)

Ms;=0 = 0= (u, 50)(1, —tl) = u-— Soty = u= St;.

To conclude we show that replacing S — S — Sy in the encryption algorithm in Ho,
produces the distribution in Hs.
C=GloG, (mPl + 7P + G (R — (Soty, so)))
= G, ' (G, (mP, + iiP;) + R — (Sot1, So))
= G/ (Gr (mly) + Gy o G;l(R))
= G, ' oG, (mIy+ G,(R))

where the first equality follows by the linearity of G,, the second again by the lin-
earity of G, and since (Sot1,S0) = G,(mP; + mP,) — G,(mly). The third equality
instead uses the fact that G, o G, Lis the identity function. As the distribution of S
and S — Sy is identical for S ~ U(ZS’”_l) we conclude that H,, H; follow the same
distribution. ]
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Lemma 33. Hz & Hy. Namely, for any PPT distinguisher Dy it holds that

Adv%i'”‘*(A) := |Pr[H3(A, Dy) = 1] — Pr[Ha(A, Dy) = 1]

Proof. The proof is identical to the one for the case H; & H,. Using the same no-
tation for p, R; and S;, we can argue using the Leftover Hash Lemma that the two
distributions

(B, (RiB, Rie1)_;), (B, (Si, Rier)i_;)

are statistically close. This further implies that the random variables
(B/ tl/ €1, (RiB/ Riel)le) s (B/ tl/ €1, (Si/ Riel)zpzl)

are statistically close. Finally, in H3 the keys sent to the adversary are apk = A =
(by, B) with B ~ U(Zé\]’"_z) and b = Bt + ey; ask = (1, —t1). Thus the views in the
two games are obtained applying the same deterministic function on the two vectors
above. We conclude Hz and Hy are statistically indistinguishable. O

The proof of the theorem follows directly from the bounds obtained in the previ-
ous lemmas. O

Asymmetric

With the following theorem we show that the scheme also satisfies the property of
being Asymmetric Anamorphic (Definition 24). We only give a sketch of the proof
since it is very similar to the proof of anamorphism.

Theorem 18. If LWEy 1, holds, for parameters satisfying N > nlog, g + 2A/k, then
GSW cryptosystem equipped with the anamorphic triplet (aGSW.Gen, aGSW.Enc, aGSW.Dec)
as defined in Fig. 4.28 is an Asymmetric Anamorphic encryption scheme. Namely, for any
PPT distinguisher D that distinguishes the game AsyAnam-IND-CPA <\, (A, D) from the
game AsyAnam-IND-CPA o\ (A, D) there exists an adversary B such that

LWEN 12,0,

Adv?éé‘\j‘\;‘,%m(/\) < 2-Advg (A) +2-(-D),

Proof sketch. The proof proceeds in the same way as the one for Theorem 17. The
theorem is proved showing indistinguishability of the following hybrids.

Ho: The regular AsyAna m—IND—CPAgGSW/D game.

Hi: As Hp, but the parameters (apk, ask, tk, dk) are computed through the hybrid
KGen; defined in Fig. 4.29.

Hz: As Hj, but when A requests an encryption of (m, g, 1), the ciphertext is
computed as C VA Ency(apk, dk, m, i1g), see Fig. 4.29.

Hs: As Hj, but when A requests an encryption of (m, g, 1), the ciphertext is
computed as C VA Encs(apk, dk, m, i1y), see Fig. 4.29.

Hi: As Hp, but when A requests an encryption of (m, g, 1), the ciphertext is
computed as C VR Ency(apk, dk, m, 7).

Hs: The regular AsyAna m—IND-CPA;GSW,D game.
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The proofs for Hy ~ H; and Hy & Hs are the same as the one for Lemma 30.

H; & Hy and Hy 2 Hj follow from Lemma 31 and Lemma 32. Hz £ Hy follows
for the same reason as Hy £ Hj since the proof is independent of the anamorphic
message. O

4.3.6 Regev

The same strategy used in the previous section can be used to obtain an anamorphic
instantiation of Regev encryption scheme [Reg(09]. We recall the Regev encryption
scheme in Fig. 4.31. Regarding the parameters used, N, n,q, x are chosen so that
LWEN 4,y is hard, with N being the lattice dimension, n the number of LWE sam-
ples, g the modulus and yx the error distribution.

Reg.Gen(A) Reg.Enc(pk, m)

1: s 5271 1: r«%{0,1}N

5 A<—$Z,§\J” 2: 1+ (m0,...,0) € {0,1}"*!
31 e SN 3: ¢+ PTr+ |1|/mmodyg

4: b<+ As+emodg 4: returnc

5: P+ (b,—A)

6: pk P Reg.Dec(sk, )

7: sk s 1: m%[ZM&}modZ
8: return (pk,sk) 2. return m

FIGURE 4.31: Regev encryption scheme.

Regev PKE is also a linearly homomorphic scheme. We next give the two algo-
rithms EvalScal and EvalSum used to perform multiplications and sums respectively.
The elements c,c; and c; are elements in the ciphertext space, while « is a constant
in the message space. The operations can be performed only until the noise does
not increase too much, otherwise decryption will be incorrect. There exist variants
of the following algorithms that allows the error to increase by less. Our purpose
is only to show the feasibility of homomorphism, this is why we do not show those
algorithms.

Reg.EvalScal(pk, c, a) Reg.EvalSum(pk, c1, ¢2)

1: 7 «9%{0,1}N 1: 7 % {01}V
2: ¢« ac+ PTY 2: 4y +c+ PTY
3: return ¢’ 3: return ¢

Anamorphic Construction

In this case we don’t provide an anamorphic extension but rather an anamorphic
triplet. The reason is that, to decrypt anamorphic ciphertexts, the scheme relies on
a trapdoor tk that has to be created at key generation time as happens in regev. The
anamorphic triplet aReg = (aReg.Gen, aReg.Enc, aReg.Dec) is specified in Fig. 4.32.
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aReg.Gen(A) aReg.Enc(apk, dk, m, )

1: s <% z 1: r+9%{0,1}N
2: sy <9 Zg—l 2: i+ (m,m,0,...,0) € {01}
. T 9| 7
3. Ao Zé\](nfl) 3: ¢4 P'r+[5]mmodq
i epe S XN 4: returnc
51 by Asytemodq  pae Dec(tk, ask, ¢)
6: A<+ (by,—A) _ (c,(0,1,57)) mod
1: ¢ [23e0R2)) O d2
7: by Asyi+e " L q —|m0
§: P+ (b, —A) 2: returnm
9: apk<«+ P
10 : ask < s7
11: dk < s

12: tk<+ sy
13: return (apk, ask, dk, tk)

FIGURE 4.32: Anamorphic Triplet aReg.

Homomorphic properties

Addition of plaintexts (both regular and anamorphic ones) is done using Reg.EvalSum
as in regular Regev. Indeed, let c; and c; be the anamorphic ciphertexts correspond-
ing to (my,my), (my, My). Let m; = (m;,m;,0,...,0),i € {1,2}, then

Reg.EvalSum(apk, c1, c2) = PTry + gJ iy + PTry + gJ iy + PT7
setting t = r1 +ro+ 1 ,m" = my +my,m'" = iy + iy and consequentially m' =
(my + my, iy + 12,0, ..., 0), this becomes:

Reg.EvalSum(apk, c1,¢) = PTt + EJ "

which is distributed as a fresh output of aReg.Enc(apk, dk, my + my, ity + iiz).

Similarly, multiplication by a scalar « is done using Reg.EvalScal as in the base
scheme. Let ¢ be the anamorphic ciphertext corresponding to (m, i71). Then

Reg.EvalScal(apk,c, &) = a(PTr + gJ i) 4+ PTv
We can rewrite the previous equation setting t = ar +v',m' = a - m, ' = a - ii:

Reg.EvalScal(apk, c,a) = PTt + {gJ m’

which is distributed as expected.

aReg is not strongly homomorphic for our definition of strong homomorphism.
This holds because to make homomorphic operations results in adding noise to the
ciphertext. Given an unbounded adversary, this can simply break LWE, finding the
secret s, and then distinguish the distributions. For this reason, only a weaker def-
inition of strong homomorphism can be proven for aReg, assuming the hardness of
LWE problem. That is, aReg can be proven strongly homomorphic with respect to



4.3. Homomorphic Anamorphic Encryption 73

PPT adversaries.

Anamorphism

In the following theorem we prove that the scheme is anamorphic according to Def-
inition 18.

Theorem 19. If IWEN 1,4,y holds, for parameters satisfying N > nlog, q, then Regev
cryptosystem equipped with the anamorphic triplet (aReg.Gen, aReg.Enc, aReg.Dec) as de-
fined in Fig. 4.32 is an anamorphic encryption scheme. Namely, for any PPT distinguisher
D that distinguishes RealGreg from AnamorphicG,g.g there exists an adversary I3 such that

LWEnN »1
v Mn—=1,q,x

A g (1) < AV (1) 42270

Proof. We will prove that the triplet (aReg.Gen, aReg.Enc, aReg.Dec) is anamorphic
through a sequence of hybrid games:

Ho: The anamorphic game AnamorphicG,geg-

Hi: As Ho, but the parameters (apk, ask, tk, dk) are computed through the alterna-
tive aReg.Gen; procedure, Fig. 4.33.

Hy: The real game RealGreg, where the keys are generated with pk, sk 5 Reg.Gen(A)
and the challenge ciphertext is computed through Reg.Enc(pk, ).

aReg.Geny(A)

1: Sl<—$Zg

2: syt zZp!
eq <—$ )(N

A 5 zZhn

by < As; + ¢

P« (bl, —A)

apk < P

ask < s1

dk < s9

10: tk<+ sy

11: return (apk, ask, dk, tk)

O 0o N O UG = W

FIGURE 4.33: Alternative aReg.Gen; procedure.

Lemma 34. Assume that LWE assumption holds, then Hy is indistinguishable from Hj.
Namely, for any PPT distinguisher Dy that distinguishes Hy from Hy there exists an adver-
sary B such that

Advi" (M) == [Pr[Ho(A, D1) = 1] — Pr[Hy(A, D) = 1]]

Proof. For any distinguisher D; we describe an adversary B breaking LWEN ;;—1,4,x-
The idea is to simply use the LWE challenge (A*,b*) as the matrix A and vector by



74 Chapter 4. Novel Constructions

in the parameter generation. Remarkably, although B will be unable to compute tk,
this value is unnecessary to produce the challenge ciphertext or the keys observed
by D;, namely apk, ask. A full description of B appears in Fig. 4.34 for completeness.

B(A*,b*)

11 A+ A*

2: by < b*

3: A<+ (by,—A)
4: s 9 Zg
N

e 8 X
by < Asy + e

P < (by,—A)

apk < P

ask < s

10: dk < s

11: Run D;(apk, ask)

12: Whenever D; makes a query (m, i11):

O o N o G

13: Compute c <% aReg.Enc(apk, dk, m, i)
14 : Give c to D;
15: return D;’s output

FIGURE 4.34: B reducing a distinguisher D; for Hgp,H; to
LWEN 1,4,

By inspection it is easy to observe that when b* is randomly sampled, then A is
a random matrix in Zé\] " and in particular B perfectly simulates H;. Conversely, if

b* = A*t+ e with t <9 ngl and e «+* xYN, then A and c are distributed as in Hy,

so B perfectly simulates Hy. It follows that Advg?’H1 (1) < Adv]l;WEN’”’l’q”‘ (A) which is

negligible if LWEy ;14,5 is hard. O
Lemma 35. H; £ Hy. Namely, for any distinguisher D, it holds that

Advglz’Hz(A) := |Pr[H1(A, D2) = 1] — Pr[Hy(A, D7) = 1]
<2.2-(A-1),

Proof. We need to prove that the ciphertexts distribution in the two games are sta-
tistically close. In order to do this we focus on the only part that differs in the two
ciphertexts, i.e., the part affected by the matrix A. Namely, we prove that

A(=A, —ATri+m'); (—A, —ATr;)) <271

for r; <% {0,1}N and %' = (,0,...,0) € {0,1}"1. It is easy to observe that
when 711 = 0 the two distributions are exactly the same, hence the statistical distance

between them is 0. Let consider the case in which i = 1. Let X := —ATr; + vy,
where vi = (1,0,...,0) € {0,1}""L. This implies X —v; = —ATr;. Let Y := U(Zé‘]),



4.3. Homomorphic Anamorphic Encryption 75

it holds that

AX;Y) = |Pr[X =a] —Pr[Y =«f|

N
zerq

N[ =

< |Pr(X—vi=a—1]-Pr[Y=a—1]]

N
zerq

N =

+% Y |Pr[Y=a—1]—Pr[Y =4

a€ZY
=AX—-vy;Y)
S 2—(/\—1)

where the last inequality simply follows from the Leftover Hash Lemma (Lemma 1)
and from the fact that N > nlog,q. Now we can bound the statistical distance
between the ciphertexts produced by the two distributions. Namely,

AX X —vi) SAXY)+AX —vy;Y) <2270,

The theorem follows from the previous lemmas. O

Asymmetric

With the following theorem we show that the scheme also satisfies the property of
being Asymmetric Anamorphic (Definition 24). We only give a sketch of the proof
since it is very similar to the proof of anamorphism.

Theorem 20. If LIWEN 1,4,y holds, for parameters satisfying N > nlog, q, then Regev
cryptosystem equipped with the anamorphic triplet (aReg.Gen, aReg.Enc, aReg.Dec) as de-
fined in Fig. 4.32 is an Asymmetric Anamorphic encryption scheme. Namely, for any PPT

distinguisher D that distinguishes the game AsyAnam—IND—CPAgReg(A, D) from the game

AsyAnam—IND-CPAiReg()t, D) there exists an adversary BB such that

AdVIZZET () < 2+ Advg" 1 (1) 274,
Proof sketch. The proof proceeds in the same way as the one for Theorem 19. The

theorem is proved showing indistinguishability of the following hybrids.
Ho: The regular AsyAnam-IND-CPAgReg,D game.

Hi: As Hp, but the parameters (apk, ask, tk, dk) are computed through the modified
aReg.Gen; procedure, Fig. 4.33.

Ho: As Hj but 715 is encrypted instead of 7.
Hs: The regular AsyAnam-IND—CPAlRegID game.

The proof for Hy = Hj is the same as the one for Lemma 34. The same holds for
the proof of Hy & Hs. The indistinguishability of H; from H; follows from the fact
that the ciphertext in both hybrids hides information theoretically the anamorphic
message. This follows from the fact that the distribution of a ciphertext regarding
the anamorphic message in H; and in H, is statistically close to uniform, as shown

already through the proof of Lemma 35. O
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Chapter 5

Impossibility of black-box
constructions

5.1 Introduction

In the previous chapter we have seen how to build AE in different flavors. All of
the proposed construction strongly rely on some special property of the PKE, e.g.
to be an hybrid encryption scheme, or exploit the inherent mathematical structure
of it, e.g. in the case of CS-lite, BCP and GSW. In the literature some exceptions are
present, such as the rejection sampling scheme from [PPY22]. In this construction
the underlying PKE is treated as a black-box and the security of the anamorphic
construction relies only on the semantic security of the PKE. Instantiations like this
one are preferable because of its being generic and PKE-agnostic.

In this chapter we revisit the question of studying generic constructions of Anamor-
phic Encryption scheme from PKE making progress on this question in several di-
rections. The starting point is to realize that the rejection sampling scheme (RS) is
actually insecure when applied to a (admittedly contrived, but still IND-CPA) PKE.
Thus, RS does not generically realize AE. We then show that the realization of generic
constructions is subject to limits and it is more convoluted than anticipated by pre-
vious works.

The following results are taken from [CGM25].

5.1.1 Owur results

In what follows we discuss the intuitions and technical challenges underlying the
results from this chapter, simplifying where necessary to aid intuition. Throughout
this section, AT = (AT.Gen, AT.Enc, AT.Dec) will be an anamorphic triplet turning
any PKE into an AE.

Impossibility of black-box constructions

We first give a counterexample to the rejection sampling construction in order to
build up our idea for the impossibility and then we expose the general result.

Revisiting rejection sampling AE. Our first step is to construct an artificial PKE
which, in spite of being IND-CPA and correct, does not give rise to a secure AE
when RS (presented earlier) is applied to it. The main idea is to introduce an hard
to find weak message, i.e., a message with few associated ciphertexts. We start with
a PKE (E.Gen, E.Dec, E.Dec) with exponential message space M, an injective OWF
F: M — {0,1}* and a small set B disjoint from the PKE ciphertext space.
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Our weakened PKE (E.Gen*, E.Enc*, E.Dec*) works as follows. E.Gen™ first runs
E.Gen to get pk, sk, then it samples a random message m* from M and sets y* <
F(m*). The public key pk* is (pk,y*) and the secret key sk* is (sk,m*). E.Enc" is as
E.Enc for all messages m except if F(m) = y*, in which case it outputs a random
string in B. Finally, E.Dec” runs as E.Dec for all ciphertexts not in B, while in this
latter case it outputs m*.

It is easy to show that, given that M is exponentially large, the scheme is IND-CPA
if so is the underlying PKE. However regular and anamorphic modes are easily
distinguished. Indeed, an adversary holding ask could query the challenge oracle
for encryptions of (m*,0) and (m*,1), respectively ¢y, c;. In regular mode, both ci-
phertexts will collide with probability 1/|B|, which is significant. In anamorphic
mode instead, collisions almost never happen due to correctness, as f(co) = 0 and

fr(e1) = 1.

Impossibility of stateless black-box AE. Building from the counterexample illus-
trated above, we prove that black-box Anamorphic Encryption is impossible to real-
ize.

We start by describing an ideal public key encryption E = (E.Gen, E.Enc, E.Dec),
based on truly random permutations specifying the key generation and encryp-
tion/decryption behavior. In our case, this is further augmented with a mechanism
to (artificially) introduce weak messages given the secret key, i.e. with few associ-
ated ciphertext as before. The resulting scheme is provably IND-CPA. Therefore, a
black-box AE has to be secure when applied to it.

To reach a contradiction then, it suffices to provide an attack against the resulting
scheme. We proceed as before. Given a “weak” message m”*, the attacker asks (sev-
eral) encryptions for (m*,0) and (m*,1). As before, these have a significant chance
of colliding when using the regular encryption scheme. In anamorphic mode, on
the other hand, correctness of AT.Enc and the fact that it is stateless implies that a
collision occurs with significantly lower probability.

In order for this simple argument to go through, however, one has to make sure
that the anamorphic encryption procedure does not realize m* to be weak!. A crucial
step in our proof consists in showing that, when there are sufficiently many (but still
polynomially many) ciphertexts associated to m*, AT.Enc cannot distinguish weak
messages from regular ones too often.

Finally, note the above attack only works against stateless anamorphic schemes.
In such cases indeed correctness should prevent encryptions of (m*,0) and (m*,1)
to collide. This is remarkably not the case for stateful constructions. Indeed in that
case the two ciphertexts would be allowed to collide, as they will later be decrypted
with different states. This is the reason why the generic construction in [Ban+24]
does not contradicts our result.

Overcoming impossibility

Next we consider the question of whether powerful non-black-box techniques such
as NIZKs, garbling or iO can be used to overcome our results so far.

Our first answer for AE is negative. We show that a large class of general non-
black-box techniques would not be useful here. Towards this goal we begin by tar-
geting a very powerful primitive, called Verifiable Virtual Black Box Obfuscation (VO),

"n principle, AT.Enc could try to encrypt m* several times looking for collisions. If this occurs, it
could then ignore the covert message and simply output a (regular) encryption of m*. Such a behavior,
while affecting correctness, would fool our distinguisher.
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which is an extension of verifiable obfuscation from [Bad+16] and subsumes all the
above techniques. Informally, this, along with regular obfuscation, further allows
verifying a given predicate P of the obfuscated circuit C, with P chosen by the ob-
fuscator.

Next, we study anamorphic triplet defined relative to PKE oracles and to ideal
VO oracles. We take this route because, informally, we cannot "obfuscate the PKE
oracles". In other words, obfuscation does not relativize. Our ideal VO, instead, can
take as input circuits with PKE gates, obfuscate them by simply assigning random
labels, and later evaluate them through the PKE oracles. This is a well-known ap-
proach, an example can be found in [Gar+18, Section 4] to model garbling relative to
an ideal OWE.

Finally, we show that relative to those PKE and VO oracles, any AE triplet can be
compiled into one that never accesses VO while preserving (semi-adaptive) security.
This is done by letting sender and receiver (relative to the PKE only!) share a PRP
key k and simulate the obfuscator with f;(C). Among themselves they can easily
evaluate and verify by just inverting f. Given an adversary A relative to PKE it can
be lifted to one relative to the PKE and VO by simply not making any VO query.
The result follows by proving that in the two worlds (i.e. with the ideal VO or with
the simulated one) the views are computationally close. Thus obfuscation, as well
as NIZK and garbling, is of no help here.

Achievable weaker definition

Having established that (stateless) AE cannot be realized generically, the natural
question becomes either what security notion can be achieved, or what class of PKEs
do we need to exclude to circumvent the above barrier.

Regarding the latter, we show a sufficient condition to be high min-entropy ci-
phertexts. That is, for any valid key and message, each ciphertexts has (2(A) bits of
min-entropy. In this case we can prove RS to be secure as all produced ciphertexts ¢
are distinct up to negligible probability and the bits fi(c) are computationally close
to uniformly and independently distributed.

About the former, on the other hand, we propose a new definition called semi-
adaptive AE. Informally, this modifies the original notion by letting the adversary
access the secret key only after all the encryption queries are made?. Even though
we don’t have any compelling case use for semi-adaptive AE we believe it could be
used to model security in contexts where an adversary/authority having the power
to force users to surrender their secret key still cannot check their behavior before
some point in time (e.g. before her/his rise to power).

5.1.2 Organization

We first give the main idea and a counterexample to the rejection sampling construc-
tion in Section 5.2.1, then we give the general impossibility result in Section 5.2.2.
Next we discuss how to overcome the impossibility result in Section 5.3. Finally, we
show what is the weaker definition that can be achieved in a black-box for any PKE
in Section 5.4.

2The semi-adaptive name comes from the fact that encryption queries can be asked adaptively after
having seen the public key but cannot depend on explicit knowledge of the secret key. This is reminis-
cent of semi-adaptive security for functional encryption [CW14] where the adversary is allowed to ask
the challenge query after having seen the public key but before making key derivation queries.
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5.2 Impossibility of black-box AE

5.2.1 Counterexample to Rejection Sampling

In [PPY22], along with the definition of Anamorphic Encryption, a supposedly generic
stateless construction based on rejection sampling was proposed. In this section we
recall their construction, and show it to be insecure when applied to an artificially
weakened (but still IND-CPA) encryption scheme.

Given any PKE with public and secret keys (pk, sk), sender and receiver of [PPY22]’s
AE initially exchange a PRF key k acting as the double key. To communicate a bit
i, the sender produces many ciphertexts cy, ..., cy for the regular message m, and
eventually sends the first ¢; such that fi(c;) = . This mildly deviates from the
original, which does not prescribe an exit condition if a proper c is never found. In
particular it only runs (at best) in expected polynomial time>. Here instead we bound
the attempts to ¢ and eventually send a new ¢ <* E.Enc(apk,m) if no desired c;
was found, giving up on correctness. A full description of the triplet RS is given in
Fig. 5.1.

RS.Gen(A) RS.Enc(apk, dk, m, 1) RS.Dec(ask, dk, ¢)
1: (apk,ask) «® E.Gen(A) 1: forie {1,...,0}: 1: return fi(c)
2: k<% PRF.Gen(A) 2: ¢ «9% E.Enc(apk,m)

3: dk <k 3: if fi(c;) = m: return c;
4: return (apk, ask, dk) 4:

return E.Enc(apk, m)
FIGURE 5.1: Anamorphic Triplet RS with & = poly(A) repetitions.

A key requirement for RS to work is the existence of many distinct ciphertexts
linked to m. In other words, E.Enc(pk, m; 1) needs to have high min-entropy given
pk and m. To see why, assume that only poly(A) ciphertexts can be obtained en-
crypting a given m. Then the probability that two regular encryptions of m collide is
noticeable. However, two anamorphic ciphertexts of m with anamorphic messages
0 and 1 collide with negligible probability due to anamorphic correctness. Hence the
two modes would be readily distinguishable.

The issue above should not occur when m is chosen by an adversary who only
knows pk, as such m would allow breaking IND-CPA. However IND-CPA alone can-
not prevent to find it given both pk and sk. This is exactly the setting of the anamor-
phic security game. A counterexample can therefore be built as follows: given any
PKE with exponential message space, we artificially weaken a random message m*.
The public key is extended to contain F(m*) with F an injective one-way function,
and sk is extended with m*. Encryption is the same, except for m* where a ciphertext
is a random element from a polynomially small set B disjoint from the given PKE’s
ciphertext space. Decryption runs either the old decryption or, if ¢ € B, returns m*.
A detailed description is given in Fig. 5.2.

Proposition 3. Given a correct and IND-CPA encryption (E.Gen, E.Enc, E.Dec) with |M| =
Q(2*) and F injective OWF, then the scheme presented in Fig. 5.2 is correct and IND-CPA
secure.

Proof. Correctness follows as F is injective, B is disjoint from the original PKE’s ci-
phertext space, and because of the initial PKE’s correctness.

3Even worse, on some input, the encryption algorithm may never terminate. Looking ahead, setting
|B| = 1 in our counterexample implies this to happen for some message pair (m*, ).
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E.Gen™(A) E.Enc*(pk*,m)
1: pk,sk <% E.Gen(A) 1: Parse pk* = (pk,y*)
20 m* %M, y* « F(m*) 2: if F(m) = y*
3: pk* < (pk,y*), sk* « (sk,m*) 3: return ¢ +° B
4: return (pk*,sk*) 4: else:
5 return ¢ <* E.Enc(pk, m)

E.Dec*(sk*, ¢)

1: Parsesk* = (sk,m*)

2: ifc € B: returnm*
3: else: return E.Dec(sk,c)

FIGURE 5.2: Weakened PKE from any PKE (E.Gen, E.Enc, E.Dec) with
message space M. F : M — {0,1}" is an injective OWF and B a set of
size |B| = poly(A) disjoint from the given PKE’s ciphertext space.

Regarding IND-CPA, let A be an adversary for the weakened scheme. We design
B breaking the original PKE. Informally, on input pk, B samples a random message
m*, computes y* = F(m*) and runs A (pk, y*). Once A returns my, my, it either aborts
if one of them equals m*, or sends them to its oracle otherwise. Upon receiving c, it
forwards the reply to A and eventually returns the same bit A outputs upon halting.
A detailed description of B is given in Fig. 5.3.

BO(pk) :

m* <% M

y* = F(m")

Run A(pk, y*)

(mo, my) % A

if my = m* Vm; = m* then

abort
c <% O(mg,my)
Givecto A
return A’s output

O 0 N N Uk W N -

FIGURE 5.3: Adversary B for the IND-CPA of the original PKE from
adversary A for the IND-CPA of the weakened PKE. O is the encryp-
tion oracle for the IND-CPA game provided to B.

Define Abort as the event in which B aborts before making its oracle query, i.e.,
the event in which mg or m; is a preimage of y*. Using the security of F we show
it to occur with negligible probability. Let C be the following adversary attempting
to invert F: on input y* it generates (pk, sk) with E.Gen, runs A(pk, y*) and, once it
returns (mp, my), checks whether F(mg) = y* or F(m;) = y*. Clearly, C simulates
perfectly the view of A executed by B and it successfully inverts F if and only if B
aborts. Thus Pr [Abort] = Adv,(A) which is negligible because F is an injective OWF.

Finally, if —Abort, B perfectly simulates the encryption oracle because E.Enc* be-
haves as E.Enc on all messages but n*. We thus conclude that Adv 4(A) < Advg(A) +
Pr [Abort] < negl(A). O
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Proposition 4. The triplet RS defined in Fig. 5.1 is not a secure anamorphic triplet with
respect to the PKE described in Fig. 5.2 when |B| > 49.

Proof. We describe an adversary A breaking anamorphic security in Fig. 5.4. Initially
it extracts m* from ask, which RS computes correctly by construction. Then uses
m* to produce two ciphertexts, supposedly encrypting the anamorphic bit 0 and 1.
Finally, it returns 1 only if the two ciphertexts collide.

A© (apk, ask) :
1: Parse ask = (sk*, m*)
2: Query ¢y «% O(m*,0) and ¢; <% O(m*,1)
3: returncy =

FIGURE 5.4: Adversary breaking security of the RS triplet applied to
the weak PKE in Fig. 5.2. O is the encryption oracle provided in the
anamorphic security game 3.1.

It is immediate to see that in the real game A returns 1 with probability 1/|B| as
co, ¢1 are uniformly and independently sampled from B. To study the anamorphic
game, let Failg, Fail; the events in which line 4 is executed when RS.Enc encrypts
respectively (m*,0) and (m*,1). We then claim those events to occur with probability
far from 1.

Claim 1. Pr [Fail] <1/2+ negl(A), where Fail = Faily V Fail;.

Next, if —Fail, either ¢ or ¢ is a regular ciphertext, and therefore a collision oc-
curs with probability 1/|B|. Conversely, fx(co) = 0 and fi(c1) = 1 implies that no
collision can occur and so ¢y # ¢1. We then conclude that, calling ¢, ¢} the cipher-
texts obtained in the real game, the advantage of A is lower-bounded by

Adv 4(A) > Prlcy=cj] —Prico=c1] = Prcy=cj| —Prlcy = c1 | Fail] Pr[Faill
1 1 /1 1
w19 (2 + negl(/\)) ¥ negl(A)

Before providing the proof of Claim 1, we recall the Markov lower-bound. Let X
be a real random-variable with 0 < X < t and y = E[X]. Then

~

=

Pr(X <a] <

t—u

Proof of Claim 1. Without loss of generality, assume RS.Enc first computes ¢ cipher-
texts, and later select the correct one if possible. Let Cp, C; be the sets of those ¢
ciphertexts* RS.Enc computed by RS.Enc when encrypting (m*,0) and (m*,1). We
will show that up to probability 1/4, each set has size at least #/2 through a Markov
argument. Indeed, as |B| = 49, on expectation

E[|Csl] = 419<1_<1_4119>19> > 19-4(1—\4}5> > 19%

where the first equality is taken summing the indicators ¢ € Cg for ¢ € B, and the
last can be verified numerically and is only used for notational convenience. Using

4These sets may not be distinct.
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Markov lower bound, as 0 < |C/5| < ¢, we have that

0 —(7/8)0 1
p <9/2 € —n0—
rUCﬁ’ < v/ ] = 19_(1/2)19
Up to probability 1/2 we can then assume |Cy| > ¢/2 and |C;| > ¢/2. Finally,
under such condition, Failg only occurs if f; assumes value 1 — § for all elements in
Cp. As this occurs with negligible probability for a truly random function, because
9/2 = Q(A), it also occurs with negligible probability for f,. We thus conclude that

Pr[Fail] < Pr[Failo] + Pr [Fail;]
< PrlFail | |Co| > 8/2] + Pr[|Co| < 8/2]
+ Pr[Faily | |Cq] > 8/2] +Pr[|Cy| < 8/2]
< 1/2+ negl(A). O

Remark 8. Modifying the rejection sampling triplet to avoid this attack is trivial. We
can define RS.Enc to behave as E.Enc* when asked to encrypt (m*,-)°. Our goal
indeed is not to show that the weak PKE above does not admit anamorphic triplets,

but rather that the rejection sampling construction does not apply to all PKEs.

5.2.2 General result
Ideal PKE

The counterexample proposed against the rejection sampling triplet (Fig. 5.1) can be
generalized to show that black-box Anamorphic Encryption is not possible. Follow-
ing the same general approach of [CGM24b], we begin describing an ideal public
key encryption, but this time with artificially weakened messages. Then, we prove
this ideal PKE, in spite of being IND-CPA secure and correct, cannot admit a secure
stateless anamorphic triplet. Hence building stateless black-box triplets assuming the
underlying PKE scheme to only be correct and IND-CPA secure is impossible. As for
the case of [CGM24b], the PKE is inspired by the one presented in [Ger+00; ZZ20].
It is accessible through three oracles E.Gen, E.Enc, E.Dec. These oracles models the
basic behavior of a PKE. Moreover, there is also an additional oracle E.Find that al-
lows to obtain weak messages on input the secret key. This oracle in principle could
be used to break the IND-CPA of the scheme, but being accessible only knowing the
secret key, it prevents an IND-CPA adversary to use it, since the secret key is kept
secret from them.

Our PKE is informally defined by two random functions ¢, { roughly describ-
ing the key generation and encryption. Moreover, to introduce weak messages, the
scheme is further defined by mj, ..., m} random functions (taking as input elements
from SK) and 7. The latter is a function acting on the encryption random coins that
on a good message is the identity, whereas on a weak one is (extremely) compressing
to ensure many collisions. More precisely, we denote PK, SK the public and secret
key space, while {0,1}*, {0,1}*, {0, 1}Z are respectively the messages, encryption’s
coins, and ciphertexts space. Then ¢, ¥, T and m; are sampled uniformly satisfying
the following constraints:

1. ¢ : SK — PKis a bijection.
2. ¢ : PK x {0,1}# x {0,1}* — {0,1}" such that ¢(pk, -, -) is injective.

5 Although correctness is unavoidably lost with respect to the anamorphic message.
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3. m: SK — {0,1}.
4. t(¢p(sk), m,r) = rif m is not weak, i.e. m & {m7(sk)}1 .

5. [Im (t(pk,m, -))| < 2! if m is the i-th weak message, i.e. pk = ¢(sk) and m =
m (sk).

Looking ahead, we impose m? to have at most 2’ ciphertexts to later let our adver-
sary choose the right i for its attack to succeed. For ease of notation we will denote
P (pk, m,r) = (pk, m, T(pk,m,r)). Moreover, as in [CGM24b], we fix parameters so
thatp = Q(A) and £ — (p + 1) = Q(A). Next, given ¢, 1, T, m; distributed as above,
our ideal weak PKE is presented in Fig. 5.5.

E.Gen(A;sk) : E.Enc(pk,m;r) : E.Find(sk, i) :

1: return (¢(sk),sk)  1: return ¢.(pk,m,r) 1: returnm;(sk)

E.Dec(sk, ) :
1: if there exists (m,7) such that ¢ = P (¢(sk), m,r):

2: return m

3: else: return L

FIGURE 5.5: Ideal Weak PKE. ¢ : SK — PK and ¢ : PK x {0,1}} x
{0,1}# — {0,1}* are distributed as above. p = Q(A) and £ = p + pu +
QA).

In order to claim that a black-box anamorphic triplet should be required to work
for the above PKE, we first need to show it to be efficiently simulatable®, correct and
IND-CPA secure. This is addressed in the following Lemma.

Lemma 36. Relative to the ideal weak PKE (E.Gen, E.Enc, E.Dec, E.Find) presented in
Fig. 5.5, there exists a PKE defined by the triplet (E.Gen, E.Enc, E.Dec) that is perfectly
correct and IND-CPA secure. Moreover the ideal weak PKE can be simulated efficiently.

Proof. Perfect correctness immediately follows by the definition of 1. Regarding
IND-CPA, let A be a PPT adversary with oracle access to the four procedures in
Fig. 5.5. To fix notation let .A(pk) $— (19, m1), and c¢* +% E.Enc(pk, m;) the challenge
ciphertext sent, where b is the challenge bit and pk = ¢(sk). We assume A to perform
at most g = poly(A) oracle calls. Then we define three bad events. The first one BK
captures A finding sk. The second one BM occurs when myg or m; is weak with
respect to pk. The third one BC says that A find (pk, m,r) whose encryption yields
c*. Formally

* BK: A queries E.Gen, E.Dec or E.Find on sk.
o BM: mg € {m](sk)}}, for some g € {0,1}.
e BC: A queries ¢* < E.Enc(pk, m;r).

We claim these to be negligible.
Claim 2. Let Bad = BK vV BM V BC. Then Pr [Bad] < negl(A).

6This requirement is actually to avoid the PKE oracle to provide help in solving problems that
would be hard in PPT time.
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Let v the view” of A. Then we show that, for all v satisfying —Bad, A has al-
most no information on b, i.e., conditioning on v = vy then b is almost uniformly
distributed from the point of view of 4. Toward this goal, let Ry and R; be random
coins not figuring in A’s encryption queries respectively for m( and m; with public
key pk. Further let us call f,(-) = E.Enc(pk, my;-). Then, from —BK, c* is uniformly
distributed over fo(Ro) U f1(R1) conditioning on v = vy, as it was never decrypted
and never obtained through encryption queries. Moreover, as m,, m; are not weak,
|fy(Rg)| = |Rg] (for , B € {0,1}). Since b = 0 if and only if c* € fo(Ro) we have

Pr[b =00 =05] = Pr[c" € fo(Ro) |0 = 2] = rfoulf())(fg(zeln - RR

Finally, as 2¢ > |Rg| > 2¢ — g, we have that

2 201 = |Ro[+ [Ry] 2+2p+2—2q'

1 9 _ IR 1 q

Note that the same bounds for b = 1 and that the second term of the sum is negligible
for p = (). We can thus conclude that, calling b’ the final bit guessed by A

1 1
< |Pr[b=10,-Bad] — ;‘ + Pr [Bad]
< negl(A). O

Proof of Claim 2. Regarding BK, let sky, ..., sk, the secret keys queried. As ¢ : SK —
PK is a random bijection, we have that sk = ¢! (pk) is uniformly distributed among
the keys not-yet-queried until correctly guessed. Hence

Pr[3j:sk; =sk] < Y7 Pr[sk; =sk|sk & {sky,..., ski 1
] - SKj j=1 j j

1 L < 1
I=HSK] = (j=1) = [SK|—¢q

which is negligible as |[SK| = Q(2").

Next we study BM A =BK. Let my, ..., my the messages involved in any query of
A. In order to include also the two challenge messages let 4 = ¢’ + 2. As we condi-
tion on —BK, m(sk) is uniformly distributed among the non-yet queried messages
(pessimistically assuming that each query involving a message immediately reveals
whether it is weak or not). For ease of notation let M* = {m; (sk)}? ;. Then

Pr[3j:mj € M*, -BK] = Y1 Pr[m;j € M*, -BK|my,...,mj_1 & M"]
_ Yy A qA
T L (-1) © 2—g

that is negligible as we assumed y = Q(A).
Finally we study BC A =BK A =BM. In this case c* is never decrypted and m;, is not
a weak message (as neither mg or m; are). Thus, calling r* the random coins used,

7i.e. the joint distribution of .A’s input, random coins and oracle replies.
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we have that an encryption query for (m, r) returns c* if
Pr(pk, m,r) = P (pk,my, r*) = P(pk,my,r*) <= m=my, r=r".

Finally, as r* is uniformly random among the random tapes not yet queried due to
the definition of i, we conclude that, calling r1, ..., r; the randomness appearing in
all A’s queries

Pr[Jj:r; =1, ~BK,~BM] = Y Pr[rj=r", ~BK,~BM

1
q < _1
=2 (j-1) T 2 -q

¢ {Vi}f";ﬂ

This is negligible as p = Q(A).
Combining the three inequalities we get

q qA q
< e .
Pr[Bad] < \SK\—q+ZF‘—q+ZP—q negl(A) O

Attack

Toward contradiction let (AT.Gen, AT.Enc, AT.Dec) be a black-box stateless anamor-
phic tuple, i.e. which accesses the underlying PKE only through oracle calls. By
definition, as long as the given PKE is correct and IND-CPA, such a tuple is required
to be secure according to the security notion in Definition 18. To show such a tuple
cannot exist, in this section we provide an efficient adversary breaking the anamor-
phism game when we apply the given tuple to the ideal weak PKE presented in
Fig. 5.5.

Our adversary is similar to the one presented for the rejection sampling triplet.
Initially it finds a weak message m* and then it queries (several) ciphertexts en-
crypting (m*,0) and (m*,1). These have a significant chance of colliding in the real
game, whereas in anamorphic mode a collision should only occur with small proba-
bility due to correctness and the lack of state. As opposed to the rejection sampling
case however, more care has to be taken in those arguments. Indeed, if AT.Enc un-
derstands m* to be a weak message®, it could give up any attempt to encrypt the
anamorphic message and simply return a regular ciphertext. To avoid this, AT.Enc’s
view when asked to encrypt m* has to be almost the same as with a random message.

Crucially, the latter is only possible as we study black-box anamorphic triplets.
Recall these access the underlying PKE through oracle calls and have to be correct
and secure relative to any PKE. In particular, relative to the four oracle (E.Gen, E.Enc,
E.Dec, E.Find), a generic triplet for the PKE defined by the first three procedures
cannot query E.Find, as not every PKE admits such procedure. This will be the main
reason why the underlying anamorphic triplet, in spite of having access to sk, is
almost unable to distinguish weak messages from regular ones.

Theorem 21. For any (AT.Gen, AT.Enc, AT.Dec) black-box anamorphic triplet e-correct
on average, where each procedures performs at most q = poly(A) queries, when applied to
the ideal PKE (E.Gen, E.Enc, E.Dec, E.Find) in Fig. 5.5 there exists a PPT adversary Ay,
(Fig. 5.6) such that

v> AN, 9=Vv/2 = Advy, (A) = Q1)

8e.g. by finding a collision while producing many fresh encryptions of m*, which for an average
message should almost never occur.
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Ay (pk, sk) :
1: Get the weak message m* < E.Find(sk, log, v)
2: forie{l,..., 0}
3: Query cg; «% O(m*,0) and ¢y ; «% O(m*,1)
4: if P, jsuchthatcy; = €1,
5: return 0  / The real PKE is likely to have collisions
6: else:returnl

FIGURE 5.6: Adversary breaking a black-box anamorphic tuple

(AT.Gen, AT.Enc, AT.Dec) applied to the ideal weak PKE relative to

oracles (E.Gen, E.Enc, E.Dec, E.Find). A is parametrized by ¢,v =
poly(A). O is the encryption oracle in the anamorphism game.

Proof. We begin computing the probability that A returns 1 when executed in the
real game. In this case co; and cj; are 2¢ ciphertexts computed with randomness
ro,i,71,;- Regarding the check in line 4, two encryptions of the same messages collides
only if their actual random coins (returned by 7, see Section 5.2.2) do. To simplify
notation, let us call 7*(-) = t(pk, m*, -). Then, we claim that a collision with respect
to T is likely.

Claim 3. With the previous notation

2
Pr(3i,j : t°(ro;) = T°(r1,4)] > % — 1exp <—23> — negl(A).

N

This concludes the first half of the proof as Pr [Alg,v 551 } ReaIG] =

= Pr[3i,j : co; = coj
= Pr[3i,j : pe(pk,m*, 1) = r(pk,m*, 1))
= Pr(3i,j: t(ro;) = T"(r1)] = 1—e1)/2.

Regarding the behavior of A in AnamorphicG we will prove it returns 1 with probabil-
ity bounded by 0(A~1). We do so first showing that the view of AT.Enc on input m* is
not statistically far from its view on a random message m. Then use e-correctness on
average to prove ciphertexts rarely collide. We recall that ¢ = poly(A) is the number
of queries made by each algorithm of the black-box anamorphic triplet. For the first
step we require the following claim:

Claim 4. Let View, and View; be the joint views’ of E.Gen(A) = (apk,ask, dk, tk)
and respectively of AT.Enc(apk, dk, m, b) and AT.Enc(apk, dk, m*,b) with m a random

message. Then A(View,, View; ) < % + negl(A).
Let c;, c’l,j be ciphertexts obtained encrypting a random message m instead of
m* during the execution of .A. The probability of A returning 1 can then be bounded

%i.e. the joint distribution of inputs, random coins, and oracle replies.
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by

Pr {Aglv$—>1 ’ AnamorphicG} Pr[3i,j : coi = 1]
Pr[3b,i : AT.Dec(ask, tk,c;;) # b]

Zb,i Pr [AT.Dec(ask, tk, cp, ;) # b]

IA A

2
Zb (Pr [AT.Dec(ask, tk,c;, ;) # b] + Zq + negI(A))

IN

2
< ﬂ% +20¢ + negl(A).

The first inequality follows as any collision of the given type yields a ciphertext that
decrypts incorrectly. The second is a union bound. The third is Claim 4 and the last
uses g-average correctness as mentioned.

Combining the two halves, and recalling v = /\2q4, ® = +/v/2, a bound on the
advantage of A can be derived as

1—et 1

2 A2
Proof of Claim 3. First of all, to simplify notation, we call Ry the set of ry;, R; the set
of r1; and R their union. We begin with a general result, that is, assuming all entries
in R to be distinct, given a random function f : R — S and calling for simplicity

n = |R|, ny = |Rp| and Coll(f, Ry, R1) the event in which there exists xp € Ry and
x1 € Ry colliding w.r.t. f, then

Adviem(A) >

v

—negl(A) = Q(1) —o(A 7). O

271()711

Pr[Coll(f, Ry, R)] = 0" -PrIf(R)| <RI

To show this let F be the set of all functions from R to S, F* the set of functions with
a collision, and 77 : R — R a random permutation. Then

Pr [Coll(f, Ry, R1)] = Pr[Coll(f o 7, Ry, Ry)]
= Y, cr PrColl(foo 7t, Ro, Ry)| Pr[f = fo]
= Zﬂ)ep Pr [Coll(fo o 7r, Ro, R1)] Pr [f = fo] -

The first equality follows as f and f o 7 have the same distribution, while the last
as when fy ¢ F* then there is no collision at all. Next, given fo € F*, let x,y € R
two points that collide. Then we observe that there are 2ngn;(n — 2)! permutation
mapping x in Ry and y to R; or vice versa. As this condition would imply Coll( fy o
7, Ry, Ry) we have

S DL RS

n!
2n0n1 2nonq

= nn—1) ZfOGF*Pr [f = fol = ﬁ Pr{|f(R)] <[R]]
Where the last equality follows by our definition of F*. This concludes the first part
of the proof.

Returning now to our original problem, let Diff be the event that all r; ; are dif-
ferent, i.e. |R| = 29. Note Pr[-Diff] < 9% - 27, which is negligible. Note this does
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not occur with probability smaller than 9227 that is negligible. Then, conditioning
on Diff we can derive from the first part that

.. 292
Pr(3i,jt(ro;) = T%(r1,) | Diff] ( 1 Pr[|t*(R)| < 20 | Diff]

)
3ol

where the second inequality is the birthday paradox lower bound as T* has range of
size v. This completes the proof as we observed Pr [-Diff] < negl(A). O

Proof of Claim 4. Define View, = (vgen,7,m, 01, ...,7,;) and View, = (0gen, 7, m*, 0], .. .,v[’;)
the two views, where v, is the view of E.Gen, r is the random tape of AT.Enc, and
v;, v; are the oracle responses.

First we show m* is observed (i.e. is involved in a decryption/encryption query)
with negligible probability. Indeed, calling m;,...,m, the observed messages (at
most one per query), as m* is uniformly distributed since AT.Gen performs no query
to E.Find, we have that Pr [m* € {my,...,my}| < g/2".

Next, conditioning on vgen = v such that m™* is not observed, we have that m is
uniformly distributed by construction, whereas m* is uniform over the set of non-
observed messages. Thus

2q
o

IN

A(m\vgen:vor mrvgenzvo) < 2% = A((vgen,7,m), (Vgen, ,m"))
where the implication follows from the inductive hypothesis and Lemma 87. Next
we show by induction on h € {1,...,4} that the statistical distance between the

given view until the h-th query of AT.Enc is

. : o (q+h)?A 2
A((vgenlr/mlvll .. '/Uh)/ (Ugenrr/m /vll L '/Uh)) S 27 + W + 27
Let v, v* be the two vectors limited to the first # — 1 queries. First of all we bound
the probability that AT.Enc and AT.Gen observe a weak message, excluding the input
message m. Calling my,...,mg 1 the observed messages, indeed, m; := m;(sk),
fori € {1,...,A}, are uniformly distributed (until correctly guessed). Thus

.. . (g+h)A
Pr[3i,j : m# mj(sk) =mj|] < qT
next, conditioning on v = vy = v* for which the above does not happen, we study
the statistical distance of v}, v;. According to the type of the h-th query, three cases
have to be considered.

* E.Gen(sk’): The reply ¢(sk’) is equally distributed in both views.

o E.Dec(sk/,c): If sk’ # sk the reply is the same in both cases. If ¢’ was previ-
ously obtained as the encryption of m’, the reply is consistent (i.e. it is m') in
both views. Finally, if ¢’ was not previously observed, then in both views the
probability that ¢’ is not decrypted to L is smaller than 2/+° /(2 — (h + q)).
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Thus in this case
ou+p
< <

< s

A(vh“’:vo’ UZ \v*:vo)

The last inequality holds for sufficiently large A as ¢ — (u + p) = Q(A).

e E.Enc(pk’,m’;7'): If the query was already performed the result is consistent.
If pk # pk’ the response’s distribution is the same. If m’ # mg (where my is the
third entry of vy, defined above) and the query was not performed, let C be the
set of observed ciphertexts. Then in both cases c is uniformly distributed over
{0,1}*\ C. Note this is also true as we assumed that weak messages (other
than m() were not queried before.

Finally, if the query is E.Enc(pk, mq; "), let Cy be the ciphertext obtained so far
as encryptions of n1p. Then in the first distribution c is uniform over {0,1}*\ C.
In the second one instead ¢ collides with a previously observed encryption of
mg with probability 1/v and is otherwise uniformly distributed over {0,1}¢\
C. More precisely

cwe€Cy = Pric=c|v =v =
c€C\Cy = Pric=c|v=v =

1
0
0

We thus conclude that in this case A(vpy—y,, v,’;‘v*:v(}) <|Col/v < h/v.

Combining this with the inductive hypothesis yields the thesis (by Lemma 87). Fi-
nally, this proves the inductive statement to hold for & = g which is our thesis up to
observing that the other two terms are negligible as y = Q(A). O

Remark 9. Our result can actually be strengthened to show (stateless) black-box triplet
with e-correctness on average cannot exist, where ¢ = 0(1/4?). We leave it as an in-
triguing open problem to understand whether secure constructions with polynomial
error Q(1/4%) exist.

5.3 Overcoming impossibility

5.3.1 Uselessness of non-black-box techniques

In this section we study whether known non-black-box tools could be used to bypass
our negative results. Recall that for plain Anamorphic Encryption these include
the impossibility in Theorem 21 and the bound that we will have in Corollary 2
(first part). For Fully-Asymmetric Anamorphic Encryption instead only Corollary 2
(second part) applies. Regarding non-black-box techniques, we specifically focus
on the usage of NIZKs [BFMS88], garbling [Yao86] and obfuscation [Bar+12]. This
section is devoted to plain Anamorphic Encryption, providing evidence suggesting
that those tools would not be helpful. Section 6.6.1 instead addresses the case of
Fully-Asymmetric anamorphism. In particular, we show how it can be generically
realized (albeit with small message space) from obfuscation.
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Additional definitions

First, we recall the definition of NIZK argument and VBB.

Definition 38 (NIZK argument [BEM88; BCC88]). A Non Interactive Zero Knowledge
(NIZK) arqument for an NP relation R is a tuple of three algorithms (NIZK.S, NIZK.P, NIZK.V),
called prover and verifier, where

o NIZK.S(A)®—scrs on input the security parameter A outputs a common reference
string crs.

o NIZK.P(crs, x,w) $— 7 on input the common reference string crs, a statement x and
a witness w outputs a proof 7t that (x,w) € R.

* NIZK.V(crs, x, ) — b on input the common reference string crs, a statement x and
a proof 7t accept or reject the proof, i.e., output the bit 1 if it is a valid proof, else 0.

and such that the following properties are satisfied
Perfect Completeness: Forall (x,w) € R it holds that

Pr [NIZK.V(crs, %) — 1 ‘ 7 3 NIZK.P(crs, x,w)] = 1.

Computational Soundness: For every x for which does not exists w such that (x,w) €
R, and for every PPT adversaries A, it holds that

Pr [NlZK.V(crs, ) =1 ’ T+ A(x)} < negl(A).

Computational Zero Knowledge: There exists a PPT simulator S = (81, S2) such
that, up to a negligible function negl(A), for every (x,w) € R, for every PPT ad-
versaries A it holds that

‘Pr [A(crso, 70) S 1 ‘ T 5 NIZK.P(crso,x,w)} -

—Pr [.A(crsl, m) %=1 ‘ my «* Sz(CFSl,X)} ’ < negl(A).

where crsy < NIZK.S(A) and crs; «* Sy(A).

Definition 39 (VBB [Bar+12]). A uniform PPT algorithm O is called a Virtual Black-Box
Obfuscator (VBB) for a circuit class C, if the three following conditions are satisfied:

e Forall A € N, for all C € C,, for all inputs x, it holds that
Pr |C'(x) = C(x) : €' <* O(A,C)| = 1.
e There exists a polynomial p such that for all C € C,, it holds that
10(CO)] < p(IC]).

* For any PPT adversaries A, there exists a simulator S and a negligible € such that for
all A € N and for all circuits C € C, then it holds that

Pr [A(O(C)) M@ — Pr [5C(1IC\) M@ <e(|C)).

We refer to [MMN16] for an in-depth discussion of VBB in idealized models.
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Ideal Verifiable Obfuscation and implications

In order to address the above question, we begin introducing a (strong) primitive
that subsumes NIZK, garbling and obfuscation. We target Virtual-Black-Box Verifi-
able Obfuscation (VO), a natural extension of the notion presented in [Bad+16]. In-
formally, VO enhances plain obfuscation by allowing to obfuscate a circuit C along
with a (public) predicate P. Everyone can then later verify that P(C) = 1 given only
P and an obfuscation of C.

Next, we need to adjust our model. Note that assuming powerful tools such
as VO relative to a PKE oracle is not sufficient to bypass our negative results. The
issue is that obfuscation-like techniques do not relativize, or informally, we cannot
obfuscate oracles!?. To address this, we study black-box constructions relative to the
given PKE oracles and an ideal obfuscator. To obfuscate, it simply assigns a random
label and to evaluate, it retrieves the circuit associated to said label and evaluates
it'!. The advantage is that circuits with oracle-call gates to the PKE can now be
obfuscated. More in detail, our ideal obfuscator is defined by a length-preserving
random permutation ¢ : {0,1}* — {0,1}*, i.e. such that¢ : {0,1}" — {0,1}" is a
random permutation for all n. A full description is provided in Fig. 5.7. Is easy to see
ideal VO implies the aforementioned tools. This is formally stated in the following
Lemma.

VO.0bf(C, P) : VO.Eval(C, x) : VO.Vfy(C,P) :
1: Sampler +% {0,1}* 1: (C,P,r)« & 1C) 1: (CP,r)« ¢ 1C)
2: C« &(C,P,r) 2: return C(x) 2: if P # P": return 0
3: returnC 3: else: return P(C)

FIGURE 5.7: Ideal Verifiable Obfuscator. ¢ : {0,1}* — {0,1}* is a
length-preserving truly random permutation. A representation of C
may contain oracle calls/gates to the PKE.

Lemma 37. Relative to a PKE oracle and the ideal VO in Fig. 5.7, there exist:

* NIZKs for all NP relations ‘R relative to the given PKE oracles, i.e. such that R may
depend on the PKE input/output relations.

e Virtual Black-Box emulation, and in particular indistinguishability obfuscation and
garbling, for circuits C of polynomial size relative to the PKE oracles, i.e. which may
contain PKE gates.

Proof. We provide constructions for the two primitives separately.

NIZK. Let R be an NP relation relative to PKE oracles, and D a circuit relative to
the same PKE oracles such that (x,w) € R if and only if D(x,w) = 1. For a given
x, let Cy be a constant circuit that returns D(x, w) on any input, and Py(C) the

predicate that is true if C = Cy, for some w. Note that as w is plainly hard-coded in
Cyw, P is efficiently computable. We can then define a NIZK argument as follows:

* NIZK.S(A) : Return the empty string €.
 NIZK.P(x,w) : Return C <% VO.Obf(Cy 1, Py).

gee for instance the discussion in [Hof+16].
this approach is not new, see for instance [Gar+18, Section 4] for ideal garbling.
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e NIZK.V(x,C): Accept only if VO.Vfy(C, P,) — 1 and VO.Eval(C, L) — 1.

Completeness follows as on input (x,w) € R, Cy 4 always returns 1. Perfect sound-
ness hold as, given C, if VO.Vfy(C,P,) — 1 then there exists w such that C =
VO.0bf(Cy, Px). Moreover, VO.Eval(C, L) — 1 means that D(x,w) = 1, and in
particular (x,w) € R. Finally, to show computational zero-knowledge, we present
a straight-line simulator S relative to the PKE interacting with a malicious verifier
V*. § handles PKE queries forwarding them, and to VO ones by lazily maintaining
a random length-preserving permutation ¢. In order to simulate a proof for x, it
computes C* + VO.0bf(C*, P,) = &(r,C*, P,) where r is a random A-bit long string
and C* is the constant circuit always returning 1. Evaluations are carried out as pre-
scribed by the oracles, while queries to VO.ny(é*,Px) are answered with 1. The
view S produces follows the same distribution observed with NIZK.P(x, w), as long
as V* never queries VO.Obf on an input that returns C*, the received proof. The lat-
ter case however occurs with probability at most 2~* for each query in both worlds.
Calling g the total number of queries performed by V* then, the statistical distance
between the real and simulated view is smaller than g - 2.

VBB. This is simply realized by obfuscating a program along with the predicate L
that is always false. Formally OV°(C) = VO.0bf(C, L). To show this is a VBB we
provide a simulator S relative to PKE oracles for a given adversary A. As before, S
will lazily maintain a length-preserving random permutation. Initially, given 1¢ with
¢ =|C|,itsets C = &(r,0, L) and executes .A(C). When A queries the PKE oracles,
S forwards them and their replies. When A queries to VO are replied honestly with
the exception of VO.Eval(C, x). In this case S queries y = C(x) (recall S has oracle
access to C) and returns y. Finally, S output the same bit as A.

It is immediate to see that unless A obtains C from an oracle call, its view inter-
acting with S is the same as when it interacts with the real VO oracles. As the first
event occurs with probability g - 2* with g being the total number of queries, we have
that

‘Pr [AVO(OVO(C))$—>1} ~Pr [SC(1‘C|) —>1” < g2 = negl(A). O

Compile out Verifiable Obfuscation

We now show that negative results presented in this section, as well as those pre-
sented in [CGM?24b] (see Chapter 6), regarding plain Anamorphic Encryption holds
even relative to an ideal VO. We do so proving that any black-box anamorphic triplet
defined relative to the PKE oracle and the ideal VO, can be compiled into a new
triplet that does not make use of verifiable obfuscation, but is still secure.

The idea is that sender and receiver do not need to hide anything from each other.
Hence the sender could safely share the random coins he used to generate the public
parameters with the sender, rendering NIZK or obfuscation useless. More formally,
assume (AT.Gen, AT.Enc, AT.Dec) to be a black-box PKE relative to a verifiable obfus-
cation oracle (Fig. 5.7). We then produce a new scheme (AT.Gen*, AT.Enc”, AT.Dec")
that does not access the VO oracle and is as secure as the initial triplet. This is pre-
sented in Fig. 5.8.

Theorem 22. Let (AT.Gen, AT.Enc, AT.Dec) be a black-box anamorphic triplet relative
to a verifiable obfuscation oracle. If f is a length-preserving strong PRP, then (AT.Gen",
AT.Enc*, AT.Dec") is a secure black-box anamorphic triplet.
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AT.Gen*(A) AT .Enc*(apk, dk*, m, 1)
1: Sample a PRP key k 1: Parse dk* = (dk, k)
2: (apk,ask,dk) <% AT.GenVOx(A)  2: ¢ «% AT.EncVOx(apk,dk, m, ifi)
3: dk* < (dk, k) 3: returnc
4: return (apk, ask, dk*)
AT.Dec*(ask, dk*, c) VO.0bfy(C, P)
1: Parse dk* = (dk, k) 1: Sampler «% {0,1}*
2: it + AT.DecVOk (ask, dk, c) 2: C+ f(C,P,r)
3: returnm 3: return C
VO.Evali(C, x) VO.Vfy,(C, P')
1: (C,Pr)+ f1(C) 1: (CP,r)+ f1(C)
2: return C(x) 2: return (P =P')AP(C)

FIGURE 5.8: Compiler from black-box AE relative to a verifi-
able obfuscation oracle. fi is a length-preserving PRP. VO, =
(VO.Obf, VO.Evaly, VO.Vfyy).

Proof. The only difference between the given triplet, and the one defined in Fig. 5.8
lies in the inner verifiable obfuscation oracle. In particular the given scheme uses
a truly random permutation ¢, whereas our compiler relies on a PRP with key k
embedded in the double key.

In the following, we only prove that our compiler preserves regular anamorphic
security, as the case of Semi-Adaptive AE is analogous. Relative to any efficiently
simulatable PKE oracle, we define two hybrid games: Hy, that is the anamorphic
game with (AT.Gen", AT.Enc*,AT.Dec*), and H; that is the anamorphic game with
(AT.Gen, AT.Dec, AT.Enc). Given a distinguisher D we describe B against the PRP
security. At a high level, B executes D(apk, ask) and (AT.Gen, AT.Enc, AT.Dec) simu-
lating the PKE oracles, which we assumed to be efficiently simulatable. To emulates
the VO calls, it behaves as the ideal VO described in Fig. 5.7, except that to evaluate
& and ¢! it invokes the PRP oracles for f and f~!. Note apk, ask are generated via
AT.Gen and can be computed as they do not depend on k (as opposed to dk* in H).

It is immediate to observe that in the ideal world B perfectly emulates H; as
the PRP oracles behave as a truly random length-preserving permutation f*. Con-
versely, the PRP oracles gives access to f; and f, ' meaning that B replies to VO
queries as for VO; described in Fig. 5.8. Thus in this case it perfectly emulates Hy
and in particular A(D) = A(B) = negl(A).

This concludes the proof as distinguishing the real game with the given PKE in
Definition 18 from the anamorphic one, i.e. Hj, is computationally hard according to
our hypothesis. O

Remark 10. The compiler presented in Fig. 5.8 only preserves anamorphic security (or
weaker variants thereof, looking ahead, Theorem 22 holds also for Semi-Adaptive
security Definition 41). Stronger notions such as Fully-Asymmetric security are not
preserved. In particular, this does not violate negative results in [CGM24b] (and our
extension in Corollary 2) regarding the plain impossibility of Fully-Asymmetric AE.
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5.3.2 Sufficient additional assumptions

In the following we show which additional assumptions on a PKE are sufficient to
obtain black-box AE. Moreover, in Section 6.8 we will show that bounds and nega-
tive results in [CGM24b] extend also to this case.

In the following we denote with (E.Gen, E.Enc, E.Dec) a generic PKE scheme with
message space M. Along with the standard properties of correctness and IND-CPA,
we consider the following one, requiring ciphertexts to have high min-entropy for
any key and message choice.

Definition 40. A PKE scheme has high min-entropy ciphertexts if, for any (pk, sk) in the
range of E.Gen, and for any message m € M it holds that

Heo (E.Enc(pk,m)) = Q(A).

With the following Theorem we prove that if we make a mild assumption about
the PKE for AE (in addition to be IND-CPA), i.e., that it has high min-entropy ci-
phertexts, then black-box Anamorphic Encryption is possible.

Theorem 23. The rejection sampling triplet described in Fig. 5.1 when applied to an IND-CPA
PKE that satisfies Definition 40, yields a black-box Anamorphic Encryption scheme. Namely,
for any PPT distinguisher D that distinguishes RealGpkg from AnamorphicGgg there exists

a PPT adversary A such that

AdvERERsp(A) < AdvP (A) + negl(A).

Proof. We proceed through a sequence of hybrids, relying first on the PRF security
used in the rejection sampling construction (Fig. 5.1), then we show an upper bound
on the biased ciphertexts distribution.

Ho: The real Anamorphic Encryption game AnamorphicG.
Hi: Asin Hp but the PRF is substituted by a truly random function f*.
Hy: As in Hy but instead of invoking f*, sample a fresh random bit.

H3z: The real encryption game RealG.

Lemma 38. Assume that f is a PRE, then Hy is indistinguishable from Hq. Namely, for any
PPT distinguisher Dy that distinguish Ho from Hy there exists an adversary A such that

Advi" (M) == [Pr[Ho(A, D1) = 1] — Pr[Hy(A, D) = 1]]

< AV (A).

Proof. To prove that Hy is indistinguishable from H; we construct a distinguisher A
for the PRF using the distinguisher D; for the two games. Note that Hy differs from
Hy in how the ciphertext is computed, i.e. evaluating a truly random function or f;.
The pseudocode of A is given in Fig. 5.9.

First of all, note that A in Fig. 5.9 is PPT since the PKE oracles are efficiently
simulatable, D; makes a polynomial number of queries and ¢ = poly(A). Given this
fact, note that if O is an oracle to the PRF f; then the ciphertext is computed as in

Ho, then we can state that Pr [Ho(A, D;) = 1] = Pr [Afk(') (A) $—>1} . If O is an oracle
to a truly random function f* the ciphertext is computed as in Hy, then it holds
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A%(A)
(apk, ask) <% E.Gen(A)

1:

2: Whenever D; (apk, ask) makes a query (m;, ii;), Vi € {1,...,poly(A)} compute:
3 forje{1,...,9}:

4 ¢j +° E.Enc(apk, m;)

5: if O(C]) = m;:

6 Give ¢j to Dy

7 else :

8 Give E.Enc(apk, m) to D,

9: return D;’s output

FIGURE 5.9: A reducing a distinguisher D; for Hyp, Hy to prf.

that Pr[Hy(A,Dy) =1] = Pr [Af*(')()\) $—>1]. We have proved that Advg?'H] (1) <
AdvE" (A). O
Lemma 39. Hy & H,. Namely, for any PPT distinguisher D it holds that

AdviRT2(A) = [Pr [Hy(A, D2) = 1] — Pr[Ha(A, D) = 1]]
< negl(A).

Proof. The only way to distinguish the two games is by distinguishing the distribu-
tion of the ciphertexts they produce. In both games (possibly) many ciphertexts are
produced before choosing one of them. The only difference between the two games
is that in the case of H; the choice of the ciphertext to return is biased from the out-
put of the random function f*, while in the case of H, the choice is biased from a
uniformly sampled random bit.

Let CollG1 be the event that in H; two encryption queries to E.Enc are answered
with the same ciphertext at least one time, i.e., the probability that the encryption
oracle returns two ciphertexts that collide on different messages. Given the fact that
the PKE satisfies Definition 40, that AT.Enc tries @ times to find the right ciphertext,
and that at most g = poly(A) messages are queried, it holds that

Pr [CO”G].] < <q2ﬁ> . Z—Hoo(E.EnC) < q2192 _Z—Hoo(E.EnC) < neg|()\)

A similar bound holds for the event CollG2, which is the same event as CollG1 but
defined regarding H,. For the same argument above, it holds that

Pr [CO”GZ] < <q219> . 2*Hoo(E.EnC) < q2192 _27Hoo(E.EnC) < neg|()\)
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Now, we can bound the advantage of an adversary distinguishing the two games
as:

IPr[Hy = 1] — Pr [Hy = 1]| = [Pr [H; = 1| CollG1] Pr [CollG1]
+Pr[H; = 1| ~CollG1] Pr [~CollG1]
— Pr[H, = 1| CollG2] Pr [CollG2]
~Pr[H, = 1| ~ColiG2] Pr [~CollG2]|
— [Pr[H; = 1| CollG1] Pr [CollG1]
—Pr[H, = 1| CollG2] Pr [CollG2] + negl(A)]
< |Pr [CollG1] — Pr [CollG2] 4 negl(A)| = negl(A).

where the second equality follows from the fact that, conditioning on not having
collisions in both games, since in H; the value f*(c;) = ; is independent from ¢; and
the same happens for H; regarding the uniformly sampled bit, the two distributions
of ciphertexts are exactly the same and Pr [-CollG1] ~ Pr [-CollG2].

We can conclude that the two games are indistinguishable. O

Lemma 40. Hy £ Hsz. Namely, for any distinguisher Ds it holds that

Advi™ (M) := [Pr[Ha(A, D3) = 1] — Pr[Ha(A, Ds) = 1]]
=0.

Proof. The two games are indistinguishable in an information-theoretic sense. The
rejection sampling in H; is performed on freshly sampled bits distributed indepen-
dently from previously observed values, and upon failure a correctly generated ci-
phertext is returned. In Hj the ciphertext is directly returned. It turns out that the
ciphertexts produced in H, and in H3 follow the same distribution. This is formally
stated and proved in Lemma 86. O

The Theorem follows directly from the previous lemmas. O

5.4 Achievable definitions for black-box AE

Having shown that no stateless black-box anamorphic triplet can be secure for all
PKE schemes, in this section we consider the following question:

What (mildly) weaker security notion can still be satisfied?

The question is answered providing a relaxation of the definition in [PPY22]
which we call semi-adaptive security. Although these restrictions allow bypassing
Theorem 21, we will show in Section 6.8 that bounds and negative results in [CGM24b]
extend to this setting.

5.4.1 Semi-Adaptive Definition

The core issue exploited in the proof of Theorem 21 is that the adversary can access
in the query phase both public and private keys. To avoid such class of attacks, we
now discuss a relaxation of Definition 18. The only difference we introduce is that
ask is provided at the end of the query phase instead of the beginning. We call this
new definition semi-adaptive AE. The name indeed is reminiscent of semi-adaptive
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security for Functional Encryption [CW14], where challenge queries are performed
before observing (functional) secret keys.

Formally, let E = (E.Gen, E.Enc, E.Dec) be a PKE scheme equipped with an Anamor-
phic Triplet AT = (AT.Gen, AT.Enc, AT.Dec). The Semi-Adaptive Anamorphism game,
for A a PPT adversary, is defined in Fig. 5.10. We define the advantage of an adver-
sary A in breaking the Semi-Adaptive property as

Advé%‘-’r‘jm (A) := |Pr[SA-RealGg 4(A) = 1] — Pr[SA-AnamGat,4(A) = 1]|.

SA-RealGg 4(A) SA-AnamGaT 440(A)
1: (pk,sk) <% E.Gen(A) 1: (apk,ask,dk, tk) «+* AT.Gen(A)
2: Run A(pk) 2: Run A(apk)
3: fori=1,...,poly(A): 3: fori=1,..., poly(A):
a0 (my i) 5 A a0 (my i) <3 A
5: ¢ <% E.Enc(pk, m;) 5: ¢ <% AT.Enc(apk, dk, m;, iii;)
6: Givec;to A 6: Givec;to A
7: Givesk to A 7: Giveask to A
8: return A’s output 8: return A’s output

FIGURE 5.10: Semi-Adaptive Anamorphic Encryption game.

Definition 41 (Semi-Adaptive AE). A PKE E equipped with an Anamorphic Triplet AT
is said to be Semi-Adaptive Anamorphic if for every PPT adversary A it holds that

AdvRR2"™ (1) < negl(A).

Having formally defined a weaker security notion for Anamorphic Encryption,
our next step is proving RS to achieve it generically. This will provide an answer to
the first question asked at the beginning of this section, as RS is stateless, black-box,
and we show security to hold for any PKE. As mentioned, contrived schemes such as
the counter-example in Section 5.2.1, should not affect the proof anymore. Indeed,
according to our new notion, an adversary can only query messages that depend on
the public key, thus excluding adversaries such as the one in Fig. 5.6. This formally
leads to the following Theorem.

Theorem 24. The rejection sampling triplet RS described in Fig. 5.1 when applied to an
IND-CPA secure PKE, yields a black-box Semi-Adaptive Anamorphic Encryption scheme.
Namely, for any PPT distinguisher D that distinguishes SA-RealGpkg from SA-AnamGgs
there exist PPT adversaries A and B such that

A~

AdvRRERE, (M) < Advjej;()\) + (g) Adv A (A) + negl(A)

where g = q(0+1).

Proof. We proceed through a sequence of hybrids starting from the anamorphic game.
First we replace the PRF in RS with a truly random function, and later substitute each

of those function invocations with the sampling of a fresh random value. Finally we

conclude by showing the last game’s ciphertexts to follow the right distribution, i.e.

that of freshly generated ones, information-theoretically.
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Ho: The real Anamorphic Encryption game AnamorphicG.
Hi: Asin Hp but the PRF is substituted by a truly random function f*.
Hy: As in H; but instead of invoking f*, sample a fresh random bit.

Hs: The real encryption game RealG.

Lemma 41. Assume that f is a PRE, then Hy is indistinguishable from Hq. Namely, for any
PPT distinguisher Dy that distinguishes Hy from Hy there exists an adversary A such that

AdviR™ (A) := [Pr [Ho(A, D1) = 1] = Pr [Hy (A, Dy) = 1]]

< AV (A).
Proof. The proof of this lemma is essentially the same as the proof of Lemma 38.
To prove that Hy is indistinguishable from H; we construct a distinguisher A for the
PRF using the distinguisher D; for the two games. Note that Hy differs from H; in
how the ciphertext is computed, i.e. evaluating a truly random function or f;. The
pseudocode of A is given in Fig. 5.11.

A%(A)

1: (apk,ask) «<* E.Gen(A)

2: Whenever D (apk) makes a query (m;, ;), Vi € {1,...,poly(A)} compute:
3: forje{1,...,0}:

4: cj +% E.Enc(apk, m;)

if O(cj) = m;:
Give ¢ to Dy
else:
Give E.Enc(apk, m) to D
Give ask to D1
10: return Dy’s output

O 0 NN S G

FIGURE 5.11: A reducing a distinguisher D; for Hy, H; to prf.

First of all, note that A in Fig. 5.11 is PPT since the PKE oracles are efficiently
simulatable, D; makes a polynomial number of queries and ¢ = poly(A). Given this
fact, note that if O is an oracle to the PRF f; then the ciphertext is computed as in
Ho, then we can state that Pr[Hyo(A,D;) = 1] = Pr [Afk(')(/\)rtol}. If O is an oracle
to a truly random function f* the ciphertext is computed as in Hj, then it holds

that Pr[Hi(A, D) = 1] = Pr [.Af*(')()\) $—>1}. We have proved that Advg‘;’Hl(A) <
AdvP") (). O

Lemma 42. Assume that E is an IND-CPA secure PKE, then H; & H,. Namely, recall that
g = q(9+1), for any PPT distinguisher D, that distinguishes between Hy and H, there
exists a PPT adversary B such that

Advi 2 (M) = [Pr[Hy(A, D2) = 1] — Pr[Hy(A, D) = 1]]

< (g) AdvINPCPA (1) + negl(A).
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Proof. Let D, be a q queries distinguisher executed in Hy,; for a uniformly random
bit b «*% {0,1}. To fix notation, let (m;, ;) be the message involved in its g en-
cryption queries, and c;; for j € {1,...,0 + 1} the regular ciphertexts computed by
the challenger to produce an Anamorphic Encryption of (m;, ;) though rejection
sampling. Then we define Coll the event that a collision occurs among those cipher-
texts. If =Coll, the random function f* is always evaluated on distinct points, and
thus computing f*(c;;) is equivalent to sampling a random bit. Thus D, has no
advantage in this case and in particular AdvzH);’PIZ (A) < Pr[Coll].

Next, we bound Pr [Coll] using the PKE’s security. Let B(pk) be the following
IND-CPA adversary: initially it runs D, (pk) and chooses a random pair of (distinct)
indices &, B € [gq] x [0+ 1]. Next, it simulates D,’s game. However when produc-
ing the a-th regular ciphertext it either encrypts m or 0 (according to the IND-CPA
encryption oracle) with m the regular message requested by D,. Similarly, for the
B-th ciphertext it either encrypts m or 1. Finally, it returns 1 if the a-th and B-th
ciphertexts collided. A full description is presented in Fig. 5.12.

B(pk) :

1: Sample &, B <% [g] x [0 + 1] distinct couples, and b «% {0,1}
2: Run D,(pk)
3: when it queries (m;, i1;):
4 for j € [0+ 1]: / Generate ciphertexts
5 if (i,j) = a: ¢;; % 0(m;,0)
6: elseif (i,j) = p: ¢;j <% O(m;, 1)
else: ¢;; 3 E.Enc(pk, m;)

8: forj € [19] I Rejection sampling

9: ifb=0: bi,]' — f* (Ci,j)

10 if b =1: b;; % {0,1}

11 : if b; j = m;: Reply with ¢; ; and break

12 : I'If no ciphertext was chosen through rejection sampling
13 : Reply with ¢; 911

14 : [ The execution of D, is interrupted after the last query
15: returnc, == cg

FIGURE 5.12: Adversary B for IND-CPA from D, distinguishing H;

from Hy. O is the IND-CPA oracle encrypting either the first or the

second message according to its challenge bit. f* is a (lazily main-
tained) random function to {0,1}.

Let U’ be the IND-CPA’s challenge bit, i.e. when b’ = 0 the first message is
encrypted, whereas the opposite occurs with b’ = 1. Then it is immediate to see that
when V' = 0, B perfectly simulates D,’s game until its last query. Indeed pk sampled
from E.Gen matches the distribution of apk and all ciphertexts c; ; are computed as
E.Enc(pk, m;). Finally, D, has no information of «, 8. Thus, setting § = q(¢ + 1) the
total number of encryption calls performed by B, and x a random variable denoting
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the number of ciphertexts couples colliding, then

Pr [B$—>1

b':O} = Prlcy =cp|b =0
= Y Prica=cg|b =0,x =k]Prx =K
k

— Ek.@)l-ﬁ[xzk] > (Z)l-ZPr[XZk]

k>1 k>1

_ (Z)l-Pr[X>O] - (Z)l-mcc;u].

The third equality follows as (a, B) is a uniformly distributed couple. The first in-
equality uses k > 1, while the last equality follows as x > 0 is the same event as
Coll.

Conversely, when b’ = 1, the two ciphertexts collide only if an encryption error
occurs. Indeed, as decryption is stateless and deterministic, when ¢, = ¢y either
E.Dec(sk, cy) # 0 or E.Dec(sk,cg) # 1. Using the scheme’s correctness then

Pr [B$—>1

b = 1} < Pr[E.Dec(sk,c,) # 0 V E.Dec(sk, cg) # 1]
< Pr[E.Dec(sk,cy) # 0] +Pr [E.Dec(sk,cg) # 1] < negl(A).

Combining both part we finally get a bound on Coll and consequentially on Advg;’H2 (A):

Pr [Coll] < (Z) - AdvEE PA (M) + negl(A).

Lemma 43. Hy £ Hs. Namely, for any distinguisher Ds it holds that

Adv';)g'*am) := [Pr[Ha(A, D3) = 1] — Pr[H3(A, D3) = 1]
= 0.

Proof. The proof of this lemma is essentially the same as the proof of Lemma 40.

The two games are indistinguishable in an information-theoretic sense. The rejec-
tion sampling in H; is performed on freshly sampled bits distributed independently
from previously observed values, and upon failure a correctly generated ciphertext
is returned. In Hj the ciphertext is directly returned. It turns out that the ciphertexts
produced in H; and in Hj follow the same distribution. This is formally stated and
proved in Lemma 86. O

The Theorem follows directly from the previous lemmas. O
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Chapter 6

Limits of black-box AE

6.1 Introduction

In the previous chapter we have seen that black-box AE is impossible in general.
But what happens when AE can be achieved? What are the limits of a generic con-
struction? Precisely, given a generic PKE with high min-entropy ciphertexts, we ask
ourselves:

1. How many anamorphic bits per ciphertext can be sent?
2. Is Fully-Asymmetric AE achievable?

This chapter is devoted to answer these questions. The following results are
taken from [CGM24b; CGM25].

6.1.1 Ouwur results

In the following we give an overview of the results from this chapter. To keep the
presentation simple we may omit some details.

An important remark is that the results that we will prove in this chapter are more
general than claimed. Looking ahead, both Theorem 27 and Theorem 28 can be
proven for a weaker definition of e-correctness on average. Namely, Definition 19
holds for randomly sampled regular message m <% M and for all /ii € M. In the case
of both mentioned theorems, we can prove the statements for a notion of correctness
in which also 7 is randomly sampled from M, since in the proofs both messages will
be randomly sampled. This implies more general results, capturing also the case in
which we request correctness for all m € M.

Preliminary black-box results

As a starting point assume AT = (AT.Gen, AT.Enc, AT.Dec) is a generic construction
that turns any PKE into an anamorphic encryption scheme. We restrict to AEs that
access the underlying PKE algorithms only through oracle queries. As customary
in the black-box separations literature [IR89], we then study their behavior when
interacting with an ideal PKE E = (E.Gen, E.Enc, E.Dec). The latter scheme is similar
to the one proposed in [Ger+00] and in [ZZ20], and is based on two truly random
permutations specifying the key generation and encryption behavior. Decryption
instead consists in (inefficiently) inverting the encryption permutation.

Ciphertext Selection Lemma. Our first step towards both results is to prove a fun-
damental property of the anamorphic encryption procedure AT.Enc. Namely that,
up to negligible probability, it can only return one of the ciphertexts it obtains from
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oracle calls to E.Enc. First notice that, being AT.Enc anamorphic, its produced cipher-
texts have to be indistinguishable from regular-mode ones. As security is assumed to
hold for any PKE, this has to be the case also for the ideal PKE mentioned above. In
this latter case, however, there is essentially no way to meaningfully manipulate ci-
phertexts. Thus, the only way for AT.Enc to return a valid ciphertext (i.e. encrypting
the intended regular message m), has to be to simply choose it among the obtained

onesl .

Limits of black-box constructions

To prove our first lower bound we start from an information-theoretic game where
a sender § wishes to communicate a message m to a receiver R. The rules of this
game are that a random oracle H is available to both, and all S can do is choose
one of the outputs y it received from H and send it to R. The goal of R is to get
back m from y with overwhelming probability. Finally S and R are allowed to have
shared randomness. We call this setting a Random Oracle Channel. Assuming both
procedures can access H only poly(A) many times, we prove that the message space
size |[M| has to be polynomially bounded. Intuitively, this should be the case as S’s
choice can bias at most log(A) many bits of y, while R’s queries seem useful only
when it finds a preimage to y.

Our final step consists in building a Random Oracle Channel from a black-box
AE scheme. The basic idea is that SH computes and sends the anamorphic encryp-
tion of a message 7, while R" decrypts it. Crucially, both parties use H to answer
encryption queries performed respectively by AT.Enc and AT.Dec?, which results in
a good approximation of the ideal PKE scheme. Next, we use the ciphertext selec-
tion lemma to argue that AT.Enc can only "choose" one of the ciphertexts it observed.
Thus, the anamorphic ciphertext that S forwards to R is a value it got from H, which,
in turn, means that (S, R) defines a random oracle channel. As a consequence, its
associated (anamorphic) message space has to be polynomially bounded.

Impossibility of Asymmetric AE

Another application of the ciphertext selection lemma is that (weak) asymmetric AE
as discussed above cannot be realized black-box. An intuitive reason for this is that
AT.Enc, in order to correctly choose a ciphertext encrypting the anamorphic message
m it wish to send, must somehow distinguish those that encrypt 7 from those that
do not.

This suggests the following proof strategy. An (efficient) adversary A refuting
the weak asymmetric property can initially query its challenger to get c*, either the
anamorphic encryption of (m, itig) or (m, 111 ), where m here denotes the regular mes-
sage, whereas 1y, 1] are anamorphic ones. Then it locally runs AT.Enc(apk, dk, m, i)
with both apk and dk being provided to A at the beginning. When AT.Enc calls the
underling PKE encryption procedure, A replies with the correct ciphertext for all
but a randomly chosen query. For this latter query it replies with c*. Finally, when
AT.Enc returns ¢/, A outputs 1if ¢* = ¢’ and 0 otherwise.

Oversimplifying the analysis, if ¢* is an encryption of 7y, then AT.Enc should
choose it with significant probability (=~ 1/g with g the total number of encryption

1Actually, another possible way is by decrypting a (random) ciphertext with E.Dec hoping it returns
m. For carefully chosen ideal PKE’s parameters however this strategy only succeeds with negligible
probability.

%In this technical overview we deliberately ignore the significant technical challenges related to
dealing with decryption queries. See Sections 6.5 and 6.6 for details
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queries). If c* encrypts 77, on the other hand, correctness of encryption dictates that
AT .Enc(apk, dk, m, i) can output it only with negligible probability.

This simple strategy fails for a variety of technical reasons, some of which are not
discussed here. The most challenging one though, is that c* may be incorrectly dis-
tributed. More specifically, during its execution AT.Enc expects reqular ciphertexts
as answers to its encryption calls. Yet, c* is an anamorphic one. Although the security
definition from [PPY22] guarantees that regular ciphertexts are indistinguishable
from anamorphic ones, this only holds when given apk, ask but not dk. As AT.Enc
gets dk it may easily distinguish c¢* and potentially abort, thus preventing our proof
to go through.

To address this issue we analyze in depth an abstract object, that we call sym-
metric choice functions. Such an object is meant to describe AT.Enc’s behavior but, we
believe, could be of independent interest.

Informally, a choice function is any (probabilistic) function that outputs one of
its arguments, without modifying it in any way. If it does not depend on the order
of its input, we further call it symmetric.

We prove that symmetric choice functions have the very interesting property of
being consistent in their choices. Specifically, imagine that on (uniformly distributed)
input xq, ..., x; the choice function f outputs one of them (and let us call z such a
value). Interestingly, on input (z, uy, ..., uy), for uniformly distributed uy, ..., u, f
will output back z with probability at least 1/k — e. This may seem obvious at first,
as the inputs look uniformly distributed in both cases. Notice however, that while z
is chosen from uniformly distributed inputs, its distribution is (or at least might be)
biased by f and, thus, it might not be uniform anymore®.

The previously unjustified step in our (simplified) analysis is then fixed by show-
ing that AT.Enc essentially behaves like a symmetric choice function. Thus, when re-
ceiving from A a ¢* that (anamorphically) encrypts (m, i7ip ), along with g4 — 1 almost
uniformly random ciphertexts4, it will choose the same c* again with probability at
least1/q —e.

Overcoming the impossibility. We show that using iO it is possible to build Fully-
Asymmetric AEs (with small anamorphic message space) generically from any IND-CPA
secure PKE with high min-entropy ciphertexts. The usage of iO thus allows to by-
pass the impossibility result. We give two such constructions, both building upon
the Sahai-Waters [SW14] realization of public key encryption from iO.

The basic idea is to interpret the rejection sampling scheme from [PPY22] as a
secret-key encryption scheme and turn it into an asymmetric one exactly as done
in [SW14]. Our first construction closely follows Sahai-Waters and inherits their
exponential security loss arising from their PRG usage. Recall, that the Sahai-Waters
scheme uses a PRG G, that takes a seed of size A /2, to produce the random coins
needed to encrypt. Typically such a loss is acceptable as it only means that larger A
have to be chosen in case of need. For the case of Anamorphic Encryption however
this might be problematic as the concrete value for A might be fixed by the adversary
so that breaking the PKE is unfeasible, but distinguishing regular from anamorphic
ciphertexts becomes doable.

Our second construction avoids this issue by removing the PRG altogether but
assuming perfect correctness of the underlying PKE instead. Very informally, the

3Think, for instance, to the case when f is the minimum function: this satisfies our notion of sym-
metric choice function but, even when executed on inputs uniformly distributed in some finite set X,
its output is hardly uniform in X.

4As is the case when the underlying PKE is the ideal one.
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idea is as follows. We modify the obfuscated circuit used to encrypt by adding an
"unreachable" condition for which a fixed output is returned. Specifically, the condi-
tion is that, on input (m, r), one checks whether m = mj and E.Enc(pk,m,r) = c*
where mj,c* are hard-coded in the circuit and c¢* is an encryption of a message
mg # mj. Here is where perfect correctness comes into play: it allows to rule out
the possibility that ¢* could be obtained as the encryption of an a m # mj, mak-
ing such condition unreachable. Later, using the IND-CPA security, we set c* as the
encryption of mj, thus making the condition reachable.

A semi-generic construction

Both our impossibility result and lower bound crucially rely on the ciphertext selec-
tion lemma discussed above. Interesting this lemma requires the ideal PKE to satisfy
certain conditions. In particular, its proof does not go through for the special case of
PKE with small message space and dense ciphertext space®. We show that this is no
coincidence and, in fact, we prove such restrictions to be sufficient to achieve effi-
cient asymmetric anamorphic conversions with large (anamorphic) message spaces.
Specifically, we prove that if one starts with a PKE with the two properties above,
that also guarantees a mild pseudorandom property on the produced ciphertexts
(see Section 6.7 for details about this), then there exists a simple black-box asym-
metric AE with exponential anamorphic message space. This construction can be
seen as the dual of the rejection sampling scheme from [PPY22] when swapping the
role of regular and anamorphic messages. At a (very) high level, one starts with a
PKE E = (E.Gen, E.Enc, E.Dec) satisfying the conditions above, together with a PKE
EP" = (EP".Gen, EP".Enc, EP".Dec), whose ciphertexts are indistinguishable from (uni-
formly) distributed ones in the ciphertext space of E. We remark that, as we show in
Theorem 1, it is easy to construct such a EP" from standard PKE and pseudorandom
permutations. Equipped with E and EP", the construction is as follows. To encrypt a
(regular) message m and a covert one i, one keeps encrypting 7 with EP".Enc until
is found a ciphertext ¢ such that decrypting c with Dec outputs m. Notice that, since
E has dense ciphertexts and small message space, this procedure is expected to end
in polynomial time.

6.1.2 Organization

We first give some preliminaries results in Sections 6.3 and 6.4, then we answer the
first question in Section 6.5 and the second in Section 6.6. In Section 6.7 we show
that our results are tight. Eventually, we extend these results for the case of Semi-
Adaptive AE in Section 6.8.

6.2 Ideal PKE

In this section we model an idealized (and inefficient) PKE scheme with high min-
entropy on ciphertexts, inspired by the one presented in [Ger+00; ZZ20], accessible
through three oracles E.Gen, E.Enc, E.Dec. Internally the scheme is defined by two
random functions ¢ and ¥ tracking respectively the relation between public/secret
keys, and the one between messages/ciphertexts. More in detail SK, PK are the se-
cret and public keys sets while {0,1}#, {0,1}, {0, 1} are respectively the messages,
randomness (for encryption) and ciphertexts spaces. Then ¢, i are sampled so that

5By dense, we mean that a significant fraction of the strings in the ciphertexts space are actually
valid ciphertexts.
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* ¢ :SK — PKis a uniformly random bijection.
e ¥ :PKx {0,1}* x {0,1}* — {0,1}* random function s.t. ¥»(pk, -, -) is injective.

Note that at this stage we do not constrain y, p, ¢, that are respectively the bit-size of
messages, randomness and ciphertexts. Some later results will however only apply
for certain parameters choice.

E.Gen(A; sk) E.Enc(pk, m;7)

1: pk < ¢(sk) 1: ¢4 p(pk,m,r)
2: return (pk,sk) 2: returnc

E.Dec(sk, ¢)

1: pk <« ¢(sk)

2: for(m,r) € {0,1}* x {0,1}°
3: if ¥ (pk,m,r) = c: return m
4: return L.

FIGURE 6.1: Ideal PKE with ¢ : SK — PK and ¢ : PK x {0,1}* x
{0,1}¢ — {0,1}" as above.

The property of high min-entropy on ciphertexts follows directly from the fact
that the encryption function is a random function. Indeed, given a message m, a
public key pk and fixing a PKE oracle, the encryption is defined as (pk, m,r) for a
random string € {0, 1}° where p = (1) and ¢ is a (fixed) injective function. Thus

He (E.Enc(pk,m)) = He(9(pk,m, 1)) = Ho(r) = p = Q(A).

Moreover, it is easy to observe that this scheme achieves semantic security (IND-CPA)
if o = Q(A) and |SK| = Q)(2") as ciphertexts are random strings, and distinguish-
ing the encryptions of two different messages requires a number of queries to E.Enc
exponential in p. For completeness this is proven in the following Theorem.

Theorem 25. If p = Q(A) and |SK| = Q(2%) then the ideal PKE scheme E in Fig. 6.1 is
IND-CPA secure. Namely, for any PPT adversary A it holds that

AdvIEITTE'CPA (A) < negl(A).

Proof. Given a PPT adversary 4, let pk be the chosen public key, mg, m; the plain-
texts A sends to the challenger, and c* be the challenge ciphertext, i.e. such that
c* = (pk,my,r*) for b ~ U({0,1}) and r* ~ U({0,1}*). Recall A can only access
the ideal PKE through oracle queries. We define two bad events. BadSK in which
A queries at any point E.Dec(sk, -) or E.Gen(A;sk), i.e. it guesses the secret key cor-
rectly. BadRnd in which A queries at any point E.Enc(pk, - ;7*), i.e. it guesses the
randomness correctly. Calling g the (polynomially bounded) number of total PKE
queries performed by A, the following bounds hold for the events above:

Claim 5. With the previous notation

q q
< = < = .
Pr[BadSK] < SK|— ¢ negl(A), Pr[BadRnd] < ¥ —g negl(A)

Conditioning on those events not occurring, we show A has almost no infor-
mation on b, i.e., conditioning on ~BadSK A —=BadRnd then b is almost uniformly
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distributed from the point of view of A. The idea is that it might still have queried
many encryptions of one messages, and if none of those collided with c* then he may
guess the encrypted message to be the other one. Formally, let View be the view® of
A when it halts and —BadSK and —BadRnd occur (excluding c¢* from the view). Fur-
ther call Ry the set of random coins such that E.Enc(pk, mp; r) was not queried by A
and R; the same set but with respect to m;. Finally, for ease of notation, let us call
fu(+) = p(pk,my; -) for b € {0,1}. Then conditioning on the view, ¢* is uniform over
fo(Ro) Ufl(Rl) and b = 0iff c* € fo(R()). Thus

. \ : | fo(Ro)| [Ro|
Pr[b=0|View] = Pr[c" € fo(Ro) | View] = |fo(R{:)Uf1(R1)| = Rol + K]
Finally, as 2 > |R,| > 2° — g, we have that
19 _ IR 1 q

2727 S R+ IRy C 2 2

The same bounds then applies to the conditional probability that b = 1. We can thus
conclude that, calling b’ the final bit guessed by .A

Pr[b:b']J’

1 IND-CPA
E . AdVE,A ()\) = 5

IN

1
Pr [b = ', ~BadSK, =BadRnd] — 7| + Pr [BadSK] + Pr [BadRnd|

< negl(A) + negl(A) + negl(A).

6.3 Preliminary black-box results

Assume there exists a generic compiler AT = (AT.Gen, AT.Enc, AT.Dec) turning any
IND-CPA secure PKE into an anamorphic encryption scheme, accessing the under-
lying PKE algorithms only through oracle queries. We can then study the behavior
of such construction when applied to the ideal PKE E = (E.Gen, E.Enc, E.Dec) de-
fined in Fig. 6.1. A first property it has to satisfy is that, up to negligible probability,
the public and secret anamorphic keys have to be a valid key pair for the underlying
PKE.

Lemma 44. If AT = (AT.Gen, AT.Enc, AT.Dec) is an anamorphic triplet for the ideal PKE
E, then there exists a negligible € such that

(apk, ask, dk, tk) <* AT.Gen(A) =  Pr[¢p(ask) # apk] < &(A).

Proof. Let Abe a PPT adversary playing the game in Definition 18. Its attack consist
in running the key generation algorithm on input the same ask that it has received
from the challenger. See Fig. 6.2.

From the definition of E.Gen in Fig. 6.1, the secret key coincides with the random
tape of E.Gen. Thus in the real game pk’ = pk occurs always. Conversely in the
anamorphic game, the adversary receives apk, ask generated through AT.Gen. Again

6i.e. the joint distribution of A’s input, random coins and oracle replies. Note, oracle queries are a
deterministic function of the view, and thus need not to be included.
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A© (apk, ask) :
1: (apk’,ask) + E.Gen(A;ask)
2: return apk == apk’

FIGURE 6.2: Adversary against the security game in Definition 18. O
is the encryption oracle provided in both RealG and AnamorphicG.

by construction pk’ = ¢(ask), meaning A returns 1 if and only if apk = ¢(ask). In
conclusion

Adv 4(A) = |1 —Pr[¢(ask) = apk]| = Pr[¢(ask) # apk]

which is negligible as we assumed AT to be an anamorphic triplet for the ideal PKE.
O

The next property we study informally states that ciphertexts have to be unpre-
dictable enough. While this could be stated in terms of (pseudo) min-entropy, for
our purpose the following less general formulation will suffice.

Lemma 45. Given AT = (AT.Gen, AT.Enc, AT.Dec) a black-box anamorphic triplet and
uniformly sampled s, r and messages m, i, let

(apk, ask, dk, tk) <— AT.Gen(A;s), ¢ < AT.Enc(apk, dk, m, ;).
For any set S independent from r, with |S| < poly(A) then Pr [c € S| < negl(A).

Proof. Consider the following adversary A against the anamorphic security game in
Definition 18 instantiated when AT is combined with the ideal PKE with p = Q(2*4).
Its attack consists in encrypting twice a random message pair, and checking if the
resulting ciphertexts are the same, see Fig. 6.3.

A9 (apk, ask) :
1: Sample m «% {0,1}" and /11 <% M

2: ¢ <% O(m, i)
3: ¢y <% O(m, )
4: returnc| ==

FIGURE 6.3: Adversary against the security game in Fig. 3.1. O is the
encryption oracle provided in both RealG and AnamorphicG.

If c € S with significant probability, as this set has polynomially bounded size,
two ciphertexts sampled independently from it will collide with noticeable proba-
bility, allowing A to distinguish the two games.

More formally, in the real game c; = c; only if the random coins used to produce
both ciphertexts are the same, which occurs with probability 27°. To analyze the
anamorphic game let

V(s = {(mo,n?(),so) : PI‘[CES|W[=THO, ﬂff\l:ﬂ//\lo, S:S()] 2(5}

Using a variant of Markov inequality we can then prove that
Claim 6. 6 =1/2-Prc € S] implies that Pr[(m, ,s) € V] > 6.
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Calling for notational simplicity v = (m, 1, s), it can now be shown that for all
vo € Vs, Prici=cr|v=vo| =

= PI‘[C1=C2’61,C2€S,V:VO]-PI'[C1€S, CQGS‘V:VO]

> |S|71-Prc; €S, ca €S|v =y
= S| Pr[ey €S|v=vp] -Pr[cz €S|V =
> |S|_1-52

where the second equality follows as cy, ¢, are mutually independent conditioned
on v = vy, as in that case they are only a function of the (independently sampled)
random coins used to compute them, and the random subset S is distributed in-
dependently from them. As a consequence Prc; = ca|v € V5] > |S|7! - 62, which
allow us to lower bound the probability A finds a collision in the anamorphic game
as, fixing 6 =1/2-Pr[c € §],

Prici =c)] > Prlci =ca|veVs]-Prive V5] > &-|S|7%

Combining this with the bound on the collision probability in the real game, the
advantage of A is then bounded by Adv 4(A) > & - |S|~! —27°. Having set § =
1/2 - Prc € S] we conclude the proof as we assumed p = Q(A), |S| polynomially
bounded and the black-box anamorphic triplet to be secure. ]

Proof of Claim 6. We first show a Markov-type lower bound, that is, given a discrete
variable X with support Q C [0,1] and expectation y, then for all § € [0,1] we have

Pr[X > 6] > u—24.

Indeed, dividing Qin O~ = {x : x < 6} and Q" = Q\ O, by definition of
expectation

p= Y xPrX=x] = Y xPr[X=x]+ ) xoPr[X=x]

x0€Q) X0~ xpeQt

< SPr[X < 6] +Pr[X>6] < 6+Pr[X > 4]

where the first inequality follows upper bounding xp € )~ with d and xp € QO with
1.

Next we use this Markov-type inequality to prove the claim. In our case the ran-
dom variable X is such that X = Pr[c € S| m = my, i1 = filg, s = so| with probability
Pr [m = mo, m = iy, s = sp| for all my, 11y, sp. Then is easy to see that X has average
Pr[c € S] and that it is contained in [0, 1]. Moreover Pr [(m,11,s) € V5] = Pr[X > ¢].
We thus conclude that

Pr[(m,fi,5) € Vs = Pr[X>0] > p—0 — %-Pr[cES]. 0

A consequence of the above result is that AT.Enc almost never returns a cipher-
text that was observed by AT.Gen. To formally state this, we first define this set of
ciphertexts.

Definition 42. Given a black-box anamorphic triplet AT we define EZ®", EE™® the sets of
tuples (pk,m, r,c) such that respectively AT.Gen and AT.Enc on input in eventually query
¢ = E.Enc(pk,m;r). Analogously, D", DE" are the sets of tuples (sk,c,m) such that

respectively AT.Gen and AT.Enc on input in computes m = E.Dec(sk, ¢).
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Definition 43. Given a black-box anamorphic triplet AT we define the set of ciphertexts
observed by AT.Gen on input s as

céen = {c: (--,,c) €ES V (-c-) € DS},

Corollary 1. With the same notation of Lemma 45, Pr [c € C&*"] < negl(A).

6.3.1 Ciphertext Selection lemma

The core technical result of this section is a characterization of the encryption pro-
cedure for a black-box anamorphic triplet. Informally, our result states that such
procedure can only obtain valid ciphertexts through encryption queries to E.Enc and
then return one of them. This is perhaps not surprising as there is no assumption
on the underlying PKE scheme. Thus, no meaningful manipulation of ciphertexts
after their generation is possible. This intuition is captured by the following cipher-
text selection lemma. First, we formally define the set of valid ciphertexts queried by
AT.Enc.

Definition 44. Given input in = (apk, ask, m, i1, r) the set of valid ciphertexts queried by
AT.Encis CE® = {c : (apk,m,-,c) € EEn<}.

We recall that our ideal PKE is parametrized by u,p, ¢, respectively the mes-
sage, random coins and ciphertext bit-length. Notably, the following result requires
¢ —p = Q(A) to hold. This means the lemma cannot be specialized to black-box
anamorphic schemes where the underlying PKE is assumed to have small message
space ;1 = O(log A) and dense ciphertext space £ = p + u 4+ O(log A), i.e. such that a
noticeable fraction of strings with length ¢ are valid ciphertexts. We will later prove
in Section 6.7 this to be no coincidence as in this case efficient “semi-generic” con-
structions do exist.

Lemma 46. Given AT = (AT.Gen, AT.Enc, AT.Dec) a black-box anamorphic triplet, let r, s
be uniform random coins and m, m uniformly sampled messages. Setting

(apk, ask, dk,tk) < AT.Gen(A;s), in= (apk,dk,m,m,r), ¢ < AT.Enc(in),
ifp=Q(A)and £ —p = Q(A), then Pr [c ¢ CE™] < negl(A).

Proof. To prove the lemma let A be an adversary against the anamorphic security
definition as described in Fig. 6.4. Given (apk, ask) it requests the encryption c of a
random message m and locally decrypts it computing m’ = E.Dec(ask, c¢). It returns
1if and only if m # m’.

A© (apk, ask) :
1: Sample m +*% {0,1}" and i <% M
¢« O(m,m)

2
3: m' « E.Dec(ask,c)
4

return 1if m # m’

FIGURE 6.4: Adversary for the anamorphism game (Fig. 3.1). O is the
encryption oracle.

Since the ideal PKE scheme achieves perfect correctness A never returns 1 when
executed in the real game. To study the anamorphic game, let s be the random tape
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of AT.Gen, so that (apk, ask, dk,tk) < AT.Gen(A;s), and r the one of AT.Enc when
executed to answer A’s only query. For notational convenience in = (apk, dk, m, 1, 1)
so that c = AT.Enc(in). We then define the two events

Bad : ¢(ask) # apk V c € C%" Good : ¢ € CE".

Lemma 44 and Corollary 1 together imply that Pr [Bad] < negl(A). Next we claim
that the following probability is also negligible.
Claim 7. Pr[m = m’,—Bad, ~Good| < negl(A).

These two inequalities immediately imply the thesis as, through a union bound
Pr[m =m'] < Pr[m =m’',—Bad, ~Good| + Pr [Bad] + Pr [Good]

< Pr[Good] + negl(A).

By our initial observation Adv3{*™(A) = Pr[m # m'] with m’ distributed as in the

anamorphic game. As a consequence Pr[—Good] < Advy®™(A) + negl(A), that is

negligible.

Proof of Claim 7. Let C = CZ" U CE"®. We denote V,, the set of ciphertexts encrypting
m under apk, that is V;, = {y(apk,m,r) : r € {0,1}°}. The claim can then be
translated in terms of C and V. Indeed, if the studied event occurs then ¢ ¢ C.
Similarly m = m’ and —Bad both implies that m = E.Dec(ask,c) = ¢(¢p(ask), m,r) =
¢ = y(apk,m,r) = c for some r, which means ¢ € V,,. Therefore

(m =m',—Bad, ~Good) = ceV,\C =
=  Pr[m=m',—Bad,=Good| < Pr[ce V,\C].

To prove the latter probability to be negligible, let 4 be a bound on the total queries
of AT.Gen and AT.Enc. Let cy,...,c; be the (ordered) ciphertexts AT.Enc queries to
E.Dec(ask, -) and for notational convenience we name c;,1 := c. Let C; be the set
of ciphertext either returned by E.Enc(apk, -, -) or queried to E.Dec(ask, -) by either
AT.Gen(A;s) or AT.Enc(in) before the latter queries E.Dec(apk, ¢;). Note this means
Ci CCU{cy,...,ci—1}. Crucially, given only this information, the set of ciphertexts
Vi \ C; is uniformly distributed over {0,1}\ C;. Once again the event above can be
decomposed through a chain of implications:

ceVu\C = /1 (i €V \C A {c1ee et} NV \ C = @)
d+1
= V(@ e v\ (CUfen... cin)))
d+1
= \/i:1 (Cl‘ € Vm\Ci).

Using a union bound, along with the fact that V,, \ C; is a uniformly distributed
subset of {0,1}\ C; and independent from c;, we can conclude that

Prlc € Vi \C] < Y0 Prlei € Viu \ Cl
< oL 7 < (d+1) —
< L foagng S @) r

with the last quantity being negligible as we assumed ¢ — p = Q(A) while d, g are
polynomially bounded. O
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O]

Remark 11. Lemma 46 holds only for stateless anamorphic triplets. If stateful en-
cryption/decryption is allowed, then we can only prove a slightly weaker result.
Specifically ¢ has to lie, with overwhelming probability, in the set of valid cipher-
texts observed by AT.Enc and AT.Gen (as opposed to only AT.Enc). We stress this to
be sufficient for a slightly weaker version of Theorem 27 (See Remark 12) to hold
true. The proof is analogous up to the fact that Corollary 1 cannot be applied any-
more.

6.3.2 Symmetric Choice Functions

Thanks to the Ciphertext Selection Lemma, the encryption procedure of any black-
box anamorphic triplet can be abstracted as a process observing a list of ciphertexts
and eventually choosing one of them. We will call such a function returning one of
its arguments a choice function. In this section we show this class of functions satisfies
interesting properties, which will be useful in the proof of Theorem 28, Section 6.6.
First we provide a formal definition of choice functions and in particular symmetric
ones, which do not depend on the order of their arguments.

Definition 45. Given a finite set X, a random function f ~ {g : X* — X} is a choice func-
tion if f(x1,...,x¢) € {x1,...,x¢} forall xq,...,x, € X. Furthermore, a choice function
is called symmetric if for any permutation 7t we have f(x1,...,xx) = f(Xz@) -+ Xr(k))-

A rather non-trivial property of symmetric choice functions is that they are con-
sistent with their choices. More specifically, assume that on random inputs uy, ..., u
the function f(uy,...,ux) chose z among them. Then given more random inputs
vy, ...,V the function f(z,vy,...,v) will chose z again with probability at least
~ 1/k. At first sight this might seem trivial, as z could appear to be random and
f unable to distinguish it from the other elements. However this reasoning is in-
correct. Indeed, although z is chosen from uniformly sampled variables, this choice
can bias its distribution. The above intuition is therefore wrong, but we nevertheless
prove this lower bound with the following Lemma.

Lemma 47. Let f ~ {g : X* — X} be a symmetric choice function. Given u ~ U(XF),
v ~ U(X*1) uniformly distributed, let z = f(u). Then

1 1
Pr [f(Z,V) = Z] Z E -0 (m) .
Proof of Lemma 47. Let n = |X| and P(xy,...,x¢) = Pr[f(xy,...,x¢) = x1]. By def-
inition of choice function f has to return one of its arguments, meaning that for
X1,..., Xy all distinct

P(x1,...,x¢) + P(x2, ..., x,x1) + ...+ P(xg, x1,...,x01) = L.

As a first step we state some properties of P.
Claim 8. The following bounds for the sum of P over X* holds:

ZXP(X) < nk, P(x) > s kn*1,

Next we study the distribution of z = f(u).
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Claim 9. Foralla € X, Pr(z =a] > (% ZXP(a,x)) _E

n2"

Using both claim, the theorem’s proof follows as

Prif(sv) =2 = ¥,y Prif(ey) =2

1
= 7 Ly Prlz=aPrif(ay) =
1 k 3
= F Za,y (Zx WP(CZ,X) - 1’12> P(a,y)
-k P P R P
— i Dy P00 0y) T Ploy)

L (Terex) - K

k 1 [/ n* _ 2 _
nzkl'n<k—k'"k 1) —O0(n 1)

Y

v

k nZk
k  n* 1 1 1

Where the first inequality follows by Claim 9, the second one applying Claim 8 on
the second term. The third inequality follows from AM-QM where, calling s(a) =
Y.« P(a,x), the sum of s(a) coincides with the sum of P over X¥, and is therefore
lower bounded as per Claim 8.

Proof of Claim 8. The first part is trivial as P(x) < 1. For the second part let S =
{(x1,...,x) € X¥ : Vi, j(x; # x;)}. The size of X*\ S is smaller than (’2‘) -n*1, asitis
a union of the (§) sets D; j containing all vectors x with x; = x; (so that |D; ;| = n*~1).
As a consequence then [S| > nf — (5)n*1.

Next we can partition S into a collection P of |S|/k classes of size k, each con-
taining the cyclic shift of a vector x € S. Formally

[(x1,...,x0)] = {(x144,-.., Xkyi) : i € Z/KZ}

note that the vectors in S have entries that are all distinct, so each such cyclic shift
produces a different vector. Moreover, as observed previously, the sum of P(x) for
x € [x] equals 1, as the choice function must return one of its entries. We thus
conclude that

S| nk k\ nf—1 n* 1
Loex: PO 2 Lo PO = 0 = =) 5 2~k O
Proof of Claim 9. Let S = {(xz,...,x¢) € X*1 : Vi, j(x; # a, x; # xj)}. To lower

bound its size let D; the set of points in X¥~! with i-th coordinate equal to a and D;
the subset of X¥~1 with x; = x;. Then’

k—1 I F
IXk1\ S| = ’Ui:ZDiUUiq‘ D;;

< knk2 (k ; 1) k-2 < 2pk-2,

"Here we assume (})) = 0 when n < m.
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Thus |S| > n*~1 — k21¥=2. We can finally lower bound the probability that z = a as

3
Priz=a] > kZP(a,x)% > :k Y. P(a,x) — Zk Y. P(ax)
x€S x€Xk-1 x€Xk-1\S
k K3
> — P(a,x) — —.
nt xe&*] ( ) n?

The first bound follows by restricting all components of u to be different, lower
bounding the probability of this not happening with 0, and later,asz = a = a ¢
{u1,...,ux}, grouping all vectors shifting the (only) entry equal to a in the first posi-
tion (meaning that each term P(a, x) is repeated k times). O

O

6.4 Random Oracle Channels

In order to provide lower bounds for black-box Anamorphic Encryption, we first
study a simpler scenario where a sender S has to communicate a message m € M
to a receiver R under some constraints. In particular, both parties have access to a
random oracle H and S, which obtains values yy, . .., y; during its interaction with
H, can only chose one of them and send it to R, who eventually has to recover the
original message. We will call this setting a Random Oracle Channel.

Definition 46. A RO-channel is a tuple (S, R, M, k,h) with S, R Probabilistic Turing
Machines (not necessarily PPT), M C {0,1}* and k, h = poly(A) such that

1. S, R make respectively at most k and h queries to H.

2. Vm € M, calling y; = H(x;j) with j € {1,...,k} the queries S (m) performs, then
SH(m) — y; for somei € {1,...,k}.

3. There exists a negligible e(\) such that for m <% M and uniformly sampled common
random tape s

Pr [m +m'

y «— SM(m;s), m' « RH(y;s)} <e(A).

The main problem about RO channels is determining how large can |M| be as a
function of k, h. Intuitively, due to the high limitations imposed on &, R, we expect
M| to be small, and indeed our results eventually implies that |[M| = poly(A) or
that, equivalently, in this setting it is possible to communicate at most O(log A ) bits.

Theorem 26. For any RO-Channel (S, R, M, k, h) we have that asymptotically |M| <
2(h +k)2. In particular |M| = poly(A).

Proof. The result is proven by showing that any RO-channel can be compiled into
two unbounded §*, R* with shared randomness that reliably communicate a mes-
sage m € M by only sending ¢ = O(log A) bits. More specifically the shared random-
ness is of the form (F,G,s) with F : {0,1}P°Y®) — {0,1}¢and G : {0,1}¢ — {0,1}*
random functions, and s the random tape used by S, R.

S* on input m executes S(m;s) and simulates the RO through the function Go F.
More formally, when S queries the RO on input x;, it returns y; = G(F(x;)) and
locally stores z; = F(x;). Finally, once S chooses its output y;, S* returns z; € {0, 1}".
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S*(m; F,G,s) : R*(zF,G,s) :
1: Run S(m;s) 1: RunR(G(z);s)
2: when S queries x;: 2: when R queries x;:
3: zi < F(x;), yi < G(z;) 3 yi < G(F(x;))
4: reply with § < y; 4: reply with R < y;
5: when S returns y;: 5: when R returns m:
6: return z; 6 return m

FIGURE 6.5: Unbounded S*, R* using (S, R) to communicate m by
only sending /¢ bits.

In order to recover m, R* internally executes R simulating the RO as before. A full
description of §*, R* is provided in Fig. 6.5.

Now we analyze what happen for a random message m S M given in input to
S*. Let 6 be the probability that S* and R* fail to communicate correctly on input
m, i.e.

6 = Pr[m#m'|m < R*(z;F,G,s), z + §*(m;F,G,s)].

Then, the success probability 1 — ¢ is bounded by the conditional min-entropy of m
given z. This implies that

J4
Ho(m|2) > Ho(m) — € = log, M|~ £ = (1—-0) < 2~ H=(nl2) — |2M|

o2
= M| < 1=
Where the first inequality follows from the fact that z € {0,1} [Dod+08, Lemma
2.2]. Next we study the success probability for the specific case of S*,R* and a
suitable choice of /. Let X be the set of queries that, given m ~ U(M) and a random
tape s, the initial algorithms S, R jointly performs to the RO. Calling Coll the event
that two such points collides with respect to F, since | X| < h +k

2 20

Pr [Coll] < (htk)? 1

Next we observe that, as G : {0,1} — {0,1}" is a random function, if —Coll, then
S§*, R* perfectly simulate the RO. In particular, calling ¢ the error probability of the
given RO-channel, i.e., Pr [m # m’ | =Coll], we have that

6 = Pr[m # m'| Coll] Pr[Coll] + Pr [m # m'| —~Coll] Pr [=Coll]
< Pr[Coll] + Pr [m # m' | =Coll]
(h+k)?
2.2

IN

+e&.

Setting ¢ = 2log(h + k) we obtain 1 — § > 1/2 — ¢ and in particular

22log(h-+k)

M < =——
M| < 1/2 —¢

= 2-(h+k)?+negl(A) = |M|<2-(h+k)?

where the equality holds because 115. = 1+ negl(1) and last inequality holds asymp-

totically in A as |[M| is an integer and negl(A) is eventually less than 1. O
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6.5 Lower bound for AE

In this section we answer our question on black-box anamorphic encryption proving
that its anamorphic message space must be polynomially bounded, or equivalently
that it is impossible to communicate more than O(log A) bits per ciphertext. The
main technique, as described in the introduction, is to combine the information-
theoretic lower bound for RO-channel with the ciphertext-selection lemma. The
latter indeed informally implies that communication using black-box anamorphic
encryption scheme happens almost as in a RO-channel: the sender can only perform
certain queries to E.Enc(apk,m, ) and eventually return one of the replies. Simi-
larly, the receiver is allowed to query E.Enc(apk, m, -) to extract information about
the sender’s hidden message. We can thus present our first result.

Theorem 27. Let AT = (AT.Gen, AT.Enc, AT.Dec) be a black-box anamorphic triplet with
anamorphic message space M. Then |M| = poly(A). More precisely, calling g, and q4 the
queries performed to E.Enc respectively by AT.Enc and AT.Dec, then |M| < 2(q. + 94)*.

Proof. Applying the above black-box anamorphic triplet scheme to the ideal PKE
E = (E.Gen,E.Enc, E.Dec) defined in Section 6.2, we describe a RO-channel with
anamorphic message space M. A detailed presentation of S, R appears in Fig. 6.6.
Initially both procedures hold shared randomness used to setup the anamorphic en-
cryption parameters, and later simulate the ideal PKE. This is of the form (s*, r*, m*,
9", 97, &) with

e (s*,r*): random tapes for AT.Gen and AT.Enc.

e m*: random regular (i.e. non anamorphic) message in M = {0, 1}".

¢*: random bijection from SK to PK, as in the ideal PKE.

*: random function mapping (pk, m, ) to ciphertexts in {0, 1}*.

&*: biased random function mapping SK x {0,1} to MU { L}, such that &*(sk, c) =
mg with probability 2/~ for all my € M.

Given the above shared randomness S, R proceed as follows:

1. Key Generation. Initially they both setup the Anamorphic Encryption param-
eters (apk, ask, dk, tk) running AT.Gen(A;s*) (lines 1-6). In this phase, each time the
key generation queries E.Gen(A;sk), they use ¢* to reply with (¢*(sk),sk). When
it queries an encryption E.Enc(pk,m;7) they both reply with *(pk,m,r). When it
queries a decryption E.Dec(sk, ¢), if ¢ was previously obtained as the encryption of
some m they reply with m. Else, they reply with ¢*(sk, c).

2. Encryption. SH(#1) proceeds computing c*, the anamorphic encryption of (m*, i)
with keys (apk, dk) and randomness r* (lines 9-14). During this computation, each
time AT.Enc queries E.Gen(A;sk) it replies as above using ¢*. When it queries an
encryption E.Enc(pk, m;r), if the same request was performed by AT.Gen it replies
consistently, i.e. with ¢*(pk,m;r). Otherwise it invokes its RO, replying with ¢ =
H(pk, m, ). Decryption queries are handled as before. Finally it returns c*.
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3. Decryption. R on input c* finally computes 1 <— AT.Dec(ask, tk, c*) (lines 9-14,
right procedure). During this execution, each time AT.Dec queries E.Gen(A;sk), it
replies as above using ¢*. When it queries E.Enc(pk, m; ) it replies with ¢*(pk, m, r)
if the same query was performed by AT.Gen, or with H(pk,m,r) otherwise. Finally,
queries to E.Dec(sk, ¢) are handled as before, with the exception that to E.Dec(ask, ¢*)
it always replies with m* (see line 7). Eventually it returns 1.

SH (ﬁi ; (S*,T’*,m*,gb*,lp*, C*)) . RH (C* ; (S*, V*,m*,¢*,¢*,§*)) .
1: (apk,ask,dk,tk) < AT.Gen(A;s*) 1: (apk,ask,dk, tk) < AT.Gen(A;s*)
2: when queried E.Enc(pk,m;r): 2: when queried E.Enc(pk, m;r):
3: Get ¢ < ¢*(pk,m, ) 3: Get ¢ < ¢*(pk,m,r)
4: Set {*(sk,c) <= m : pk = ¢*(sk) 4: Set {*(sk,c) <= m : pk = ¢*(sk)
5 Set H(pk, m,r) < ¢ 5: Set H(pk,m,r) < ¢
6 reply ¢ 6: reply ¢
7: 7: Set &*(ask,c*) « m*
8 : [/ Get the Anamorphic Encryption 8 : [/ Decrypt the Anamorphic Ciphertext
9: Runc* < AT.Enc(apk,dk, m*, ;1) 9: Run M < AT.Dec(ask, tk, c*)
10 : when queried E.Enc(pk, m,r): 10: when queried E.Enc(pk, m,r):
11 Get ¢ < H(pk,m, ) 11: Get ¢ < H(pk,m,r)
12 Set {*(sk,c) <= m : pk = ¢*(sk) 12: Set {*(sk,c) <~ m : pk = ¢*(sk)
13 : reply ¢ 13: reply ¢
14: return c* 14: return i
15 : /Key Gen. and Decryption query 15 : [/ Key Gen. and Decryption query
16 :  when queried E.Gen(A; sk): 16 : when queried E.Gen(A;sk):
17:  reply (¢*(sk),sk) 17:  reply (¢*(sk),sk)
18 : when queried E.Dec(sk, c): 18 : when queried E.Dec(sk, c):
19: reply ¢*(sk, c) 19 : reply ¢*(sk, c)

FIGURE 6.6: RO-Channel based on black-box Anamorphic Encryp-
tion. The notation H(pk, m,r) < c denotes that future calls to H on
(pk, m, r) return ¢ without calling H.

Given the description of S, R we proceed illustrating immediate properties they
satisfy. First of all S returns up to negligible probability a value it received from the
RO. This follows from the Ciphertext Selection Lemma (Lemma 46) and Corollary 1.
Indeed, they imply AT.Enc will almost always return a ciphertext c it obtained from
E.Enc and which was not observed by AT.Gen, meaning that c is evaluated from
H (as opposed to 1p* to keep consistency with AT.Gen’s view). Another immediate
observation is that S and R respectively performs g, and g4 RO calls, i.e. the number
of queries to E.Enc respectively from AT.Enc and AT.Dec. This follows as the RO may
be called at most once for each such query.

To conclude that (S, R, ]\71, e, q4) is @ RO-Channel we only need to establish cor-
rectness. To do so we rely on the anamorphic encryption scheme’s correctness, Def-
inition 19: given correctly generated keys (apk, ask, dk, tk) and randomly sampled
messages m* S M, 5 M

Pr [t # i ( il < AT.Dec(ask, tk,c), ¢ * AT.Enc(apk,dk,m", i) | < negl(2).
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It is easy to observe that this match the definition of correctness in Definition 46 since
m* is randomly sampled. Note this holds only when all queries the anamorphic en-
cryption scheme performs to the underlying PKE are answered correctly. Our last
step is then to prove S, R simulate the ideal PKE correctly. Let View™' be the se-
quence of oracle replies AT.Gen, AT.Enc, AT .Dec (in this order) would observe when
executed with the correct PKE, and View®™ the sequence of values they get with
S, R. We claim them to be statistically close, implying that Pr [m # 1] < negl(A).
Claim 10. A(View™?', Views™) < negl(A).

Finally, applying Theorem 26, we conclude that | M| < 2(g, + 44)2. O

Proof of Claim 10. We prove the claim through a sequence of hybrid distributions
Vo, ..., V4. Recall &* : SK x {0,1}* — MU {L} is a biased random function such
that &*(sk,c) = mg with probability 2°—* for all my € M. Moreover ¢* : PK x M x
{0,1}* — {0,1}* is a truly random function.

Vy: The real view View™?.

Vi: As Vj but queries to E.Dec(sk, c) are replied with m if ¢ = E.Enc(pk, m;r) was
previously obtained where pk = ¢(sk), or with ¢*(sk, c) otherwise. Moreover
queries to E.Enc(pk, m; r) are replied with * (pk, m, r).

Vo: As Vy, but during the execution of AT.Dec, the query E.Dec(ask,c*) always
returns m*.

V3: As V,, but while executing AT.Dec, the query E.Dec(sk, ¢) is answered with

— ¢*if (sk,c¢) = (ask,c*).
— m if AT.Gen or AT.Dec already got ¢ = E.Enc(pk, m;r) with pk = ¢(sk).

— *(sk, c) otherwise.
Vi The simulated view View®™.

The proof will follow showing the statistical distance between every two con-
secutive distributions is negligible (denoted with V; ~ V;i;). To fix notation V;,
represents the first n replies observed in V; while g denote the maximum number of
queries, so that V; = V; ;.

W = Vi.  We prove by induction that

The base case is trivial. Assuming this to hold for n, we study the (n + 1)-th query
in both distributions, conditioning on Vp, = v = V;, a given view. If this query is
E.Gen(A;sk), the reply is identically distributed in both executions.

If next query is E.Enc(pk,m;r) and this was already asked the reply remains
consistent. Else, let C be the set of ciphertexts either obtained through encryption
queries or appearing in decryption ones with E.Dec(sk,c) # m. D is the set of ci-
phertexts such that E.Dec(sk,c) = m was previously observed. R is the set of ran-
domness r such that E.Enc(pk, m, r) was ask before. Let ¢, ¢’ be the replies in V), V4
respectively. We study the probability of Pr[c = co | Vo, = v]:

e If ¢p € C then Prc = cp] = 0, as we assumed the query to be different from
previous ones.
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e If ¢y € D then ¢ = ¢y if the queried randomness matches the one such that cyp =
P(pk, m, ). Due to the distribution of ¥, such ry is uniform over {0,1}f \ R,

therefore .

1
< :
{0, 1}P\R| = 2¢ —q

Where the inequality follows as |R| < g, as each query increases the size of R
by at most one.

PI'[C:C0|V0,n:’()] —

e If ¢p ¢ (CUD), since conditioning on ¢ ¢ D implies that ¢ is uniform over
{0,1}*\ (DUC), we have that

Pric=co|Vou=v] = Pric=co|lcé¢ D, Vo, =v|-Pric ¢ D, Vo, = 7]

B 1 (. __Ip
= {0137\ (CuD)] <1 |{o,1}P\R|‘>

Using again the fact that the size of (C U D) and R is at most g it can then be
easily shown that

1 1 q
Pric=co|Vou=1] < 7 g ?+m

1 q
Pric=co|Vou=1v] > %-<1—2p_

_ 1 9
q) 20 202 —q)

Finally, ¢ = ¢*(pk, m,r) is uniform over {0,1}’. Thus the statistical distance of c, ¢’
conditioning on V;, = v = V; ,, can be bounded as:

1
Ay, —or CTVl,n:v) =5 Y |Pric=co|Vou=0]—Pr[c =co| Vi =1]]
co

1 1
ZECZ:Pr[c:cO]VO,n:v]—?
0
11 1 1 1 q
<SSy o ts X + Y
24020 T2 w—g 2 & 2020 —g)

1/4g q q q
< - (2L < 2.1
= 2<zf+zp—q+2p—q> S 2%

Where the first inequality follows as ¢ ¢ C for the first term, because 1/(2° — q)
is always greater than 2 for the second term, and as the distance between the
conditional probability of ¢ = ¢y from 2= when ¢y ¢ C was previously upper-
bounded by 1/(2¢(2° — q)) for the third term. The second inequality again uses the
fact that C U D has size at most g, and the last one holds asymptotically given g
polynomially bounded, and ¢ — p = Q)(A). This suffices to prove the inductive step
for the encryption query case.
Lastly, if next query is E.Dec(sk, ¢), if this was previously queried or ¢ = E.Enc(pk, m; )

was previously observed, the reply is identical in both distributions. Otherwise, let
m, m’ be the replies in Vp, V; respectively. By the definition of ¢*(sk, c), for all my € M

20
Pr[m' =mg] = 5

Regarding m, for each mq let C be the set of ciphertext computed with pk or in-
volved in a decryption query with sk = ¢~!(pk). Further let C(my) the set of valid
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encryption of mg under pk, i.e. C(mg) = {(pk,mg,r) : r € {0,1}f}. Conditioning
on previous queries, C(1m) \ Cpk is uniform over {0,1}*\ Cpy, thus
_ [Cmo) \ Co|

{0, 13\ Coil

From this expression, using the fact that Cp has size smaller than g and |C(mg)| = 2°,
we can bound the distance of the above probability from 2= in absolute value:

Pr[(m=my| Vo, =v] = Prlc e C(mp)]

2 » 2 g

Prim=mo|[Von =] < 57— = Sit g
20 —q 20 g

Pr{m=my| Vo, =n] > 5 2?—?.

This implies as noted that the distance from the same event in V; is bounded by g/2°,
ie.
|Pr[m =mg | Vou =0] —Pr[m' =my | Vi,y =0]| < %

where the inequality hold asymptotically if g is polynomially bounded and ¢ — p =
Q(A). The same bound can be shown for the remaining case m =_1. Indeed V;
returns a decryption error with probability 1 — 2°7#~*. In V; instead, let Cp be as
before and C(_L) be the set of invalid ciphertext under key pk. Then as before we
have that C(L) \ Cpk is uniform over {0,1}\ Cp. Therefore

C(L)\ G
Prim=L1[Von=1] = ||{0(1})f\\cpkk||

Using the fact that |C(L)| = 2¢ — 2¢*#, the distance of the probability above from
the one measured in V; we can bound as

2l _ optu 20+ 2l _ op+p
Prim=L|Vy,=v] < ———— < (1— ) 1.2 =

20 — g 70 o 20 — g
20 —2ptH g 20+ q
Prim=1|Vy,=1v] > — Y = (1_2£>+2£_

Hence the probability of the events m =_1 and m =1 given the previous queries
have distance smaller that g - 2¢. Combining the provided inequalities yields a bound
on the conditional statistical distance

A(m‘VO,n:v’ m‘/V],n:v) =

1
) Y. |Pr[m=mg| Vo =0]—Pr[m =m| Vi, =0l
moGMU{L}
1 g _ 1 (2+1)q _ ¢
<5 L T a o S o
2 moe MU{ L} 2! 2 2! 2°

where the last inequality holds asymptotically as ¢/ > u + p, q is polynomially
bounded. This suffices to imply the inductive case and, as we exhausted the three
query types, it also conclude the proof for A(Vp, V1) < negl(A).

Vi = Vu:  The only difference in the two worlds is the reply to E.Dec(ask, c*) pro-
vided during the execution of AT.Dec. To prove Vj, V, have low statistical distance, it
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suffices to show that the event E.Dec(ask, c*) # m* occurs only with negligible prob-
ability. This is true due in V), where queries to the underlying PKE are answered
correctly, due to the security notion for anamorphic encryption.
Indeed, one can define an adversary .A(apk, ask) which initially samples a ran-
dom messages pair (m’,71), queries its encryption ¢’ < O(m’, ) and checks that
= E.Dec(ask,c’). If O produced ¢’ with E.Enc then the condition A checks is
always verified. Hence in V)

Pr [E.Dec(ask,¢’) # m'] = Advi®™(A) = €(A)

for a negligible e(A). Calling Bad the event E.Dec(ask,c*) # m*, then Pr[Bad] <
e(A) + A(Vp, V1) and in particular

A(V1,Va) < Pr[Bad] A(Vi|gag, V2|Bad) + Pr[~Bad] A(V1|-gag, V2|-Bad)

<
< Pr[Bad] 4+ A(V1|-gad, V2|-Bad)
< e(A) + A(Vo, V).

Where in the last inequality we used the fact that, conditioning on —Bad the two
distributions are identical.

Vo = V3:  The main difference between V, and V3 is that in the latter, decryption call
E.Dec(sk, ¢) do not depends on encryption queries of AT.Enc. In particular, if AT.Dec
were to query the decryption of a ciphertext only computed by AT.Enc, the reply
in Vo would by construction return the encrypted message, while in V3 it would
be ¢*(sk,c). To show V, ~ V3 we prove the above event occurs with negligible
probability in both distributions.

Let cy, ..., cp, be the ciphertext obtained by AT.Enc, W; the replies to PKE queries
performed only by AT.Gen and AT.Dec in V; (for i € {1,...,4}), and W;, the same
subsequence of V; ,,. Finally let Coll,, the event that in the n-th query, AT.Dec queries
E.Dec(-,¢) such thatc € {cy,...,cp} \ {c*}.

First we determine the random variables c is a function of AT.Dec’s query only
depend on its input (ask, tk, c*) and its view, and in turns (ask, tk) is a deterministic
function of s*, i.e. AT.Gen’s random tape, and AT.Gen’s view. Thus c is a function of
Wi, 8%, c*.

Next, for all j such that ¢; # c*, we study the min-entropy of c¢*. Bothin V; and V3,
as ¢j was by definition not obtained from encryption queries performed by AT.Gen
and AT.Dec, ¢; is uniformly random and independent from Wy, s*. It may how-
ever share mutual information with ¢*, which by the Ciphertext Selection Lemma
(Lemma 46), is chosen among cy,...,c;. Let I ~ {1,...,h} be a random variable
denoting the index of such choice, i.e. such that c* = c;. Then the min-entropy of
¢cj # c* given AT.Dec’s information can be bounded as

Heo (¢j | Wi, s*,¢*) = Heo(cj| Wi, 5%, c1)
= Heo(¢j | Wi, 8™, (c1,- -/ Cj-1,Cj41,- - Cn), 1)
> Heo (c]|Wzn, (C1,+ -/ Cjm1,Cjs1s---,Cn)) — log, h
> Heo(cj) —logyq = £ —log, .

Where the first inequality follows as I € {1,...,h} and the second one as I < g.
Hence Pr [c = ¢;] < q-27%, and, by a union bound, Pr [Coll,] < hg-27¢ < ¢?-27¢
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Finally, as AT.Gen performs at most g decryption queries, the probability that
dn : Coll, is, again from a union bound, smaller than q° - 2~ This concludes the
proof as, conditioning on #n : Coll,, the two distributions V5, V5 are identical.

V3 = V4 Follows by inspection as:

* Encryption queries for AT.Gen are replied with 3*, while for AT.Enc, AT.Dec,
the RO H is used, keeping however consistency with previous queries per-
formed by AT.Gen. Hence every new query is always uniformly distributed
over {0,1}! - as specified in V;.

e R programs ¢*(ask,c*) = m*, see line 7 of Fig. 6.6. In particular for AT.Dec, the
query E.Dec(ask, c*) always returns m*, as specified in V;.

e When AT.Gen queries E.Dec(sk, ¢), with (sk,c¢) # (ask, c*), then the output is m
if E.Enc(¢*(sk), m,r) = ¢ was previously obtained by AT.Gen or AT.Dec, and
the unprogrammed value of ¢*(sk, c) otherwise. In particular the output does
not depend on E.Enc’s queries, as specified in V3.

The proof of Claim 10 is therefore completed. O

Remark 12. Again, this lower bound holds for stateless black-box triplets. If stateful
anamorphic encryption/decryption is allowed, Lemma 46 only guarantees that c is
a valid ciphertext observed by AT.Enc or AT.Gen (see Remark 11). This worsen the
final bound to M < 2(q, + g4 + 2q5)? with g, the total queries of AT.Gen. The proof
is readily adapted by replacing 1* with H calls both in S and R.

6.6 Asymmetric AE impossibility

The bounds provided in the previous section applies to any black-box anamorphic
triplet. Although our bound can be achieved asymptotically, see [PPY22], the only
known constructions encrypt anamorphic messages in a symmetric fashion. That is,
sender and receiver must have exchanged a secret key in advance. The lack of black-
box asymmetric anamorphic scheme is however no coincidence. In this section we
will indeed prove that such constructions are impossible.

More precisely, we will prove that any black-box anamorphic triplet scheme sat-
isfying Definition 20, must be insecure with respect to the Weak Asymmetric security
notion (Definition 25) when instantiated for the ideal PKE scheme.

Theorem 28. For any black-box anamorphic triplet AT = (AT.Gen, AT.Enc, AT.Dec),
when applied to the ideal PKE E = (Gen, Enc, Dec) (Section 6.2) there exists A PPT such
that,

1
AdVWeak—Asy—anam > )
ATA M2 ooy @)

Proof. At a high level the strategy of A, fully described in Fig. 6.7, is as follows.
First it gets a challenge ciphertext c¢* encrypting either (m*, fg) or (m*, ;) random
messages of its choice. Next it locally runs AT.Enc to encrypt g and during its
execution replaces the response of a randomly chosen query to E.Enc with c*. If
c* encrypts iy, AT.Enc should return it with significant probability, whereas if it
encrypts 71, this should only happen with negligible probability.

This simple approach however faces a number of technical challenges. First, we
need to ensure A is unlikely to overwrite an encryption query that was previously
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performed by AT.Gen, as this will create detectable inconsistencies. Next, the query
c* may not follow the expected distribution given dk. This may be the case since
anamorphic security only guarantees c* to be indistinguishable from any other ci-
phertext given ask, apk but not dk. Thus c¢* is not hard to distinguish and creates a
non-negligible change in the view of AT.Enc.

To address the first issue we rely on a preprocessing phase (lines 1-5): A initially
runs AT.Enc for & many times (we fix ¢ later) and stores the randomness used in en-
cryption queries of the form E.Enc(apk, m*;r). The idea is that if AT.Gen performs a
query of this kind, either it is easily observed in the preprocessing or AT.Enc queries
it with sufficiently low probability for our argument to go through. After this phase,
the attack is executed as mentioned above (lines 6-13), choosing the query to pro-
gram randomly among those of the form E.Enc(apk, m*; r) where r was not observed
in the preprocessing phase.

Regarding the second issue, we will use the fact that AT.Enc can be roughly
treated as a symmetric choice function (see Section 6.3.2). This will help us con-
clude that, when c¢* is the encryption of i, the probability of choosing it again is
significant.

A(apk, dk) :

1: [ Preprocessing phase

Set R < @, sample m* <+ M and 7, it < M
for ¢ times:
Run AT.Enc(apk, dk, m*, ifig)
when it queries E.Enc(apk, m*;r): Store R <~ RU {r}
I Attack phase
Sample a random i <% {1,...,q}
Give (m*, i, 11i1) to the challenger and obtain c*
Run AT.Enc(apk, dk, m*, ifig)
when it queries the i-th time a new E.Enc(apk, m*;r) with r ¢ R:

O 0 N o U o= W N

_ =
- o

reply with c¢*

=
N

when it returns ¢’:
13 : return ¢* == ¢’

FIGURE 6.7: Adversary for the Weak Asymmetric AE game, where
¢ = poly(A) and g = poly(A) is the number of queries made by AT.Enc
to E.Enc.

Let g = poly(A) be the number of queries made by AT.Enc to E.Enc. Our first
step is to show that although c* is biased, this can only increase the probability of
certain (bad) events by a factor of ~ g, plus a non-negligible term accounting for
the probability that A overwrites a query previously asked by AT.Gen. To be more
precise we call Bias the joint view of AT.Gen, which generates (apk, ask, dk, tk), AT.Enc
executed as in line 9, and AT.Dec(ask, tk, ¢’). Similarly, let Real be the same view, with
the exception that at line 11 A returns the correct ciphertext E.Enc(apk, m*; 7). Then
we can claim the following bound.

Claim 11. For any predicate p

2

Pr[p(Bias) = 1] < g-Pr[p(Real) =1] + 192_ 1

+ negl(A).
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Next we proceed studying the probability that A returns 1 when ¢* is an encryp-
tion of 71, for b € {0, 1} separately.

Encryption of 711;. In this case let Err be the event AT.Dec(ask, tk,¢’) # fiig. From
correctness of the anamorphic encryption scheme, if A replies with the correct ci-
phertext at line 11, this event occurs only with negligible probability. Using Claim 11
we have then that

2
Pr[c’ =c*|b=1] < Pr[Err]+negl(A) < gq-negl(A) + 19(:_ 7 + negl(A)
7
= 941 + negl(A)

where the first inequality follows as c* is the encryption of i, and therefore, up to
negligible probability AT.Dec(ask, tk, ¢*) = 711 # .

Encryption of f1yp. We start by fixing some notation. We will call 5%, S the sets
of randomness r so that the query E.Enc(apk, m*;r) was respectively performed by
AT .Enc inside the challenger call in line 8 or AT.Enc executed in line 9. As a direct
consequence of the Ciphertext Selection Lemma and Lemma 45 we then claim that
Claim 12. Calling BadChoice : (A € S\ R : ¢’ = E.Enc(apk, m*; ")) and analogously
BadChoice* : (#r* € S* \ R : ¢* = E.Enc(apk, m*;r*)) then

2

Pr[BadChoice*] < negl(A), Pr [BadChoice] < 1

91 + negl(A).

Next, our goal is to argue that AT.Enc(apk,dk, m*, i) is close to a symmetric
choice function, taking as input the ciphertexts it requests through encryption calls
and returning one of them. Conditioning on —BadChoice guarantees that this is a
choice function. To argue it is also almost symmetric we use a sequence of hybrid
adversaries where we replace E.Enc with an actual symmetric choice function F,
described in Fig. 6.8.

e A;: The adversary described in Fig. 6.7, when the challenger encrypts .

* Aj: As Aj, but to compute c* it samples ¢y, ..., ¢4 +%{0,1}¢ and evaluates the
function F, described in Fig. 6.8, setting c* = F(cy,...,¢cy).

* Aj3: As A, but to compute ¢’ it samples ¢y, . .., ¢4 +%{0,1}* and evaluates the
function F, described in Fig. 6.8, setting ¢ = F(c*,c2,...,¢q).

For notational convenience we will call ¢, c the ciphertexts generated by A,.
Then we can claim that F is a symmetric choice function and that the statistical

distance between the ciphertexts generated by these adversaries is small.
Claim 13. F is a symmetric choice function (see Definition 45).
Claim 14. A((c,c}), (c3,¢5)) < negl(A).

Claim 15. A((c3,¢}), (¢},¢5)) < 255 + negl(A).
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Flei,...,cq)

1: Sample a random permutation v : {1,...,q} — {1,...,q}.

2: Run AT.Enc(apk, dk, m*, i)

3: when it queries a new E.Enc(apk, m*;r) with v ¢ R the i-th time:
4 reply c ;)

5: when it queries E.Dec(ask, c) with ¢ € {cy,...,¢cq}:

6 reply m*.

7. when it returns cout

8 if cout € {c1,...,¢q}: return cout

9: else : return a random coy <3 {er,oeq}

FIGURE 6.8: Symmetric choice function used to replace E.Enc in
Aj, As. Note this is implicitly parametrized by apk, dk and R. Equal-
ity to ask can be checked querying E.Gen.

Combining them with Lemma 47 we have that Pr [} = ¢] > g~ — negl(A) and
in particular

Prc*=c"|b=0] = Prlcf=c}] > Pr[c3:cg]—l9j_l—negl()x)
1 24?
> E—ﬂ_’_l—negl(/\).

Advantage Bound. Combining both intermediate results, a bound on the advan-
tage of A can be derived as

AdVX\_/I?,j(-Asy-anam(A) — ‘PI’ [C* — C/ ‘ b= O] — Pr [C* — C/ | b= 1”
1 2q2 qZ
> <q_l9+1 —negl(/\)) - (19+1+negl(/\))

2
S 1 3q
T g 9+1

— negl(A).

Setting © = 64 — 1 we get that the advantage is negligibly close to 1/2g9. As g =
poly(A) the Theorem is proven. O

Proof of Claim 11. The proof is divided in two parts. First we show that "program-
ming" a ciphertext previously queried by AT.Gen is unlikely, and then prove the
bound studying the distribution of c¢* and ¢, with ¢ being the correct ciphertext re-
turned in Real.

Rewriting Probability. To fix some notation let 7y, ..., 7; be the randomness used
by AT.Gen in queries of the form E.Enc(apk,m*;7;). S; is the same set relative to
the queries of AT.Enc(apk,dk, m*,ilg) in the preprocessing phase, while S is again
the same set for the last execution of AT.Enc(apk, dk, m*,7i1p) (assuming though that
A replies with the correct ciphertext instead of c¢*). With this notation then R =
S1U...USy, as in the definition of A. The bad event we wish to bound the prob-
ability of is Rew = Jr; € S\ R. Note that upon conditioning on the input in =
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(apk, dk, m*,i1p) = ing we have that Sq,...,Sy, S are independent and equally dis-
tributed. Finally, for each r; we call p;(ing) = Pr [r; € S;|in = ing]. Then

Pr[Rew| = Zino Pr [Rew | in = ing] Pr [in = in]
= Y i, Pr[3ri € S\ (S1U...USs) |in = ing] Pr [in = ing]
< Zmo _ Pr[r; € S\ (S1U...USy)|in = ing] Pr[in = ing]
= Yoin, Zi 1;71- ing) (1 — p;(ing))? Pr [in = ing]

Pr [in = ing] < &LH.

S Zlno i= 1l9+1

Where the first inequality is a union bound and the second one follows as p;(ing) €
[0,1].

Predicate Probability. Let ¢ be the correct reply A should have given to AT.Enc
on Fig. 6.7, line 11, i.e. ¢ = E.Enc(apk, m*;r). Further call vb and vr be the vectors
obtained removing c* and ¢ respectively from Bias and Real. Then, up to rearranging,
Bias = (vb,c*) and Real = (vr, ).

We begin studying c. For any (partial) view rv = v, let us call C, the set of
ciphertext observed in the given view. Then, calling E.Enc(pk, m; r) the query AT.Enc
performed to get ¢, either r was queried by AT.Gen or the query is performed for the
first time (or else .4 would not "try" to program this query). Note that conditioning
on —Rew the first events never occurs. In the second case instead, we can prove as
in the proof of Claim 10 that Pr[c € C, |rv = v, —-Rew] < q/(2° — q). Furthermore,
conditioning again on rv = v and —Rew, the ciphertext ¢ ~ U({0,1}*\ C,). Thus, for
allcy ¢ C,

Pric=co|-Rew,rv =7] =
=Pric=co|c ¢ C,—Rew,rv =0]-Pr[c ¢ C|—Rew,rv = 1]

1 q 1 q
> . (1- > -1
25 (1-55) 2 7 a3y

In particular then the probability of getting ¢ = co given view v is larger than

Pric=co|rv=1v] > Pr[c=c¢o|rv=10v,—Rew| —Pr[¢c = co,Rew | rv = 7]

> 1 1

?—W_[/])—Pr[E:CO,ReW“’V:’()].

Next we focus on c*. To study its distribution, let cy, . .., ¢; be the ciphertext queried
by AT.Enc whose output is c*. Then by the ciphertext selection lemma, the event
c* & {c1,...,¢c4} occurs with negligible probability. Hence Pr [p(Bias)] =

=YY Prip(vo,co)] Pr[c* = co, bv = vy

Vo Co
< Y. Y Prlp(vo,co)]Pr[c* = co, bv =] +Pr[c* € Cy,]
Yo co¢Co;
c* =rcp, bv="1 N
< Y. Y Prip(vo,co)] Pr A {2 p O 1 +Pr[c* ¢ {c:},] + negl(A)
() COQCUO ti=1
< Y Y Prip(vo,co)]Prco € {ci}l_;, bv =1g] + negl(})

V0 co€Cy,
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Where the first inequality follows removing the terms with cp € C,,, the second
one as Pr[c* ¢ C,,] is negligible by Lemma 45, the third follows from the Ciphertext
Selection Lemma for the second term and because ¢* = ¢p and ¢* € {cl}q 1 implies
co € {ci}], for the first term. We then continue the chain of inequalities with a
union bound

<Y ) ZPr (vo,c0)] Prc; = co| bv = vg] Pr[bv = vy] + negl(A)
00 Co&éc i=

< q)_ Y. Prip(vo,co)] 51 Pr [bv = vg] + negl(A)

Vo COQC 2 - q

1

< q¥ ¥ Prip(vo,co)] 57 Pribv = ool + 57 ()

0 co#Co, —1

2

< q)_ Y Prip(vo,co)]Pr[c = corv=m0q] + qu + g Pr [Rew] + negl(A)

2] Cogcvo - q
< )Y Prip(vo,co)] Pr[¢ = co, rv = vg] + g Pr [Rew] + negl(A)

Vo Co

72

<
< gPr[p(Real)] + 91 + negl(A)

Where the second inequality follows as, conditioning on ¢; ¢ C,, we have that
¢; ~ U({0,1}"\ Cy,) given the view, where |C,,| < g. The fourth follows observ-
ing that bv and rv are identically distributed, and from the bound we previously
found on Pr [¢ = ¢g | rv = vg] applied on 27¢. The fifth by summing over a domain
non-negative terms. The claim is therefore proven. ]

Proof of Claim 12. The event #r* € S\ R : ¢* = E.Enc(apk, m*;*') is equivalent to re-
quiring that either ¢* ¢ CE™, with in being AT.Enc’s input, or ¢* € {E.Enc(apk, m*;7) :
r € R} = Cg. Note Cr has polynomially bounded size (in particular |Cr| < gq9) and
its distribution is independent from the random coins used to generate c¢*. We can
thus use Lemma 46 and Lemma 45 we conclude that

Pr [BadChoice*] < Pr [c’ ¢ CE"C] +Pr [’ € Cr] < negl(A).

The result is analogous for ¢’ up to using Claim 11. O

Proof of Claim 13. F, described in Fig. 6.8 is a choice function since, if cout € {c1,...,¢4}
it returns co,t While otherwise its output is a random element from its input.

It is also symmetric since its execution of AT.Enc(apk, dk, m*, i) depends on a
random permutation of its input. Thus forany  : {1,...,49} — {1,...,q} permuta-

tion we have that ( (i) ))q follows the same distribution of (cn( )) Y meaning
i=1 i=

that cout also does not depend on the input order. O

Proof of Claim 14. Since ¢ and ¢}, are computed in the same way given c;, c3, it suffice
two prove A(cj, ¢5) < negl(A). Let vy, v be the view of AT.Gen and AT.Enc(apk, dk, m*, i)
executed by A;, A; and computing cj and c; respectively. Then we have that, using
notation from Fig. 6.8, ¢* and ¢, are deterministic functions of v; and v, respec-
tively. Thus A(c}, cour) < A(v1,v2). Note however that ¢,y may differ from the ac-
tual output of F. In particular coyt = ¢ only when —BadChoince®. We can therefore
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bound, using Claim 12

A(ct,c3) < A(cl, ¢3)-gadchoice” ) + Pr [BadChoice]
= (€1, Cout|~BadChoice* ) + Pr [BadChoice”]
1
— 1— Pr[BadChoice’]
< A(c], Cout) + 2 Pr [BadChoice™|
< A(v1,02) + negl(A).

- A(c}, cout) + Pr[BadChoice*]

To prove the latter statistical distance is also negligible, let v, , be the vector consist-

ing of the first n queries in v,. Then we will show by induction that A(vg,, v1,) <
2
ne sk
The base step is trivial. Moreover for n smaller than the first query of AT.Enc, the
two distributions are identical by construction. Assuming the thesis for n, we study

the (n + 1)-th query of AT.Enc according to its type, conditioning on v1 ,, = v = v .

Key Generation: Queries to E.Gen are answered identically in both worlds, thus
the statistical distance does not increase after performing such queries.

Encryption: When querying E.Enc(pk, m;r) this query is answered identically in
both worlds, except when pk = apk and m = m*. In this case, if the query was
already performed before, the answer is consistent. Otherwise, let c1, c; be the replies
returned by A; and Aj. By construction ¢, ~ U({0,1}!) is uniformly random, even
upon conditioning on the view so far.

Conversely to study cy, let C the set of ciphertext observed so far. Then it can be

shown as done in the proof of Claim 10 that

q
20 —q

Pric; € Cloy, =0] <

and that, conditioning on c¢; ¢ C, then ¢; ~ U({0,1}¢\ C). Then forall ¢y ¢ C

Prici =co|viyn=0] = Prlci=colc1 € C, v1, =0]-Prlcy ¢ Clvy, = 0]

S S R SR B
7 2@ —p) 2 T2 g

where the lower bound follows lower-bounding the first factor with 1/2¢ and the

second one with (1 —¢q/(2° —q)). Conversely the upper bound follows upper-

bounding the first factor with 1/(2¢ — q) and the second one with 1. We eventually

get that

1
A(Cl\vl,n:vr Cp,,) = 5 Z |Prlci =co|v1y = 0] —Prlco = ¢ |vp, = 9|
Co

IN

1 1 1 q
“Prie;€Cl+sPripeCl+2 Y ot —
2 2 chc 2020 — q)

1 q q q 2q
< Z L < =
- 2<2P—q+2f+zp—q> - 20

where the second inequality follows as the distance between the two probability for
co ¢ C is smaller than g/ (2/(2° — q)), and the last one holds asymptotically as g is
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polynomially bounded and p = Q(A). Itimmediately follows that A(v1,41, V2,n41) <
(n+1)-2q-27° from the inductive hypothesis.

Decryption: If the (n + 1)-th query is E.Dec(sk,c), let C be the set of ciphertext
observed so far (which a function of the current view v). If this query was performed
before or either sk # ask or ¢ ¢ {ci,...,¢;} \ C then the query is replied identically
in the two distributions. To conclude it thus suffices to show that in the second view
the event Bad : sk = ask Ac € {c1,...,¢c;} \ C occurs only with negligible probability.
This is true as each ¢; € {cy,...,¢;} \ C, even conditioned on the view, is uniform
over {0,1}’. Thus, by a union bound Pr[Bad | v,, = v] < 27¢. Calling my, m; the
replies in the two distributions we thus get

Ao, —or M2fy,—0) < D(M1py, ,—0) M2|-Bad,0,,—0) + Pr[Bad]

< Pr[Bad] < %

Given this, the inductive step easily follows as before. O

Proof of Claim 15. Analogous to proof of Claim 14, up to noticing that this time it
suffices to prove the bound for A(c}, c5). The proof is identical up to the fact that in

this case Pr [BadChoice| < 19le + negl(A), which introduces the non-negligible term
in the final result. O

Remark 13. As done previously, the Theorem only refers to a stateless anamorphic
triplet. In this case however we choose not to discuss about stateful variants as,
even in anamorphic mode, the scheme is asymmetric, with potentially many senders
holding the same dk. Thus keeping state in such case does not appear meaningful.

6.6.1 Overcoming impossibility
First construction

Our first construction informally follows by interpreting the RS triplet as a secret-key
encryption scheme, and turning it into a public-key one using the same strategy of
[SW14]. In details, we modify RS (see Fig. 5.1) as follows: First, the PRF is replaced
with a puncturable PRF. Next, given a PRG G, we set the double key as C, i.e. the
obfuscation of a program that, on input m and a seed s, returns the evaluation of the
PRF on the encryption of m with random coins G(s). In this way, in order to encrypt
(m, i) the sender looks for a seed such that C(m,s) = iii and eventually returns
an encryption of m with randomness G(s). The PRF key k is instead kept as the
trapdoor key, and decryption is performed computing 7 = fi(c). A full description
of the circuit used for obfuscation is presented in Fig. 6.9 while the resulting scheme
is illustrated in Fig. 6.10. For now on, we use « to refer to the value He (E.Enc(pk, m)).

Cpk,k(mls)
1: Encrypt ¢ < E.Enc(pk, m; G(s))
2: Return fi(c)

FIGURE 6.9: Circuit used in the Anamorphic Encryption procedure.
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AT.Gen(A) AT .Enc(apk, dk, m, 1)
1: Sample apk,ask < E.Gen(A) 1: for d times:
2: Generate k a PRF key for f 2 Sample s <% {0,1}7
3: Obfuscate C +* i0(Cypkt) 3 if C(m,s) = iii:  1C — dk.
4 dk C, tk k 4: return ¢ < E.Enc(apk, m; G(s))
5: return (apk, ask, dk,tk) 5 I After ¢ failed attempts
6: return E.Enc(apk, m)

AT .Dec(ask, tk, ¢)

1: Parse tk = k the PRF key
2: return fi(c)

FIGURE 6.10: Fully-Asymmetric Anamorphic Encryption from iO.
G :{0,1} — {0,1}¢ is a PRG with {0,1}" being the random coins
space of E.Enc.

Theorem 29. If (E.Gen, E.Enc, E.Dec) is an IND-CPA public key encryption satisfying
Definition 40, G : {0,1}" — {0,1}f isa PRG with o = «/2, f is a puncturable PRF, and
iO is a secure obfuscator. Then the Anamorphic Triplet in Fig. 6.10 yields an Anamorphic
Encryption scheme. Namely, for any PPT distinguisher D that distinguishes RealG from
AnamorphicG there exists an adversary B such that

AdvEnam (L) < AdviT(A) + 282 - 27%.

Where q = poly(A) is the number of queries asked by a distinguisher and ¢ = poly(A) is
the number of attempts that AT.Enc does to anamorphically encrypt.

Proof. We proceed with a sequence of hybrids Hy, ..., Hs.

Ho: The anamorphic game AnamorphicG. Public parameters (apk, ask, dk, tk) are
generated through AT.Gen(A). Encryption queries (m, i11) are answered with a
ciphertext ¢ Y AT .Enc(apk, dk, m, 11).

Hi: As Hp but replacing G(s) with a random sampled r € {0,1}*.

Hz: As Hj but when executing AT.Enc, replace the check in line 3 with fi(c) =
where ¢ < E.Enc(apk, m;7).

Hs: As Hy but fi(-) is replaced with a truly random function f*.
Hs: As Hj but encryption queries (m, i) are answered with ¢ <% E.Enc(apk, m).
Trivially, H4 corresponds to the real game RealG as apk,ask are sampled with
E.Gen(A).
Lemma 48. If G is a PRG then Hy ~ Hy. Namely, for any PPT distinguisher D there
exists a PPT adversary By such that
Adviot(A) < AdvPE, (1)
D1 — G,B, :

Proof. The two games differ only in how the randomness is computed, using the
PRG or sampling a real random string. This allows us to use a distinguisher D;
to construct an adversary B; against the pseudorandomness property of the PRG,
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simulating perfectly the view of D; in the two games. This implies Adv';')‘i’H1 (1) <
Advgg (A). O

Lemma 49. H; £ Hy. Namely, for any distinguisher D, it holds that
Hy H _
Advp "2 (A) = 0.

Proof. Since iO is perfectly correct, it follows that the circuit produced by iO is equiv-
alent to the original circuit. The lemma follows. O

Lemma 50. If f is a PRF then Hy &~ Hs. Namely, for any PPT distinguisher Dj there exists
a PPT adversary B, such that

Advip' (1) < AV, (M)
Proof. The two games differ only in the fact that f is used or a truly random func-
tion f*. This allows us to use a distinguisher D3 to construct an adversary B,
against the pseudorandomness property of f, simulating perfectly the view of Ds
in the two games. Note in both experiments a distinguisher only observes apk, ask,
both of which are generated independently from k, and evaluations of fr, which
are obtainable through oracle queries in the pseudorandomness game. This implies
Advip(A) < AV (M), O

Lemma 51. Hz & Hy. Namely, for any PPT distinguisher Dy it holds that
Hs,H 292 -
AdvpyH(A) < g78° 278

Proof. Letcy,. .., c s be the ciphertexts AT.Enc computes in H; to answer the g queries
performed by a distinguisher. Then, as we assumed the PKE to satisfy Defini-
tion 40, the probability for a given pair of those ciphertexts to be equal is smaller
than 27", Thus, calling Coll the event ¢; = c; for some i # j, a union bound yields
Pr[Coll] < 4?¢?-27*. Conditioning on —Coll, as all ciphertexts are different, the
bits f*(c1),...,f*(cqe) are uniformly and independently distributed. Thus AT.Enc’s
choice of the resulting ciphertext does not depend on those observed during its exe-
cution, meaning that its distribution is identical to the prescribed one. O

The theorem follows from previous lemmas. O

Theorem 30. If (E.Gen, E.Enc, E.Dec) is an IND-CPA public key encryption satisfying
Definition 40, G : {0,1}7 — {0,1}f is a PRG with 0 = /2, f is a puncturable PRF,
and iO is a secure obfuscator. Then the Anamorphic Triplet in Fig. 6.10 yields an Fully
Asymmetric Anamorphic Encryption scheme. Namely, for any PPT distinguisher D that
wins the game FAsy-anam, there exist adversaries 131, By, Ba, Bs such that

2
Adv iy 2™ (A) < (84 T1)AdVES (A) + Advi > (A) + ARy (A) + AdvlTg (A) + 1297

where & = poly(A) is the number of attempts that AT.Enc does to anamorphically encrypt.

Proof. We proceed through a sequence of hybrids. To fix the notation, we recall the
game syntax. Initially the adversary A receives (apk, dk), where dk = C in our case,
outputs (my, g, my, 711 ) and receive c* the Anamorphic Encryption of (m, 11,) for a
uniformly sampled challenge bit b.

Ho: The FAsyAnam-IND-CPA game with challenge bit b.
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Hi: As Hp but ¢* is computed as AT.Enc*(apk, k, m, 11y, ), see Fig. 6.11.

Hy: As Hq but c* is set to AT.Enc”*(apk, k, m*, 11, for a uniformly sampled m*.
Hs: As Hy but c* is computed as AT.Enc*(apk, k, m*, b).

Hs: As Hz but c* is computed in the setup after (apk, ask, k) are generated.

Hs: AsHgbut, callingcy, ..., co41 the intermediaje ciphertexts computed by AT.Enc”,
set k* < PRF.Puncture(k,cy,...,co41) and C <° i0(Chpre)-

He: As Hs but c* is computed as E.Enc(apk, m™).

AT.Enc*(apk, k, m, i)
1: foric {1,...,0}: Encryptc; <° E.Enc(apk,m)
2: forie{l,...,0}: if fi(c;) = m: returnc;
3: returncyiq

FIGURE 6.11: Alternative encryption used in the proof of Theorem 30.

Guessing b in Hg is information-theoretically hard. Hz = Hy as only the order of
operations is changed. We will show H; and Hs to be equally hard, and the remain-
ing hybrids to be indistinguishable.

Lemma 52. If G is a PRG then Hy ~ Hy. Namely, for any PPT distinguisher D there
exists a PPT adversary 3y such that

AdviR (M) < (8 + 1)AdVEE, (A).

Proof. Given a distinguisher D; for the two games, let B; be an adversary for the
PRG. On input ry,...,7941, it generates apk, ask, k,C as in Ho, gets (my, itig, my, 11y )
from D; and computes ¢; < E.Enc(apk, my;r;) with b being a uniformly sampled
random challenge. Then, it set ¢* as the first ciphertext ¢; such that fi(c;) = i, or to
co+1 if not such ciphertext exists. Finally it sends c* to D; and eventually return the
same bit returned by D;.

Clearly, if r; = G(s;) for independently sampled s;, then B; perfectly simulates
Ho, also thanks to iO’s perfect correctness. Conversely, if 7; are uniformly random,
B, perfectly simulates Hy. Thus Adv'l")‘;’H1 (A) < (@ +1Advgg (A). O

Lemma 53. If the underlying encryption scheme is IND-CPA secure then H; ~ Ha.
Namely, for any PPT distinguisher D; there exists a PPT adversary By such that

Advii 2 (1) < AdvRIDCPA(A).

Proof. Thanks to D, that is a distinguisher for the two games, we define an adversary
B> breaking IND-CPA of the given encryption scheme. On input pk it sets apk =
pk and generates k,C as in H,. Once D> (apk, 6) — (mo, g, my,My), it samples a
random bit b and computes, using its oracle, ¢; as the encryption of either m; or
m* for a uniformly sampled m*. The challenge ciphertext c* is then chosen among
C1,...,Cp+1 as the first ciphertexts such that fy(c;) = i}, or cp4q if none satisfy this
condition. Finally, when D, outputs a bit and halts, 3, returns the same bit.

It is immediate to see B, perfectly emulates H; and H, when its oracle encrypts
respectively the first or the second component of each query. Note this holds as in H;
the ciphertexts c; are computed using random coins that are uniformly sampled — as
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opposed as being generated through the PRG. Thus Advglz’Hz(A) < AdvIBI\ZID'CPA()\).
O

Lemma 54. If H3 is hard then so is Hy. Namely, for any PPT adversary Bz against Hy there
exists a PPT adversary A such that

Advii2(A) < AdviE(A).

Proof. Given an adversary B; for Hp, we define A guessing b in Hs. On input (apk, dk),
it simply runs Bz (apk, dk) $— (mq, fiig, m1, ii1 ). If fiig = 7y, it aborts returning 0. Oth-
erwise, it queries the encryption oracle with (my, tig, m, 7111 ) obtaining ¢* and sends
it to Bs. Once B; returns b’, A returns iig © b'.

Let Equal be the event B3 (apk, dk) returns iy = ;. Then conditioning on Equal,
the advantage of B; is 0 as it obtains no information on its challenge bit, which we
call B. Hence, upper-bounding Pr [-Equal] <1,

AdVIE(A) = ‘Pr 8351 ] B=0| —Pr|B;%—1 ‘ p=1] ]
> ‘Pr [5’3 51 ‘ B=0, —\Equal} — Pr [B3$—>1 ‘ =1, —|Equal] ‘
Conversely, conditioning on —Equal, we have 71ig = 7iig © p = fi(c*) = b. In particu-

lar A perfectly simulates the view of B3 given —Equal and challenge bit f = 711y & b.
Thus

AdvE(A) = ‘Pr A% ‘ b=0| —Pr|AS=1 ‘ b=1] ‘
- ‘Pr B35y ) B = iito, ~Equal| — Pr [ Ay ] B = i, ~Equall )
- ‘Pr 8351 ‘ B =0, ~Equal| — Pr [A°—1 ‘ B =1, ~Equal| ‘
< Advig(A).
Where the third equality follows conditioning each term on 7iip = 0 and fii; = 1,

taking the negative event where necessary to always have A — 1 and rearranging.
O

Lemma 55. If iO is an Indistinguishability Obfuscator then Hy &~ Hs. Namely, for any
PPT distinguisher Dy there exists a PPT adversary By such that

Advii™s (1) < Advig’Ref(A).

Proof. We begin by showing that, since each c; is computed with real random coins,
it is unlikely for them to be reachable by the circuit C(m, s). More precisely we claim
that

Claim 16. Given apk, ask < AT.Gen(A), a uniformly sampled message m*, and ¢ <
E.Enc(apk, m*; r) with uniformly sampled coins 7, then

Pr[3(m,s) : ¢ = E.Enc(apk, m; G(s))] < negl(A).

Given the claim, let Bad; the event that 3(m, s) such that ¢; = E.Enc(apk, m; G(s))
and Bad the disjunction of Bady, ..., Badyi. Then through a union bound we have
that Pr [Bad] < (8@ + 1)negl(A). Finally, due to puncturing correctness we have that
Capkk and Cypi i+ agree on all inputs (1, s) such that E.Enc(apk, m; G(s)) & {c1,...,co41}-
Conditioning on —Bad this is never the case. Security of the obfuscator can thus be
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invoked in this case. More specifically, calling B, a distinguisher for the two games,
simulating either Hy or Hs by obfuscating respectively Cypi x 0r C,pi k+, and comput-
ing correctly the other responses, and calling B4 an adversary against the obfuscation
security, we can conclude that

AdViZ'E (A) > Advip™(A) —2Pr [Bad].
O

Lemma 56. If f is pseudorandom then Hs <~ Hq. Namely, for any PPT distinguisher Ds
there exists a PPT adversary Bs such that

2
Advii (1) < AdvET (A) + %.

Proof. Initially Bs generates (apk, ask) through E.Gen, samples a random message m*,
a challenge bit b and computes cy, ...,cs41 as encryptions of m*. Then it queries a
key k* punctured over cy, ..., cs+1, and waits for the values yy, ..., yg4+1. Next it sets
c* as the first ciphertexts c; such that y; = b, or to ¢y if no such ciphertext exists. It
finally obfuscates C <% iO(C,px-) and runs Ds(apk, C, ¢*), eventually returning the
same bit as Ds.

It is immediate to see that is y; = fi(c;) then Bs simulates Hs perfectly. Con-
versely, call Coll the event in which there exists a collision among cy,...,cs41. We
have that conditioning on —Coll, if the values y; are uniformly random then the con-
dition b = y; is independent from c;. Thus the rejection sampling eventually returns
a ciphertext following the right distribution and in particular Bs perfectly simulates
He. Because Pr[Coll] < 82 -27%, which follows as we assumed each ciphertext to
have min-entropy greater than A, we can conclude that

2
rf Hs,H Hs,H of ¢
AV (A) = AdVEETS(A) —2Pr[Coll]l = Adviz™ (1) < AdvTL (A)+ o
O
The theorem follows from the previous lemmas. 0

Proof of Claim 16. At a high level, c = E.Enc(apk, m; G(s)) can happen for three rea-
sons:

1. cis an incorrect ciphertext for m*, i.e. E.Dec(ask,c) # m*.
2. cis correct and correctly reachable, i.e. ¢ = E.Enc(apk, m*; G(s)).

3. ¢ is correct but incorrectly reachable, i.e. ¢ = E.Enc(apk,m;G(s)) for some
m # m*.

The first case occurs with negligible probability from e-correctness. The second one
too as there are at most 27 = 2¥/2 > 21/2 ciphertexts of the form E.Enc(apk, m*; G(s))
for fixed apk and m*, but k = Hs(c) > A as we assumed Definition 40 to hold.
Regarding the third we use a Markov argument.

To fix notation, let p(mg, my), S(mo, my) and B(mp, m;) be respectively the prob-
ability that an encryption (using G to generate the random coins) of my yields a
ciphertext decrypting to mj, the set of seeds for which this happens and the set of
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bad ciphertexts obtained. Formally

p(mo,my) = Pr[E.Dec(ask, E.Enc(apk, mo; G(s))) = my]
S(mo,my) = {sp € {0,1}" : E.Dec(ask, E.Enc(apk, mo; G(so))) = m1}
B(Ti’lo,ml) = {E.Enc(apk,mo;G(so)) P S0 € S(mo,ml)}

Intuitively, this defines a weighted graph among messages, and our goal is to argue

that an average vertex has low weighted in-degree. We define such weighted in-
degrees as:

pt(m)= 3, p(mo,m)
Moy F£my

S+(m1) = U S(mo,ml) B+(m1) = U B(mo,ml)
mozm();«éml m():mo#m]

First of all we claim that E.Enc remains correct when using a PRG to sample its
random coins on average. Formally that for a random message m and seed s

Pr [E.Dec(ask, E.Enc(apk, m; G(s))) # m] < &(A)

for a negligible ¢'. This is proven by studying an adversary for the PRG which gener-
ates apk, ask, samples a random message, and given r that is either G(s) or random,
checks the above condition to be true. Given this bound, we can study the expecta-
tion of p™ (m*):

¢ > Pr[E.Dec(ask, E.Enc(apk,m; G(s))) # m]

1
= Zmo Pr [E.Dec(ask, E.Enc(apk, mg; G(s))) # mo] - ™
1 1
N M . Zmo Em1:m17émo p(mOI ml) B W ‘ Zmﬁéﬁm p(m()/ ml)
1

= (g Do P 0m) = Elp )]

Letnow T be the set of those (apky, asko, 1) such that p™ (m) < 1. Then Markov in-
equality implies that Pr [(apk, ask, m*) ¢ T] < €. Conversely assuming (apk, ask, m*) €
T, ie. pt(m*) < 1, we give an upper bound on the number of "bad ciphertexts"
|BT (m*)|. Indeed

B (m")| < ). [BT(mom )| <} |ST(mo,m")|

mo:moAm* mo:moAm*
< Y 27-plmomT) < 22 pt(mt) < 22
mo:moEm*

We are now ready to formally conclude our argument. For ease of notation,
let R(m*) be the set of reachable ciphertexts from m*, i.e. those ¢ such that ¢ =
E.Enc(apk, m*; G(s)). Moreover we set Bad; the event that (apk, ask, m*) ¢ T, where
T was defined above, and Bad, the event that c is an incorrect encryption of m* and
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Bad their logical disjunction. Then

Pr (3

[

Pr [3(m
Pr [(
Pr[c

BT

(m,s) : ¢ = E.Enc(apk, m; G(s))]

(m,s) : ¢ = E.Enc(apk, m; G(s)) A —=Bad] + Pr [Bad]
¢ € BY(m*) V ¢ € R(m*)) A —Bad] + Pr [Bad]

€ B"(m /\ —Bad] + Pr [c € R(m")] + Pr [Bad|

()] IR( 9l 2
" " +e+e < ﬁ%—e%—e

I/\ I/\ I/\

IN

O]

We remark that, as for the case of RS, the assumption on the PKE having high
min-entropy ciphertexts could be removed, although in such case the scheme achieves
only semi-adaptive anamorphic security.

Second construction

Our first construction, obtained by adapting Sahai-Waters’ scheme, inherits an ex-
ponential loss in the security parameter. While in general such a loss is acceptable,
as it only means that a higher A has to be chosen, in the context of Anamorphic En-
cryption this might not be the case. Indeed it could be possible to choose a concrete
A so that breaking the PKE is unfeasible, but distinguishing regular from anamor-
phic ciphertexts is not hard. For this reason we propose an alternative construction
avoiding the above issue.

From a technical perspective, the security loss mentioned above comes from
the PRG G usage. This is used to ensure that the set of ciphertexts reachable via
E.Enc(pk, m; G(s)) is sparse in the set of all ciphertexts, which later means that punc-
turing fi on the challenge ciphertext yields a functionally equivalent program. This
is necessary to then rely on iO.

We address the issue removing G. For the proof we use a different strategy, as-
suming the PKE to achieve perfect correctness. First, we modify the obfuscated pro-
gram adding an unsatisfiable branch in which a fixed output is returned. Such con-
dition in our case is that on input (1, ), the obfuscated program C checks whether
m = mj and E.Enc(apk,m;r) = c*, where mj,c* are hard-coded in C and ¢* is an
encryption of myg, i.e., a message different from mj. Then, using IND-CPA of the
PKE we make this branch reachable by setting c¢* as an encryption of m]. Note that
perfect correctness is essential as otherwise it may be possible to find m" # m and r
such that ¢* = E.Enc(apk, m’; 7).

Formally, the new scheme is obtained setting Cp (1, 7) as the circuit returning
fx(c) with ¢ + E.Enc(pk, m; ), and modifying AT.Enc in Fig. 6.10 by sampling r «+*
{0,1}¢ and if C(m, r) = it return E.Enc(apk, ;7).

Theorem 31. If (E.Gen, E.Enc, E.Dec) is a perfectly correct IND-CPA secure encryption
scheme with high min-entropy ciphertexts (Definition 40), f is a puncturable PRF and
iO a secure obfuscator, then the Anamorphic Triplet described above yields an Anamorphic
Encryption scheme. Namely, for any PPT distinguisher D that distinguishes RealG from
AnamorphicG there exists an adversary B such that

AdVERT L (A) < AdvET(A) +g%02 - 27"

Where q = poly(A) is the number of queries asked by a distinguisher and ¢ = poly(A) is
the number of attempts that AT.Enc does to anamorphically encrypt.
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Proof. We proceed with a sequence of hybrids Hy, ..., Hs.

Ho: The anamorphic game AnamorphicG. Public parameters (apk, ask, dk, tk) are
generated through AT.Gen(A). Encryption queries (m, 1) are answered with a
ciphertext ¢ <% AT.Enc(apk, dk, m, 7).

Hi: As Hp but when executing AT.Enc, replace the check in line 3 with fi(c) = m
where ¢ < E.Enc(apk, m; 7).

Hz: As Hjp but fi(-) is replaced with a truly random function f*.

Hs: As Hj but encryption queries (m, 7ii) are answered with ¢ <% E.Enc(apk, m).
This game corresponds to the real game RealG as apk, ask are sampled with
E.Gen(A).

Lemma 57. Ho £ Hy. Namely, for any distinguisher D; it holds that
Ho,H _
Advp " (A) = 0.

Proof. Since iO is perfectly correct, it follows that the circuit produced by iO is equiv-
alent to the original circuit. The lemma follows. O

Lemma 58. If f is a PRF, then Hy &~ Hy. Namely, for any distinguisher D, there exists a
distinguisher B for the PRF game such that

Adviil ™ () < AdViTL(A).
Proof. The two games are identical except for the fact that the pseudorandom func-
tion is replaced by a truly random function. we can then construct a distinguisher 3
for the PRF game using D,. Note in both experiments a distinguisher only observes
apk, ask, both of which are generated independently from k, and evaluations of f,
which are obtainable through oracle queries in the pseudorandomness game. O

Lemma 59. H, &~ Hs. Namely, for any PPT distinguisher Dy it holds that
AdviZTB (M) < g?0% - 27,
Where g = poly(A), ¢ = poly(A).

Proof. Toward proving Hy & Hs let ¢y, ..., cz9 be the ciphertexts AT.Enc computes in
Ho to answer the g queries performed by the distinguisher Ds. Then, as we assumed
the PKE to satisfy Definition 40, the probability for a given pair of those cipher-
texts to be equal is smaller than 27. Thus, calling Coll the event ¢; = ¢; for some
i # j, a union bound yields Pr [Coll] < ¢?¢?-27*. Conditioning on —Coll, as all ci-
phertexts are different, the bits f*(c1),..., f*(cys) are uniformly and independently
distributed. Thus AT.Enc’s choice of the resulting ciphertext does not depend on
those observed during its execution, meaning that its distribution is identical to the
prescribed one. O

The theorem follows from the previous lemmas. O

Theorem 32. If (E.Gen, E.Enc, E.Dec) is a perfectly correct IND-CPA secure encryption
scheme with high min-entropy ciphertexts (Definition 40), f is a puncturable PRF and
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iO a secure obfuscator, then the Anamorphic Encryption described above yields a Fully-
Asymmetric Anamorphic Encryption scheme. Namely, for any PPT adversary D, that wins
the game FAsy-anam there exist adversaries B1, Ba, B3 such that

Advip ™2™ (1) < 2(8 + 1AV A (L) + 2Adv (M) + Advjjfgé (A) +30%.27%,

Where ¢ = poly(A) is the number of attempts that AT.Enc does to anamorphically encrypt.

Proof. We recall the game syntax. The adversary A, on input (apk,dk) generated
via AT.Gen(A), queries (my,fig), (my, ;). The challenger then replies with c* «%
AT .Enc(apk, dk, my, iy,) for a randomly chosen challenge bit b € {0,1}. We prove the

game to be hard through a sequence of hybrids. In the following we denote with

my, m; two distinct messages®.

Ho: The FAsyAnam-IND-CPA game with challenge bit b.

Hi: As Hp but c* is computed as AT.Enc*(apk, k, m, i1, ), see Fig. 6.12.

Ho: As Hj but ¢* is computed as AT.Enc*(apk, k, m, 11y ).

Hz: As Hj but c* is computed as AT.Enc*(apk, k, m, b).

Ha: As Hz but c* is computed during the setup after (apk, ask, k) are generated.

Hs: As Hy but, calling ¢ = (c1,...,co41) the ciphertexts produced by AT.Enc* to
output c*, then C < i0(C},, ; .) where C* is described in Fig. 6.12.

He: As Hs, but ¢* is computed as AT.Enc” (apk, k, m}, ).

Hz: As He, but during the setup compute k* < PRF.Puncture(k,c1,...,c911) and
obfuscate C +% 10(Choirec)-

Hs: As Hy, but c* is computed as E.Enc(apk, m7).

AT .Enc*(apk, k, m, 1) Chipelm,r)

1: forie {1,...,9}: 1: Parsec=(cq,...,C9,C841)

2 Encrypt ¢; +® E.Enc(apk,m)  2: Encryptc < E.Enc(pk,m;r)

3: forie{l,..., 0k 3: if c = c; for someiand m = mj:
4 if fi(c;) = m: return ¢; 4 return 0

5: returncy g 5: else: return fi(c)

FIGURE 6.12: Alternative encryption (left) and circuit (right) used in
the proof of Theorem 32.

Guessing b in Hg is information-theoretically hard since there is no information
on which anamorphic message has been encrypted. Moreover H3 = Hy as only the
order of operations is changed’. To conclude we prove the remaining hybrids to be
indistinguishable.

Lemma 60. Hy £ Hy. Namely, for any distinguisher D; it holds that

AdviR (M) = 0.

8We only require m$ # mj}, but they could potentially match the messages 1, n; chosen by the
adversary.
9Note this is possible as ¢* does not depend on dk = C, nor on the challenge messages.
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Proof. Since iO is perfectly correct, it follows that the circuit produced by iO is equiv-
alent to the original circuit. The lemma follows. O

Lemma 61. If the underlying encryption scheme is IND-CPA secure then H; ~ Ho.
Namely, for any PPT distinguisher D; there exists a PPT adversary By such that

Adv 2 () < (8 + 1)AdvR > PA(A).

Proof. Any distinguisher D, can be reduced to B; breaking the IND-CPA security of
the underlying scheme in ¢ + 1 encryption queries. It initially generates k, C honestly
and runs D,. When D, returns (my, itig, 11, 1111 ), it uses its own encryption oracle to
produce ¢ + 1 ciphertexts either encrypting m;, (for a random b chosen by B;) or m.
A full description is given in Fig. 6.13.

Bi(pk) :
1: Sample a PRF key k, C «* iO(Cpk k) and run D(pk, C) — (my, i, my, iy

Sample a random bit b +% {0,1}
for ¢ times:
Query (my, m{) to the challenger and wait for ¢
if fi(c) = my: Set ¢* < ¢ and break
if c* was not defined in the previous loop:
Query (my, m{) to the challenger and set c* to the response.
Reply ¢* to Dy

O o0 NN U o~ W DN

when D, returns b’: return b’

FIGURE 6.13: Reduction B; of a distinguisher D, for H;, Hy to
IND-CPA.

It is immediate to see B perfectly simulates H; and H; respectively when its
challenger encrypts the first or the second message in each queried couple. Thus
Advi 2 () < (8 + 1)AdviRP P2 (1), which is negligible. O

Lemma 62. If Hz is hard then so is Hy. Namely, for any PPT adversary B, against Hy there
exists a PPT adversary A such that

H H
Advj?(A) < Adv i (A).
Proof. The proof is identical to the one presented in the proof of Lemma 54. O

Lemma 63. If iO is an Indistinguishability Obfuscator then Hy < Hs. Namely, for any
PPT distinguisher Dj there exists a PPT adversary Bz such that

Advii™5 (1) < AdvigTRef(A).

Proof. For any (m, r) the circuits Cypk x and C;, . evaluate to fi(c) with ¢ = E.Enc(apk, m;7)

unless ¢ € {cy,...,c9+1} and m = mj. However, each ¢; is the encryption of

mg # mj. Thus, from perfect correctness, the above condition is impossible and

the two circuits are functionally equivalent. It follows that if D3 distinguishes the

two games then we can construct a distinguisher against iO security, then it holds
Hi H IndObf

that Advy "2 (1) < Advig ™ (A). O
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Lemma 64. If the underlying encryption scheme is IND-CPA secure then Hs ~ He.
Namely, for any PPT distinguisher Dy there exists a PPT adversary By such that

AdviEE(A) < (8 + 1)AdvEDCPA(A).

Proof. The strategy is analogous to that for H; & H,: in this case By initially generates
the PRF key k and queries ¢ + 1 ciphertexts c; that are either the encryption of m;
or mj. It then chooses the first ¢; such that fi(c;) = b for a randomly chosen bit b,

and obfuscate C = iO(C:pk,k,c) with ¢ = (c1,...,¢941). As By perfectly simulates

respectively Hs, Hg according to its challenge bit, we conclude Adle)i’Hé()\) < (0+

1 AdvEPPA(Q). O

Lemma 65. If iO is an Indistinguishability Obfuscator then Hg ~ Hy. Namely, for any
PPT distinguisher Ds there exists a PPT adversary Bs such that

Advigt7 (1) < AdvigiRPT(A).

Proof. Indeed, from Definition 15 (specifically, the first point) the two circuits are
identical on (m,r) such that E.Enc(apk,m;r) & {c1,...,cs+1}. Conversely, when
E.Enc(apk, m; r) lies in the above set, from perfect correctness of the given PKE, this
means m = mj as each c; is an encryption of mj and in particular both circuits
return 0. It follows that a distinguisher for the two games can be used to distinguish
between the two obfuscated circuits, it holds that Adv;g’H7 (A) < Advi'g‘fgsbf (A). O

Lemma 66. If f is pseudorandom then H; &~ Hg. Namely, for any PPT distinguisher D
there exists a PPT adversary B such that

Adviii ™ (A) < AdvTL (A).
Proof. Initially it generates a random challenge bit b € {0,1}, keys apk, ask, and
¥ + 1 ciphertexts ¢y, . .., cg+1 as E.Enc(apk, mi‘) (each with fresh random coins). Then
it queries a key punctured in those ciphertexts. Upon receiving k* and the values
Y1,---,Ys41 from the challenger, it computes c* as the first ¢; such that y; = b or cy1
if they; = ... = yg # b. Finally, it obfuscates C = iO(C} ;- o), runs De(apk, C,c*)
and eventually returns Dy’s output. It is immediate to see that if y; = f(c;) then
Be perfectly simulates Hy. Conversely, in the ideal experiment y1, ..., ys+1 are uni-
formly and independent bits assuming no collisions among the ciphertexts. In this
case performing rejection sampling on the condition b = y; does not alter the dis-
tribution of ¢* as both b and y; are independent from c;. Thus c* is distributed as a
correct encryption of mj and in particular, Bs perfectly simulates Hg. Finally, calling
Coll the event in which any two ciphertexts collide, as we assume Definition 40 to
apply to the given PKE, Pr[Coll] < ¢?27*. Calling B the challenge bit for B (i.e.
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when B = 1 then y; = fi(c})), we conclude that Adv';Z’H8 (A) =
- ‘Pr [B6$—>1 ‘ = 1] — Pr [Béﬂ*—n(/a — o”
> Pr[~Coll ‘Pr [Bg1 ( B =1,~Coll| —Pr[Bs®—1 ‘ B =0, ~Coll ‘ — Pr[Coll]
= Pr[-Coll] ‘Pr [D6 541 ‘ H7,ﬁCoII} ~Pr [D6 541 ‘ Hg,ﬁColl} ‘ — Pr [Coll

_ ’Pr [Dé 51, -Coll ’ H7} —Pr [D6 531, -Coll ‘ Hs} ‘ — Pr[Coll

> ’Pr [D6$—>1 ’ H7} —Pr [D6 551 ) Hg} ’ — 3Pr [Coll
> AdVPT, (A) —387/2°

where the second to last step follows adding and subtracting Pr [Dg — 1| Hy|, using
inverse triangular inequality'® and observing that the remaining terms are smaller
than Pr [Coll] (which is the same in H7 and Hg). O

The theorem follows from the previous lemmas. O

Again removing the assumption on the PKE having high min-entropy cipher-
texts still allows proving the scheme satisfies semi-adaptive anamorphic security,
along with the regular Fully-Asymmetric notion.

6.7 Tightness of the results

As stated in Section 6.3.1, the Ciphertext Selection Lemma holds only for a certain
parameters choice of the ideal PKE. Thus it would not apply to black-box AE for
the specific class of PKE with small message space and dense ciphertext space. In this
section we prove the above restriction!! to be necessary. We do so by showing that
for this class of PKE (further satisfying a technical condition explained below) there
exists a simple compiler to a black-box asymmetric AE with exponential anamor-
phic message space. We call this the "Dual Construction" as it is reminiscent of
the black-box solution in [PPY22], but swapping the role of regular and anamor-
phic messages. Let E = (E.Gen, E.Enc, E.Dec) be the PKE with small message space
and dense ciphertext space, having (apk, ask) as a pair of keys. At high level the
idea is to have another PKE scheme, call it EP" = (EP".Gen, EP".Enc, EP".Dec), with a
corresponding pair of keys (dpk,dsk), and to set dk = (dpk, ask). In order to en-
crypt a normal message m and a covert message 7 in a normal looking ciphertext
c, m is encrypted with EP".Enc(dpk, 771) until it obtains through rejection sampling
a c such that E.Dec(ask,c) = m. A detailed description of the anamorphic triplet
AT = (AT®".Gen, AT"®.Enc, AT"®.Dec) for E appears in Fig. 6.14.

For this to work we need the PKE EP" to produce ciphertexts that look “uniformly
distributed” over the ciphertext space of E. This can be achieved through a (weak)
pseudorandom ciphertexts PKE scheme [AH04; M6104], see Definition 13 and Fig. 2.11.
Next we formalize the conditions that E = (E.Gen, E.Enc, E.Dec) has to satisfy, in
order to apply this generic compiler to it and obtain an AE scheme. Those are

1. Given (pk,sk) «-* E.Gen(A), there exists p = 1/poly(A) such that, forallm € M
and c uniform over the ciphertext space Pr [E.Dec(sk,c) = m] > p.

10)x +y| > |x| — |y| for all reals.
'Which does not affect the generality our result, but only prevents it to be extended to such specific
case.
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2. Given (pk,sk) «-* E.Gen(A),and m € M, then ¢ +-* E.Enc(pk, m) implies that c
is uniformly distributed over the ciphertexts that decrypt to m, i.e.

c~ U({co : E.Dec(sk,co) =m}).

The first means at the same time that the plaintext space is polynomially small and
the ciphertext space dense. The second one instead is introduced for technical rea-
sons, to ensure that a ciphertext for E obtained through rejection sampling has the
same distribution of a fresh encryption computed with E.Enc, which is needed to
prove the final construction to be anamorphic. Finally, note that the ideal PKE
scheme defined in Section 6.2 satisfies both conditions when ¢ — p = O(log A).

ATPP.Gen(A) ATP® Enc(apk, dk, m, 1)
(pk, sk) <% E.Gen(A) 1: Parse dk as (dpk, sk)
(dpk, dsk) «* EP".Gen(A) 2
apk < pk, ask < sk 3: ¢ «% EP".Enc(dpk, 1)
4
5

do 7 Rejection Sampling

dk <+ (dpk, ask), tk < dsk while m £ E.Dec(sk, ¢)
return (apk, ask, dk, tk) return ¢

g = W N =

ATPP Dec(ask, tk, c)

1: return EP".Dec(tk,c)

FIGURE 6.14: Black-Box Anamorphic Triplet AT, Note ATPP.Enc

runs in expected polynomial time O(1/p) = poly(A). This can be

turned into PPT by limiting the while loop to A/p iterations, making
however ATP? Enc’s usage of E non-uniform.

6.7.1 Anamorphism

Theorem 33. If EP" is a PKE with weak pseudorandom ciphertext (see Definition 13) and
E is an IND-CPA secure PKE satisfying the two conditions in Section 6.7, then E equipped
with ATP® defined in Fig. 6.14 is a Black-Box Anamorphic Encryption scheme.

Proof. Let D be an adversary distinguishing RealGg from AnamorphicG . We re-
duce it to an adversary A against the weak pseudorandom-ciphertext property of
EP", described in Fig. 6.15. Precisely, A plays the game W—AsyPRCtGZE,,r’ 4 with access
to O which, on input 7, returns either a random string s when b = 0 or the result of
EP".Enc(pk, 771), with pk chosen by the challenger, when b = 1. Its strategy is to run
D, answering its encryption queries via O. It does so through rejection sampling as
done in AT®".Enc, performing ¢ attempts each time before giving up (we specify a
suitable ¢ later in the proof).

Formally let g be an upper bound on the total queries performed by D and recall
p to be a lower bound on the probability that a random ciphertext for E decrypts to
a given message (by the hypothesis on E, p > 1/poly(A)). We call Abort; the event
where A aborts after the i-th query of D, and Abort = \/?_, Abort;. First we claim
that for a sufficiently large ¢, this occurs with negligible probability.

Claim 17. If ¢ > log,(q) - A/ p then Pr [Abort] < negl(A).

Then, up to negligible probability, it suffices to study the advantage of A condi-
tioning on —Abort. If b = 0, then A obtains random strings from O in the ciphertext
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AC(A) -
1: Sample (pk,sk) «<-* E.Gen(A) and run D(pk, sk)
2: when D queries (m;, ;) the i-th time:
3: for ¢ times:  / Rejection Sampling with ¢ attempts
4: Get ¢ < O(im;) from the PRC encryption oracle
5: if m; = E.Dec(sk, ¢): reply c to D and break
6! if no reply was given to D in the previous loop:
7 return L /i.e. abort
8: when D returns b': return b’

FIGURE 6.15: Adversary A parametrized by ¢ reducing D for
Anamorphism to W-AsyPRCtG.

space. In particular its replies to the i-th query (m;, ;) is replied with ¢ uniformly
distributed over the ciphertext such that E.Dec(sk, ¢) = m;. Our second condition on
E implies follows the same distribution of E.Enc(pk, m;), and so A perfectly simu-
lates the real game in Fig. 3.1.

Conversely if b = 1, its behavior is identical to ATbb.Enc(apk, dk, m;, m;) (up to the
negligible failing probability). Thus conditioning on —Abort it perfectly simulates
the view of D in the anamorphic game. We thus conclude that

nam W-AsyPRCtG
Advy R (A) < Advye” T (A) + negl(A). O
Proof of Claim 17. Let Abort; ; be the event in which, while replying to the i-th query,

A gets a ciphertext ¢ such that E.Dec(sk,c) # m; in the j-th repetition of the loop!2.
As these events are all mutually independent, though a union bound

Pr[Abort] < Y Pr[Abort] = Y7, ;.’:1 Pr [Abort; ;]
< g(1-p)? < g-27% <277

where the first inequality follows as Pr [Abort; ;] is smaller than 1 — p, while the
second one follows as (1 — p)'/? < 1/2forall p € [0,1]. O

6.7.2 Asymmetric

Theorem 34. If EP" is an IND-CPA secure PKE and E is a PKE satisfying the two con-
ditions in Section 6.7, then, E equipped with AT®® defined in Fig. 6.14 is an Asymmetric
Anamorphic Encryption scheme.

Proof. Let D be a distinguisher for the asymmetric anamorphic security game (See
Definition 24). We use it to construct an adversary A for the IND-CPA security of EP'
fully described in Fig. 6.16. The reduction simply generates the public parameters of
E and runs D. To reply to D’s encryption query, A adopts the same strategy as in the
proof of Theorem 33, i.e. it performs rejection sampling on the ciphertexts generated
by the IND-CPA oracle for EP".

Calling b the challenge bit for A, it is immediate to observe that A perfectly emu-
lates the behavior of AT®".Enc(apk, dk, m, i ), including the (small) error probability.

12This is technically not well-defined as A may break the loop before the j-th iteration. This can be
fixed re-defining A* to (pointlessly) continue the loop execution ¢ times and observe A and A* are
functionally equivalent. We nevertheless omit such details.
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A(dpk) :

Get (pk, sk) +-* E.Gen(A) and set the double key dk < (dpk, sk)
Run D(pk, sk, dk) until it queries (m, 7y, 1i7)

for /\/p times:  / Rejection sampling as AT®".Enc
Send (711, 1i1) to the encryption oracle and get ¢
if m = E.Dec(sk, c): reply c to D and break

if no reply was given to D in the previous loop:
reply L to D

® N O U bk W N =

when D returns b': return b’

FIGURE 6.16: A reducing asymmetric anamorphic security of AT®® to
IND-CPA of EP".

We can thus conclude that

Advﬁﬁ‘;;‘jm (A) < AdvEPEPA(A) + negl(A). O
Remark 14. One can verify that both properties of weak pseudorandom ciphertexts
and IND-CPA security are implied by the regular pseudorandom ciphertexts prop-
erty. So, if EP" has pseudorandom ciphertexts it satisfies both conditions for anamor-
phism and asymmetric anamorphism.

6.8 Extending our results to Semi-Adaptive AE

To conclude this section, we show how the negative results of the previous sections
can be extended Semi-Adaptive AE. As we have shown before, RS can still be proven
secure according to our weaker notion (Definition 41) for any PKE that is correct and
IND-CPA. This leaves open the question on whether RS is optimal in this context.
We show this to be the case by extending the message-space upper-bound and the
impossibility of Fully-Asymmetric AE to this case. This is formally stated in the
following corollary.

Corollary 2. Let (AT.Gen, AT.Enc, AT.Dec) be a black-box anamorphic triplet achieving
Semi-Adaptive AE and e-correctness on average, for the class of PKEs that are correct and
IND-CPA secure. Then

1. Its message space M must satisfy | M| = poly(A).
2. There exists a PPT adversary breaking weak asymmetric security Definition 25.

Proof. All we need to do is to show that Lemmas 44 to 46 work even in the case
of our hypothesis, i.e., the assumption that the triplet is Semi-Adaptive secure with
ecorrectness on average. It follows that

¢ Lemma 44 still applies as the adversary (see Fig. 6.2) makes no encryption
query, and is therefore also a valid adversary for the game in Definition 41.

¢ Lemma 45 still applies because the adversary (see Fig. 6.3) makes no usage of
the secret key. Thus it is also a valid reduction to Definition 41.

* Lemma 46 still applies since the adversary (see Fig. 6.4) only uses the secret
key after performing all its encryption queries. It is then a valid reduction also
to Definition 41 up to syntactical adaptations.
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In particular, given the ciphertext selection lemma, the message space upper bound
follows through an information theoretic argument. Analogously, the adversary
breaking weak-asymmetric anamorphic security’s advantage is proven to be signif-
icant only through the ciphertext selection lemma and information-theoretic argu-
ments. This concludes the proof of our Corollary. O



147

Chapter 7

Anamorphic Resistant Encryption

7.1 Introduction

In Chapter 5 and Chapter 6 we have seen the inherent limits of Anamorphic En-
cryption. We showed respectively that AE is impossible in general and that when
it is possible, a generic construction can have only a polynomial-size anamorphic
message space. However, the previous results hold in an idealized model. In this
chapter we address the problem of realizing concrete PKEs for which the limitations
seen in previous chapters hold. We call such scheme Anamorphic Resistant Encryp-
tion schemes, following [DG25]. In particular, we make difference between AREs for
Adaptive and Semi-Adaptive AE. We give both ARE schemes for which Adaptive
AE is impossible, matching the result from Chapter 5, and for which Semi-Adaptive
AE is limited to only O(log A) anamorphic bits of communication, matching the re-
sult from Chapter 6. Eventually, we give one single PKE that achieve at the same
time both level of Anamorphic Resistance. The results appearing in this chapter are
taken from [Car+25; Avi+25].

7.1.1 Our results

Here we provide an informal overview of our results for this chapter. In what fol-
lows, to better deliver the ideas underlying our constructions, we’ll often (deliber-
ately) neglect technical details that may render the presentation harder to follow.

Constructing AREs against Adaptive AE

Our starting point is the impossibility for (stateless) black-box AE from Chapter 5,
which we briefly recall here. The general approach for ruling out black-box AE is to
first describe an ideal (and thus inefficient) PKE and then show that no efficient AE
tuple accessing the PKE through oracle calls can be secure. To prove the latter point,
the ideal PKE is modeled to support weak messages. Those are special plaintexts
informally satisfying the following three properties:

1. There exists only polynomially many valid ciphertexts encrypting a weak mes-
sage.

2. Weak messages can be sampled indistinguishably from uniform ones, even
against an adversary who maliciously generated pk and sk.

3. Weak messages are hard to find given only the public key pk.

To clarify, the first and second requirement seems to contradict each other. The catch
here is that property 2 only needs to hold when the number of associated ciphertexts
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is allowed to depend on (and be much larger than) the distinguisher’s running time.
As we elaborate below this aspect plays a crucial role in our constructions.

To illustrate how weak messages are used, let AT = (AT.Gen, AT.Enc, AT.Dec)
be an anamorphic triplet turning any PKE into an AE (and in particular the ideal
PKE above). To prove that the scheme cannot be made anamorphic, in Chapter 5 we
show how to distinguish regular from anamorphic ciphertexts as follows. Knowing
a weak message m*, one queries the encryption oracle several times for (m*,0) and
(m*,1) (here 0 and 1 are the covert messages). When encrypted in regular mode,
queries for different anamorphic messages may collide with significant probability
as m*, being weak, has few associated ciphertexts. In anamorphic mode, however,
the probability of such collision is close to zero. This is due to correctness, dictat-
ing that, unless with negligible probability, the same ciphertext cannot be a valid
encoding of both 0 and 1.

The above strategy works well in the setting of Chapter 5 as the ideal PKE is only
accessed through oracle calls — allowing to easily model seemingly magical trapdoor
mechanisms to sample weak messages. Trying to extend this technique to the case
of concrete AREs, a trilemma arises. Indeed, we need to design a PKE where weak
messages can be sampled given public and secret key and cannot be distinguished
given the same keys. Moreover, all of this should be achieved while preserving
semantic security.

A Strawman Example. The key ingredient to remove the wizardry behind strong
ideal models will be relying on the magic of ELFs [Zhal6]. Informally, extremely
lossy functions (ELF) are functions that can either be injective or extremely lossy, i.e.
with polynomially small image size, and the two modes are hard to distinguish by
properly time-bounded adversaries. To build intuition towards our actual construc-
tion, we start showcasing a simple way to use ELFs.

Given any PKE whose message space is the set of all ELFs, we could mod-
ify E.Enc by letting the ELF bias the encryption random coins. Precisely we set
E*.Enc(pk, f;¥) = E.Enc(pk, f; f(r)). Lossy functions act now as weak messages.
Indeed they are hard to distinguish from injective ones and reduce the number of
reachable ciphertexts to a polynomially small set.

This simple construction however is not semantically secure. Indeed weak mes-
sages (ELFs) are publicly sampleable, and an attacker can use them against the
IND-CPA security game. Explicitly one can generate fo, fi with fo extremely lossy
and f; injective, pre-compute all possible encryptions of fy and query (fo, f1). A ta-
ble lookup is then enough to understand which one was encrypted. Avoiding such
attacks is then our main technical challenge.

First Construction. In the public parameters model we prevent such attack by
making available (the obfuscation of) a circuit C which, on input m, produces C(m) =
(h, f) used to bias the random coins in the encryption of m. For most messages m, f
will be injective and & is a universal hash!. For some trapdoor messages m* however,
f is sampled in lossy mode by C. To guarantee that weak messages are not leaked
by C, we actually hard-code z = F(m*) (F injective one way function) for all poly-
nomially many weak messages m*. This essentially eliminates the previous attack,
as weak messages can only be retrieved from the public parameter’s backdoor.

1We technically need  to extract good randomness from f(r), which is only guaranteed to have
high min-entropy for a random r and injective f.
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Second Construction. Our second construction is in the random oracle model, but
dispenses the need of (both!) public parameters and iO. Our strategy is to augment
the initial strawman example as follows. Given a function f, the random oracle is
used to generate a new injective function g. We then combine f, g into a new function
¢ that is almost always injective when f, g are independent, but may be lossy if f
heavily depends on g. Let us clarify this better.

First let us specify how our combiner works. To start, it is built by replacing
standard ELFs with what we call Robust ELF with group structure (RELF, for short).
RELFs extends ELFs with the following two extra properties:

e First, function sampling is divided in a setup phase producing parameters ep
and a generation step that, given ep, produces a function f in the set Fep(M).
Robustness here means that security holds even for maliciously chosen ep.

* Second, the set of valid functions Fep(M) is assumed to have a group structure
and generating a new (injective) instance is equivalent to sampling a random
element in the group.

In Section 7.4.2 we show the original construction given in [Zha16] to be, up to minor
modifications, already a RELF. With such a structure, our combiner simply sets ¢ =
f + g. Indeed when g is uniformly random and independent from f, so is ¢.

Next, we need to specify how is ¢ sampled. If we were to generate g directly
from H(f) we would achieve semantic security, as the combination f + g is almost
always injective, but lose the power to inject lossy functions. To address this issue
we add a chameleon hash h [KR00] to the recipe. Specifically, we now assume the
PKE’s messages to be of the form (f,s), with s being the chameleon hash random
string, and generate ¢ with random coins H(h(f;s)).

In order to inject an extremely lossy function f, any adversary holding the chameleon
hash trapdoor, proceeds as follows: Initially, it computes g from H(h(f*;s*)) for a
random message f*,s*. Next, it uses the chameleon hash trapdoor to find a colli-
sion h(f*;s*) = h(f — g;s). The weak message is now (f — g,s) since the resulting
function ¢ used to bias the encryption’s random coinis ¢ = (f — g) + ¢ = f, that s
extremely lossy.

Constructing AREs against Semi-Adaptive AE

Intuitively, the only way to realize anamorphic encryption is by manipulating ran-
dom coins used to encrypt a given regular message. Building on this observation,
our principle to design AREs against Semi-Adaptive AE will be to:

* scramble the random coins before encryption, in a way that makes it hard to
manipulate the scrambled output;

* prove that scrambled random coins were used to produce the given ciphertext.

This is the same approach of [DG25]. There the random coins are obtained through
the ROM. To prove ciphertext are well-formed, the preimage is “sent to the author-
ity”, i.e. encrypted with a different public key in the public parameters that the
authority knows the secret key of. Our main challenge will be to instantiate this
template without random oracles.
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First construction based on ELFs and Unique NIZKs. We solve our first issue, that
is to find a way to scramble the random coins, by relying on ELFs. ELFs are a great
tool to limit anamorphic communication. To see why consider a simplified setting
where the sender, on input f and an anamorphic message 7 chooses some r, and
the receiver has to extract 71 only given f(r). Assume an efficient sender/receiver
pair exists for a large (super poly) message space and an injective public f. Then
we can break the ELF security. A distinguisher, given f, simply tries to “encode” a
random 771, and later “decode” it from f(r). In injective mode it gets the same result
by hypothesis. In lossy mode instead decoding will likely fail as [Im f| < poly(A)
but the message space is significantly larger.

Starting with a PKE scheme (E*.Gen, E*.Enc, E*.Dec), the same argument applies
when sending a ciphertext of the form E*.Enc(pk, m; f(r)) for a given regular mes-
sage m, and asking the receiver to extract 77 from it. However, an actual AE could
deviate from the prescribed scheme, avoiding the ELF altogether. To tackle this is-
sue, we rely on non-interactive zero-knowledge proof (NIZKs). Asking the sender to
prove its ciphertexts are correctly computed to solve the issue. However, the proof
itself has to be sent as well. Its random coins therefore become a new place to hide
anamorphic messages in.

To avoid an infinite chain of proofs, we instead require the NIZK to have unique
proofs, a property achieved for instance in [WW24b; WZ24; WW24a]. Since for each
valid statement there exists only one accepting proof, attaching the proof does not
give any room to embed extra anamorphic bits.

Finally, we need to ensure that IND-CPA-security is preserved. Being zero-
knowledge, the NIZK does not leak any information about the encrypted message
or randomness. However, even when the ELF is in injective mode, we cannot argue
its output to be a uniform string®. Nevertheless, we do know that f, being injective,
preserves the min-entropy of r. To obtain an (almost) uniformly distributed string
then, we compose f with a randomness extractor & (e.g. a universal hash function).
The final PKE scheme then produces ciphertexts of the form

(e = E*.Enc(pk,m;ho f(r)), )

with 7t proving e is well formed.

Second Construction based on Trapdoor ELE. One of the reasons why the previ-
ous approach works is that unique NIZKs give us a way to test membership in (a
function of) Im f. A simple way to remove the NIZKs is to assume that f also ad-
mits a trapdoor that allows to efficiently invert it. If we could provide the scrambled
random coins p to the authority, the authority would then be able to test p € Im f by
simply attempting to invert f.

Sending such p without breaking IND-CPA is easily done with a trapdoor lossy
function F. Indeed, if the ciphertexts have the form

(E.Enc(pk,m;ho f(r)), Fo f(r))

where 11 is again a UHF, the authority can always extract f(r) from the second com-
ponent using the trapdoor for F. For IND-CPA, on the other hand, we can switch
to lossy mode in a hybrid. Then F(f(r)) only leaks a fraction of the min-entropy of
f(r), so we can still extract good randomness through universal hashing as long as
r is long enough.

%In general Im f could be sparse in the set of strings with a given length.
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However, plain Trapdoor ELF are insufficient to replicate the previously sketched
proof technique for anamorphic resistance for two reasons:

1. The ELF distinguisher cannot be provided with the trapdoor;

2. For lossy-mode f, the membership in Im f cannot be tested, even with a trap-
door.

Our main technical contribution is to adapt the Trapdoor ELF from [Zhal9] to ob-
tain a “partial trapdoor” that preserves ELF security when leaked, but allows testing
membership in an approximation of Im f in both injective and lossy mode. To illus-
trate the main idea, we focus on the simplified task of adapting the Trapdoor Lossy
Function of [PW08], which [Zha19] builds on.

Given a group G and an m X n matrix in the exponent [A], the (Trapdoor) Lossy
Function of [PW08] is defined as

f:{0,1}" - G™: f(x) = [Ax].

In the injective mode A is sampled uniformly, while in the lossy mode it is a random
rank-1 matrix. Our strategy is to modify this by taking A to be the product of two
m X k and k x n matrices B,C, i.e., A = BC, where m > k > n. More precisely,
the function is defined as before given [BC|. B is now the partial trapdoor, and is
always uniformly sampled, whereas C is either full rank or rank-1, respectively, in
the injective or the lossy mode. Note that giving B does not help in guessing the
rank of C.

The, perhaps surprising, trick now is to observe that testing membership in
[Im B] of a value computed only as a function of [BC] suffices to almost always im-
ply its membership also in the (much smaller!) set [Im BC], regardless of the rank of
C. This, informally, holds as the product BC loses all information on Im B \ Im BC.
Since there are too many possible ways to place Im B in a way that contains Im B C8,
guessing a point (whose discrete logarithm lies) in Im B \ Im BC is hard. Thus, mem-
bership in Im B almost implies membership in Im BC.

We finally note that adapting this trick to the full TELF proposed by Zhandry in
[Zha19] presents additional challenges whose discussion we defer to Section 7.5.3.

One ARE to rule them all

Finally, we address the question of building the definitive ARE. To this end goal, we
first prove that our (iO-based) PKE-to-ARE (against Semi-Adaptive AE) compiler,
when given as input a PKE that admits 0 anamorphic bits in the adaptive AE set-
ting, outputs an ARE with the same property. Leveraging this theorem alongside
with the random-oracle-free construction for Adaptive AE Section 7.4.1, we readily
obtain the definitive ARE — namely, an ARE featuring the best achievable level of
anamorphic resistance in both the Adaptive and the Semi-Adaptive AE setting. Un-
fortunately, for a technical reason, we are unable to prove the same theorem using
our TELF (DDH-based) construction. Therefore, even though it relies on much heav-
ier tools, the iO-based construction has an additional interesting feature compared
to the TELF based one.

3This holds because k = dim Im B is much larger than dim Im BC = rk(C) for B of full rank.
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Related works

In Chapter 6 we prove that black-box AE cannot hide more than O(log A) bits per
ciphertext. A first formalization of encryption schemes with such limited anamor-
phic capabilities was given by Dodis and Goldin in [DG25]. They were the first to
call these schemes Anamorphic Resistant Encryption and also to come up with a con-
crete realization of ARE. The construction in [DG25] requires both the random oracle
and the public parameters model, and, similarly to the the ideal construction from
Chapter 6, it allows to transmit at most O(log A) anamorphic bits per ciphertext, but
in the Semi-Adaptive AE context.

Our constructions against Adaptive AE, on the other hand, are in (seemingly)
weaker models, by dispensing either the random oracle or public parameters, while
also achieving stronger anamorphic resistance. Specifically, our schemes do not
allow transmitting even a single anamorphic bit, in the Adaptive AE setting, match-
ing the (tighter) negative result in Chapter 5. Our constructions of ARE for Semi-
Adaptive AE instead, match the result of [DG25], but with the improvement that we
get rid of the ROM.

In Table 7.1, we provide a summary of our results comparing them with [DG25].

PKE model | AEsecurity | ROM-free | iO-free | |M|
[DG25] PPM Semi-Adaptive X v poly(A)
Section 7.4.1 PPM Adaptive v X 0
Section 7.4.2 Plain Adaptive X v 0
Section 7.5.2 PPM Semi-Adaptive v X poly(A)
Section 7.5.3 PPM Semi-Adaptive v v poly(A)
Section 7.6 PPM Semi-Adaptive v X poly(A)
Adaptive 0

TABLE 7.1: PKE model refers to whether the PKE is in the public

parameters model (PPM) or the plain one. ROM-free and iO-free re-

spectively indicate whether a random oracle or indistinguishability

obfuscation is used in the constructions. |M]| is the size of the anamor-
phic message space.

7.1.2 Organization

Section 7.2 gives the additional definitions useful to comprehend the chapter. In
Section 7.3 we introduce the Public Parameters Model for PKE and we restate AE
definitions adapted to this model. In Section 7.4 we show our two constructions for
ARE in the Adaptive AE setting, while in Section 7.5 we give our two construction
for ARE in the Semi-Adaptive AE setting. Finally, in Section 7.6 we show how to
combine two of our constructions to obtain the definitive ARE.
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7.2 Additional definitions

7.2.1 Chameleon Hash Functions

Chameleon hash functions [KRO0] are a generalization of collision-resistant hash
where a trapdoor allows to efficiently find collisions. Formally, a CH consists of
three procedures (CH.Gen, CH.Eval, CH.Adapt) such that

e CH.Gen(A)*—(hk, td) generates hash key and trapdoor.
e CH.Eval(hk, x,7) — y evaluates the hash of key hk on input (x, 7).

e CH.Adapt(td, x, 7, x") — 7 finds a collision (x, ), (x/,7").

Through this paper, we require chameleon hash to satisfy the three main and basic
properties stated in [KR00], namely (adapt) correctness, uniformity and collision
resistance.

Definition 47. A tuple CH = (CH.Gen, CH.Eval, CH.Adapt) is a secure Chameleon Hash
if it satisfies the following conditions:

Correctness: for any (hk,td) in the support of CH.Gen(A) and x,r,x', then, calling v’ =
CH.Adapt(td, x, 7, x"), it holds that CH.Eval(hk, x, ) = CH.Eval(hk, x’,7").

Uniformity: for any (hk,td) in the support of CH.Gen(A), x and x', if r is uniformly
sampled, then ' <— CH.Adapt(td, x, r, x") is uniformly distributed.

Collision Resistance: for any PPT adversary A, sampling (hk,td) «-* CH.Gen(\) and
getting (xo,70), (x1,71) +* A(hk), it holds

CH.Eval(hk, xo,79) = CH.Eval(hk, x1,71)

AdvE, (A) :=P
veh,a(A) r (x0,70) # (x1,71)

< negl(A).

Note that subsequent work proposed various strengthening to the above defini-
tions [Brz+09; Ate+17;, Cam+17]. Most of the above enhance CR when a collision
is leaked. In our constructions however such leakage never occurs. Finally, up to
assuming td contains the random coins used to generate (hk,td) «* CH.Gen(A),
we also require that testing membership in the support of CH.Gen(A) can be done
efficiently.

7.2.2 Lossy Trapdoor Functions

Introduced by [PW08], lossy trapdoor functions (LTFs) are functions that can be in-
stantiated in one of two indistinguishable modes: injective or lossy. Moreover, in
injective mode the existence of a secret trapdoor allows to efficiently invert the func-
tion. In what follows we use the same notation in [WZ24] which further specifies
the function’s input length at setup time.

Definition 48. A Lossy Trapdoor Function is a tuple of algorithms LTF = (Genlnj, GenLos,
Eval, Inv) such that

o (k,td) «<-® LTF.Genlnj(A, £) with k a function index and td a trapdoor.
o k <% LTF.GenLos(A, £) with k a function index.

e y < LTF.Eval(k, x) evaluates the function on input x,
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* x < LTF.Inv(td, y) inverts the function on image y.

Moreover, sampling (ko,td) <% LTF.Genlnj(A,¢) and k; <% LTF.GenLos(A, £), the fol-
lowing properties hold:

e LTF.Eval(ky,-) : {0,1}¢ — {0,1}P*YP) for any b € {0,1}.
e Injectivity: LTF.Eval(ko, -) is an injective function with overwhelming probability.

* Lossiness: There exists a polynomial y such that LTF.Eval(ky,-) has image size
smaller than 21,

* Indistinguishability: For any PPT adversary A

Advite 4(A) = [Pr[A(A, £ ko) = 1] =Pr[A(A, £ ki) =1]| < negl(A).

Note that, as opposed to the original and more general definition of [PW08], the
one above requires the image size in lossy mode to be independent of the input size*
(albeit still exponentially large). Constructions achieving this high lossiness level
exists from DDH, see [PW08, Section 5.3].

7.2.3 Extremely Lossy Functions

Extremely lossy function (ELFs), first introduced in [Zhal6], are families of func-
tions which can be sampled to either be injective or have polynomially small image
size. Distinguishing the two modes with sufficient (polynomial) time then cannot be
hard. ELFs however guarantees that time-bounded adversaries cannot distinguish
injective function from extremely lossy ones with significant advantage as long as
the image in lossy mode is large enough (but still polynomial).

Definition 49. An ELF consists of an algorithm ELF.Gen such that, for integers M, R,
ELF.Gen(M, R) returns the description of a function f : [M] — [N] for M < N <
poly(M) such that

1. f:[N] — [M] can be computed in time poly(log M).

2. f <3 ELF.Gen(M, M) is injective.

3. f <% ELF.Gen(M, R), then |Im f| < R.

4. For any polynomials t,d there exists a polynomial Q such that for any t-time machine

Aand R with Q(log M) < R < M we have that, sampling fo +* ELF.Gen(M, M)
and f; <% ELF.Gen(M, R)

Advelf(A) ‘Pr[ fo)$—>1} { (f1)® } = 510;1\4)

Definition 50. An ELF is strongly reqular if for all R, with overwhelming probability over
the choice of f +® ELF.Gen(M, R), the distribution f(x) with x <% [M)] is statistically
close® to uniform.

Our definition mildly deviates from the one of [Zha16] as we require ELF.Gen(M, M)
to always return an injective function®. As for the case of lossy function, ELFs can be
defined to support a trapdoor. Syntax and security properties are introduced below.

4Formally, this actually only needs to hold for an upper bound of the image size.
5That is, the statistical distance is negligible in log M.
6For the construction of [Zhal6] we can assume it by Lemma 73.



7.3. Public Parameters Model 155

Definition 51. A trapdoor ELF is a tuple of algorithms TELF = (Genlnj, GenLos, Inv). For
any integer M, TELF.GenlInj(M) returns (f,td) such that

1. f:[M] — [N] for some N < poly(M) is a function computable in time polynomial
in log M.

2. Forany x € [M)] then x <— TELF.Inv(td, f(x)).
For any integer M, R, TELF.GenLos(M, R) returns f such that

3. f:[M] — [N] for some N < poly(M) is a function computable in time polynomial
in log M.

4. Im f| <R.

Finally, for any t, polynomials in log M, there exists a polynomial q such that R >
q(log M) implies that, sampling (fo, td) <% TELF.Genlnj(M) and f <-® TELF.GenLos(M, R),
any t-time adversary has advantage

1
telf - $ _ $ <
AdvET(A) - ‘Pr [A(fo) —>1} Pr [A(fl) —>1} ‘ < Sloed
With abuse of notation we will identify the function f with its description. When
such identification would be ambiguous, we refer to f as the function description,
and ELF.Eval(f,x) — yor TELF.Eval(f, x) — y as the efficient procedures evaluating
fonux.

7.3 Public Parameters Model

In this section we revise definitions and notation for public key encryption, revis-
ing in particular the public parameters model by [DG25]. In general, a PKE scheme
is a triplet of algorithms (E.Gen, E.Enc, E.Dec). In the aforementioned model how-
ever, the key generation phase is split into two procedures: E.Init which generates
a set of global public parameters (along with a possibly empty backdoor key), and
E.Gen which samples a key pair from the common public parameters. More explic-
itly these procedures’ syntax is as follows, assuming without loss of generality that
pp is embedded in pk and sk by E.Gen.

E.Init(1) ®— (pp, td) samples parameters pp along with a trapdoor td.

E.Gen(pp) *—(pk, sk) creates public and secret encryption keys.

(
E.Enc(pk, m) $—c encrypts a message m into a ciphertext c
(

E.Dec(sk, c) ¥—m decrypts a ciphertexts.

Standard security notions for PKE are easily translated in the context of global public
parameters. Correctness requires that given pp, pk, sk correctly generated and any
message m, the probability that E.Dec(sk, E.Enc(pk, m)) # m is negligible. IND-CPA
is also as usual up to providing pp (but not td!) to the adversary at the beginning of
the game. In the following we restate the definitions regarding AE, adapted to the
public parameters model.

Definition 52 (Anamorphic Triplet). An anamorphic triplet AT = (AT.Gen, AT.Enc
,AT.Dec) is a triplet of efficient algorithms such that
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o AT.Gen(pp) *— (apk, ask, dk) with apk, ask being the anamorphic public and secret
keys while dk is the double key and pp are the (possibly empty) public parameters.

e AT.Enc(apk, dk,m, i) $_sc, withm € Mandii € M being respectively the standard
and anamorphic messages encrypted in c.

 AT.Dec(ask, dk,c) — /L, with i the anamorphic message encrypted in c.

For ease of notation, in the definition above we do not explicitly provide pp, apk
to AT.Dec and rather assume them to be contained in dk and ask respectively.

Definition 53 (Anamorphic Encryption). A PKE E = (E.Init, E.Gen, E.Enc, E.Dec) is
an Anamorphic Encryption scheme if it is IND-CPA secure and there exists an anamorphic
triplet AT = (AT.Gen, AT.Enc, AT.Dec) such that any PPT adversary A has negligible
advantage, defined as

AdVET(A) = |Pr [pp-RealGe,4(A) = 1] — Pr [pp-AnamorphicGar 4(A) = 1]|

where pp-RealGg and pp-AnamorphicGar are described in Fig. 7.1.

pp-RealGg 4 (M) pp-AnamorphicGar 4(A)
1: (pp,td) <% E.lnit(A) 1: (pp,td) «<* E.nit(A)
2: (pk,sk) «<® E.Gen(pp) 2:  (apk,ask,dk) <% AT.Gen(pp)
3: return A%l (pp,td, pk, sk) 3: return A% (pp,td, apk, ask)
Oreal(m/ ﬂ//\l) Oanam (m/ 7’/’/\1)
1: Sample a random r 1: Sample a random r
2: return E.Enc(pk, m;r) 2: return AT.Enc(apk, dk, m, ii; 7)

FIGURE 7.1: Anamorphic Encryption security game in the public pa-
rameters model. The original definition is obtained when E.Init(A)
returns pp = A and td = e.

Correctness in this model has to hold relative to honestly generated public pa-
rameters. We will use the weaker definition of correctness on average, restated in
the following.

Definition 54 (Correctness on average). An anamorphic triplet is € — correct on average
if, for a negligible e, sampling (pp,td) < E.Init(A), (apk, ask,dk) 9 AT.Gen(pp) and a
random message m «<* M from the regular message space, then for all i € M

Pr [ﬁq £ 7 ‘ it < AT.Dec(ask, dk,c), ¢ <% AT.Enc(apk, dk, m,ﬁ)} < ¢(A).

All the above definitions extends to Anamorphic Extensions in the natural way.

7.4 ARE for Adaptive AE

7.4.1 Construction in the PPM

We begin providing a simple construction of anamorphic resistant encryption in the
public parameters model, i.e. where all keys are generated with respect to a set
of public parameters chosen by the authority. More specifically our construction is
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actually a compiler. Given any standard PKE we construct a new scheme preserving
its security while being anamorphic resistant. The following tools will be used:

* A public key encryption scheme (E*.Gen, E*.Enc, E*.Dec) with random coin in
{0,1}* and message space M, with |[M| = 2*. To simplify our analysis we
assume E.Enc(pk, m;7) to be injective in r for all valid (pk, m).

An injective one-way function F with domain M.

A strongly regular extremely lossy function family ELF.Gen.

A family of universal hash functions H with domain containing the image of
any ELF with input size 2¥, and output length p — 2A.

e An obfuscator iO and a puncturable PRF (PRF.Gen, PRF.Puncture, PRF.Eval).

Our strategy is realizing the weak ideal PKE from [CGM25], where certain weak
messages admit only polynomially many ciphertexts. As in [CGM25], if a given
AT.Enc cannot distinguish a weak m from a random one, we can break anamor-
phic security by repeatedly querying (m,0) and (m,1). Indeed, in the real game
we would observe ciphertexts distributed over the full (polynomially small) set of
ciphertexts encrypting m, whereas in the anamorphic game we would observe ci-
phertexts distributed over a fraction of said space.

We achieve this goal exploiting the backdoored public parameters. Informally, pp
consists of the obfuscation of a circuit C which on input 1 returns C(m) = (h, f) with
h being a universal hash function for randomness extraction and f either injective or
extremely lossy (sampled through a PRF on input m). Encryption is then carried out
as E*.Enc(pk, m; ho f(r)) for a random string r.

More specifically, f will be extremely lossy only for fixed weak messages. To
ensure C does not leak them, we actually hard-code z; = F(m;) and let C(m) return a
precomputed lossy function f;* only when F(m) = z;. In this way IND-CPA security
is not directly compromised, as no adversary can efficiently query the encryption of
a weak message.

Another issue we face to show semantic security is how to extract randomness
from f(r) when f is injective, but chosen adversarially. Sampling a public universal
hash I would not suffice, since, even though r is independent from #, f(r) may not
be. We address this assuming C(m) actually samples, with a different PRF key, a
distinct i for each m. This approach works in a selectively secure sense, as knowing
the messages an adversary will query allows us to puncture the PRF keys before C is
given, allowing us to argue (1, f) = C(m) are actually sampled independently. Lift-
ing selective security to plain IND-CPA is done through another ELF and standard
techniques from [Zhal6]. The full scheme is presented in Fig. 7.2.

Proposition 5. IfiO is a secure obfuscator, ELF.Gen an ELF, F an injective OWF, H a family
of universal hash function and the PRF is pseudorandom, then, calling E* the underlying
PKE and E the one defined in Fig. 7.2

e E* IND-CPA secure = E IND-CPA secure.
e E* IND-CCA2 secure = E IND-CCA2 secure.

Proof. We prove the proposition through a sequence of hybrids HE, ..., Hg and in
H? reduce the target security notion (IND-CPA/IND-CCA2/...) to that of the un-
derlying encryption scheme. Toward contradiction let D be a p(A)-time adversary
breaking security for E infinitely often with inverse-polynomial advantage €(A). For
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E.Init(A) : E.Gen(pp) :
1: Setup an ELF ¢ «% ELF.Gen(2%,2%) 1: (pk,sk) «® E*.Gen(A)
Sample mj}, ..., m} <% M distinct 2: return (pk,sk)

2
3: Compute z; < F(m])

4: Generate f; < ELF.Gen(2#,2))

5: Sample two keys ki, ko +% PRF.Gen(A)
6: z+ (z),and f+ (fi)},

7 6 <— io(cl,f,kllkzl(l))

E.Enc(pp, pk, m; 1) :
1: (f,h)<—€(m) Ipp=C
2: ¢ < E*.Enc(pk,m;ho f(r))

3: returnc

8: return (pp,td) « (C, (m)} ) E.Dec(pp, sk, ¢) :

i

. %
Cz,f,kl,k2,¢(m) : 1: m < E*.Dec(sk,c)

ifF(m) = Zj: f(—fl

2: returnm

1:
2: else:

3:  f < ELF.Gen(2",2"; PRF.Eval(ky, ¢(m)))
4: h < Sample(H; PRF.Eval(ky, ¢(m)))

5: return (f,h)

FIGURE 7.2: Weak PKE with public parameters. y is set so that u — 2A
equals the random tape length expected by E*.Enc.

simplicity we only consider hybrids when the security game is IND-CPA and dis-
cuss later how the proof is adapted in the other cases.

Hg: Real IND-CPA game. To fix notation, let m, m; the challenge messages, b the
challenge bit, and c* <% E.Enc(pk, m;) the challenge ciphertext.

HY: As Ho, but abort if F(mj) € {z1,...,z,}.

Hg: As Hy, but ¢ Y ELF.Gen(2%,7) where r (the range size) is such that ELF se-
curity holds for any p + p* time machine with advantage 6 = ¢/2, with p* an
upper bound on the (joint) execution time of E.Init, E.Gen and E.Enc.

Hg: As H,, but 6,0, <% Im ¢ are sampled, k; < PRF.Puncture(k;, {60,6:}) and
C is the obfuscation of C:,f,ki‘,ki,zp,rﬂo,& where 7;; = PRF.Eval(kj,6;) and C* is

defined” as C but on input ; returns f, h computed as

f=ELF.Gen(2",2%;11;), = Sample(H;rs)).

H%: As Hs, but r;; are randomly sampled for i,j € {0,1}.
HE: As Hy, butif {¢(mo), ¢p(m1)} C {60,061}, computes c* < E*.Enc(pk, my).

Lemma 67. Assume that F is a owf then HY < HY. Namely, for any PPT distinguisher D
that distinguishes between HY and HY there exists a PPT adversary A such that

b Hb
Hg HY

AdvD1

(A) = ’Pr [HS(A,Dl) - 1} ~Pr [Hl{()\,Dl) - 1] ‘
<A AV (A).

7We implicitly assume either C or C* were properly padded to be of the same size.
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Proof. To prove that H} is indistinguishable from H? we construct an inverter A; for
the OWF using the distinguisher D; for the two games. Note that Hj and HY are
identical if both F(mg) and F(my) are notin {zy,...,z,}. Let X be the domain of the
OWEF F. The pseudocode of A is given in Fig. 7.3.

Ai(y)
1: b<%{0,1}
2: i <% [A]

x %X

4: (z,pp,td) <° E.Init; , (A)
5: (pk,sk) «* E.Gen(pp)

61 (mo,my) < Di(pk)

7: ifF(my) €zVF(m) €z
8 abort the game for D,
9

if F(mg) = y:
10 : x = my
11: if F(my) =y
12 : X =mq
13: else
14 : c* <% E.Enc(pk, my)
15 : Give c* to D,

16 : return x
FIGURE 7.3: A; reducing a distinguisher D; for H3, HY to owf.

E.Initay()\) is short for a modified E.Init procedure in which z; = y instead of
computing it, moreover this modified procedure returns the vector z along with
pp and td. It is easy to see that A; is simulating the H} game or the H? game to
D; depending on if D; queries a message m such that F(m) € z or not. Since the
hybrids Hj and H? are identical except for the check regarding the messages queried
by Dj, it follows that the only way to distinguish them is to invert the OWF F. If
the distinguisher inverts y then .4; can use mg or m; to invert its input. Despite

b b
this, D1 might invert one of the other elements in z. It follows that Adle)‘i’H1 1) <

A= AdvR (A). O

Lemma 68. Assume that ELF.Gen is an ELF for the chosen parameter r, then HY £; HE.
Namely, for any probabilistic p-time distinguisher Dy that distinguishes between H? and H}
there exists a PPT adversary Ay such that

AdviE (2) = [Pr [HE (1, D) = 1] = Pr [Hy(A, Do) = 1]
< Adve (A) <5 =¢/2.

Proof. Any p-time distinguisher D, is reduced to an adversary A, for the ELF for
parameter r. A(¢) sets up pp (using its own ¢ in line 1 of E.Init) and pk, executes
D, (pp, pk) — (mg, m1), samples b and replies c* +* E.Enc(pk, m;). Eventually when
D, outputs a bit, A, returns the same. According to how is ¢ sampled, A, perfectly
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. . HE,HE -
simulates either HY or H}, so Advp,"2(A) = Advi'{z()\). Moreover, A, runs in time

b b
p+ p*, and therefore Advi,, * (1) = Advf (A) < 6 = e/2. O

Lemma 69. Assume that iO is an Indistinguishability Obfuscator then H3 & HS. Namely,
for any PPT distinguisher Dy that distinguishes between H5 and H} there exists a PPT
adversary Az such that

b Hb
H3 H3

AdVEE (A) = ‘Pr [HQ(A, Dy) = 1} —Pr [Hg(A, Ds) = 1] (

< AV (M),

Proof. To prove that H} is indistinguishable from H} we construct a distinguisher .43
for the iO using the distinguisher Dj for the two games. Let C <% iO(A, Cp), for an
unknown b € {0,1}, where Cj is the circuit computed as in H, while C; is computed
as in Hz. These circuit are produced by A3 in a first stage of the iO game, along
with an auxiliary information ¢. The pseudocode of A3 is given in Fig. 7.4. We have
omitted the generation of td as it is not needed for the simulation of the games for
Ds.

As (0’, 6)
1: ppeC

2:  (pk,sk) «* E.Gen(pp)

31 (mg,my) «* D3(pk)

4 ifF(mo)EZVF(m1)€z
5: abort the game for D;
6

7

8

9

else
c* +9% E.Enc(pk, my)
Give ¢* to D3
return D3’s output

FIGURE 7.4: Aj; reducing a distinguisher Dj for H3, Hj to iO.

It is easy to see that A3 is simulating the Hg game or the Hg game to D3 de-
pending on if C is an obfuscation of Cp or C;. It holds that Pr [Hg()\, Ds3) = 1] =
Pr[A;3(c,iO(A, Cp)) = 1] and Pr [H5(A, D3) = 1] = Pr[As(0,i0(A,Cr)) = 1]. Since,
thanks to puncturable PRF security, Cy and C; are functionally equivalent, it follows

b b
that Advy ™ (A) < AdvIBIQ (1), O
Lemma 70. Assume that PRF is pseudorandom then H5 & HL. Namely, for any PPT
distinguisher Dy that distinguishes between H4 and HY there exists a PPT adversary A,
such that

Advis i (1) = [Pr [H5(1, D) = 1] = Pr [H5(A, D) = 1] |

rf
<2 Advpge 4, (A)-
Proof. To prove that H is indistinguishable from H} we construct a distinguisher
Ay for the pseudorandomness property of PRF using the distinguisher D for the
two games. Let C <% iO(A,Cp), for an unknown b € {0,1}, where Cj is the circuit
computed as in Hy while C; is computed as in H3. These circuit are produced by Az in
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a first stage of the iO game, along with an auxiliary information o. The pseudocode
of A, is given in Fig. 7.5. The oracles are specified later.

Af’k’fo’éva| 0
(pp, td) «=* E.lnityy, o (A)
(pk, sk) <* E.Gen(pp)
(1mo, m1) 3 D3(pk)
if F(mg) €zV F(my) € z
abort the game for Dy

—_

else
¢* +9 E.Enc(pk, ;)
Give ¢* to Dy
return D,’s output

O 0 NN U o N

FIGURE 7.5: A4 reducing a distinguisher Dy for H5, H) to PRF pseu-
dorandomness.

Both oracles are indexed for h € {1,2}. O/ takes in input a set S and outputs a
/

Ol’z’oéval
key is generated for the PRE, but every time a punctured key k; has to be computed
OE(S) is used, where S = {6, 61} for 6y, 61 <5 Im ¢. Moreover, ther; j, for j € {0,1},
are computed using Of (k7 -). It is easy to see that A, is simulating the H} game
or the H} game to D, depending on if OF _ returns random strings or the evalua-
tion of the PRF. It holds that Pr [H(A, Dy) = 1] = Pr [A4(k;}, S, PRF.Eval(k, S)) = 1]
and Pr [H4(A, Dy) = 1] = Pr [A4(k;, S, U(m(A) - |S|)) = 1]. Since we rely two times
on the pseudorandomness property, both for h = 1 and h = 2, it follows that

H3 HY prf
Advp *(A) <2+ Advpge 4, (A). O

punctured key k;. E.Init is short for a modified E.Init procedure in which no

Lemma 71. H} & HE. Namely, for any distinguisher Ds it holds that

b b
Hj Hz

AdviIE (1) = )Pr [HZ(A, Ds) = 1] —Pr [Hg(A, Ds) = 1} ‘
<27

Proof. Let fj, hjfor j € {0,1} be respectively the injective ELFs sampled with random
coins r1,; and h; the hash function sampled from H with coins r, ;. Let jo and j; bits
so that ¢(mo) = 0;, and ¢(m1) = 6;, that are well defined when {¢(mo), p(m1)} C
{60, 01}. Finally, in this setting we call f = f; and h = h;,, where b is the challenge
bit. Note that as b is uniformly random, and f}, h; are all freshly sampled, we have
that f, p and h are mutually independent, with p the random coins used to compute
c*. Moreover, as f is generated in injective mode, Heo(f(p)) = Heo(p) = p. Finally,
let u <% {0,1}#72*, since h is a universal hash and has output length of y — 2 bits,

the Leftover Hash Lemma (Lemma 1) implies that

Ak f 1o f@)), (f,u) < 55

Finally H} and H! can be derived as the same probabilistic function applied respec-
tively to the first and second tuple above. This is done observing that all other pa-
rameters generated in E.Init and E.Gen are distributed independently from f, g (that
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are respectively deterministic functions of r1, ). Moreover, if the adversary queries

mo, my so that ¢(m;) = 6, then in the first world ¢* = E*.Enc(pk, my; ho f(p)) while in

the second ¢* = E*.Enc(pk, m,; u). We can then conclude that for any distinguisher
b b

Ds (even an unbounded one) it holds that Advg‘;’H5 (A) <27M, O

Lemma 72. Assume that PKE* is IND-CPA secure then HE is hard. Namely, for any PPT

adversary De that wins the game HE there exists a PPT adversary Ag such that

Advis () = [Pr [HY(A, Do) = 1] — Pr [HL(2, D) = 1|

< AGBRETA (L),
Proof. Let Dg be an adversary breaking IND-CPA in HZ. We reduce it to A attack-
ing IND-CPA for the underlying scheme (E*.Gen, E*.Enc, E*.Dec). Initially A (pk)
generates pp as in HE, in particular sampling 0y, 6 % Im ¢, and runs Dg(pp, pk) —
(mo, mq). If {¢p(mp), p(m1)} € {60, 61} it aborts returning a random bit. Conversely,
it queries mg, my to its encryption oracle, obtains ¢* and forwards c* to De. Finally,
when Dg(pk, c*) — b/, returns the same bit b'.

First we argue that the probability of not halting is at least 1/r> — negl(A). In-
deed in HZ the adversary has no information on 6y, 6;, and we can thus bound
Pr [{¢(mo), p(m1)} C {60,61}] > 2/r(r —1) > 1/r%. Since any distinguisher for
HS and HZ has negligible advantage, we conclude that in H? the same holds up
to a negligible loss. Conversely, if A does not abort, it simulates H2 to Ds since
c* <% E*.Enc(pk, my). We can thus conclude that

Adv;]i()&) < (r2+neg|(A))-Advgfg%fﬁ/:(/\) < negl(A).
O

Combining all the hybrids, and the fact that guessing the challenge bit in HZ
is hard given the IND-CPA of the underlying scheme, we get that for any p-time
adversary D in H}, its advantage is Advpxg 5 (1) < 6+ negl(A) = &/2 + negl(A).
This contradicts the hypothesis that D succeeds infinitely often with advantage ¢ =
1/poly(A).

Other security definitions. If E* is IND-CCA2, the proof is almost identical, as sk is
available to the reductions between all hybrids (and can therefore simulate decryp-
tion queries). In H%, the decryption oracle for E* is identical to one for E. The only
technical change is, assuming D performs g decryption queries, p* (defined in H3)
must be augmented by g-times the execution time of E.Dec = E*.Dec. Note this is
still polynomial in A. O

Theorem 35. There exists no stateless anamorphic triplet for the PKE in Fig. 7.2 that is
correct on average, under the assumption that ELF.Gen is a strongly reqular ELF, PRF is
pseudorandom, and H. is a family of universal hash function with image size Q(2").

Proof. Let (AT.Gen, AT.Enc, AT.Dec) a stateless anamorphic triplet for the given PKE.
By definition the anamorphic message space M has at least two elements, so we
assume without loss of generality that {0,1} C M. Let p; be a polynomial upper-
bounding the running time of (AT.Gen, AT.Enc, AT.Dec) combined, p, for the run-
ning time of E.Enc, p = p; + p2 and § = 8A. By ELF security there exists a polyno-
mial g such that, for any p > g(A) any p-time adversary distinguishes ELF.Gen (2%, p)
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from ELF.Gen(2%,2") with probability smaller than 1/5. We then define in Fig. 7.6
the following non-uniform adversary A for the anamorphic security game.

A(pp, td, apk, ask) :
1: Find m7 in td with j the smallest integer s.t. 2l > q(A)
2: LetR = [{Im fj}| with (h;, ;) < C(m})
Compute K = {E*.Enc(apk, m7;hj(v)) : v € Im f;}

3
4: Initialize Sg + @ and 51 <+ @
5: forie{l,...,A-R}:

6: Query ¢; O(m]*f,O) and store S < So U {cio}
7 Query c;j1 O(m;-“, 1) and store S; < S1 U {c;i1}
8: tep:atkl: ifc;o¢ Korc;; € K: return 0

9: return (|So| == R) A (|S1| ==R)

FIGURE 7.6: Attack breaking anamorphism of a given triplet for the
PKE in Fig. 7.2.

1
puted as ELF.Gen(2%,2/) where 2g(A) > 2/ > g(A). Note that this dependency on gq
makes A non-uniform. Next, it queries encryptions of (m]*, 0) and (m]*, 1) both AR

On input pp and the backdoor td = (m})%,, A finds m; associated to f; com-

times, where R = |Im f;j| < 2/, and in particular R = poly(A). Eventually A accepts
if it obtains R distinct ciphertexts from both query types, respectively stored in two
sets Sp, S1. The reason is that in the real game Sp and S; eventually cover the entire
space K of reachable encryptions of m;. Conversely in the anamorphic game due to
correctness at least one between Sy and S; will have size smaller than ~ 3/4 - R on
expectation. Formally we study the probability .A accepts in the two worlds.

Real Game. We prove Pr [.Aofea'(pp, td, apk, ask) 5‘5—>1] = 1 —negl(A). It suffices
showing Pr[|S,| = R] > 1 — negl(A) for b € {0,1}. To fix notation we let ;;, be the
randomness used in each encryption query, and define the sets V;, = {f;j(ri») }}¥
and Wy, = h;(V,). Trivially Sy = {E.Enc(pk,m{;w) : w € W,} and in particu-
lar |S,| = |W;| as we assumed the underlying PKE to be random-coin injective.
Next, from the fact that h]- is chosen from a family of Universal Hash Functions,
Pr[|[Wy| < |V4]] = negl(A). This formally follows as h; is sampled independently
from f;, and in particular, the set Im f;. As [Im f;| < R = poly(A) and £; has image of
size Q)(2%), by the fact that h; is chosen from a family of universal hash functions, it
is injective over Im f; up to probability < R*- 27" = negl(A). Finally, since the given
ELF is strongly regular, we have that

Pl <R < ¥ pelevl < ¥ (1-5)

y€lm f; y€lm f;

1\ R
< R- (1_2R> < R-eM? = negl())

where the first inequality is a union bound and the second one follows over approx-
imating A(f;(r),u) < 5z for uniformly random r <% [2] and u <% Im f;. Note
this statistical distance is negligible from strong regularity, Definition 50. We thus
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conclude that

Pr[|So| = R] = Pr[|Wo| = R] > Pr[|Vo] = R] — negl(A) > 1—negl(A).

Anamorphic Game. Up to negligible probability, we condition on the event that
|K| = |Im f;| = R as before. Given apk, ask, dk, define I'y and I'y the set of cipher-
texts decrypting respectively to 0 or 1 anamorphically. Since AT.Dec is deterministic
I'oNTy = @. Therefore one of these sets, without loss of generality say I'g, has
small intersection with K, i.e. |To N K| < R/2. We can now state the main technical
claim, saying that the anamorphic encryption of (m]*, 0) lies in I’y with high (but not
overwhelming) probability.
Claim 18. Setting ¢ <% AT.Enc(apk, dk, m]’f,O) then Pr [c ¢ T'y] < n7(A) where 7(A) =
a5 + negl(A).

Given the claim we can now estimate the size of Sy, conditioning on Sy C K as
otherwise A rejects.

R AR
EllSol] = [To K|+ E[ISo\ (T0NK)) < 5 + B[ 1o 0r,]
R R R 1 3R
> —I—;Pr [cio & To] < 5 + AR <8/\ +neg|(/\)> <2

where the first equality follows by linearity of expectation, the first inequality through
a set-theoretic union bound, where we denoted 1g the indicator variable for the

event E, the second equality again by linearity, the second inequality by Claim 18

and the last one holds asymptotically as negl(A) < R/8. Finally, Markov inequality

implies that Pr[|So| = R|Sp C K, |K| = R] < 3/4, and in particular it follows that

Pr [Aoa"am (pp, td, apk, ask) — 1] < 3/4+ negl(A).

Conclusion. Combining both inequalities we obtain that the adversary A has ad-
vantage Adv 4(A) > 1 — negl(A) —3/4 — negl(A) = 1/4 — negl(A). O

Proof of Claim 18. The argument is proven through a sequence of hybrids, with the
first one returning (pp, ;) as A would compute it. These are shown to be almost in-
distinguishable for any p;-time® distinguisher. Hence this holds for D* which on in-
put (pp, m]*) computes (apk, ask) < AT.Gen(pp), encrypts c <% AT.Enc(apk, dk, m;‘,O)
and returns 1 if AT.Dec(dk,c¢) = 0. Note by construction D* is p;-time. Such pro-
cedure will be shown to return 0 with high probability in the last hybrid. The same
then holds with (pp, m7) chosen by A. The hybrids are defined as follows.

Ho: Initially sample (pp, td) +9% E.lnit(A), with td = (m})},, choose the smallest j
such that 2/ > g(A), setm = m; and return (pp,m).
Hi: As Ho but set f; < ELF.Gen(2#,2¢).

Hy: As H; but hard-code ki = PRF.Puncture(kl,q)(m;)) in C instead of k;.

H3: As H but compute f; = ELF.Gen(ZP‘,ZV;PRF.EvaI(kl,zj)(m}f))).
Hs: As Hz but hard-code kq in C instead of k7.

8where we defied p; as a bound on the execution time of (AT.Gen, AT.Enc, AT.Dec).
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Hs: As Hy but hard-code z; = and f; =1 in C.

He: As Hs but return (pp, m) with m <% M.

We show any p;-time distinguisher tells Hy from H; with advantage ﬁ, while
the remaining hybrids are computationally indistinguishable. Setting D* as above,
correctness on average implies that in Hg it returns 0 (i.e. ¢ & I'g) with overwhelming
probability. Thus in Ho, Pr [c & To] < g5 + negl(A).

From Hj to H;. We describe a p-time BB, where p = p; + p», breaking ELF security
for range 2/ > q(A). Initially B(f) runs E.Init in time ~ p; to generate (pp, my), up to
setting f; = f. Then it runs D(pp, m]*) in time p; and returns its output. By inspection
B perfectly emulates Hy or H; respectively when f is generated as ELF.Gen(2¥,2/)
or as ELF.Gen(2",2"). By ELF security, and our choice of parameters, Advp(A) =
Advg(A) < g1

Hi =~ Ha. Up to negligible probability let us assume ¢ is injective. Then in H; the
obfuscated circuit C never evaluates k; on input cp(m]*) since for any m either m # m]*
implies ¢(m) # <p(m]*) or m = mj and in particular F (m) = z; by construction.
Indistinguishability thus follows from the security of iO.

Hy ~ H3. We reduce any distinguisher D to B against the punctured PRF pseudo-
randomness. Initially 5 samples ¢ and m; asin Hy, sends (p(m;‘) to its challenger and

obtain ki, . It then uses r to set f; «— ELF.Gen(2",2";7) and computes the remaining
parameters as in Hj to get pp. Finally it returns the same bit as D(pp, m]*) When r
is random B simulates H; perfectly. Conversely, when r = PRF.EvaI(kl,cp(m]’-‘)), it
perfectly simulates Hz. Thus Adv(A) = Advz(A) = negl(A).

H3 ~ Hs. Follows from iO security as replacing kj and ki maintains the circuits
functionally equivalent.

Hy &~ Hs. Setting zj =1, on input m; we have F(m;) # z; and for any i # j
also F (m;*) # z; since F is injective and m] # m; by construction. Therefore in
Hs on input m}* the obfuscated circuit evaluates to (f,h) with f = ELF.Gen(2¥,2#;
PRF.EvaI(kl,gb(m;‘))), which equals f; as computed in H;. Note moreover that in
Hs, the circuit does not depend on f] Hence the circuits in the two hybrids are
functionally equivalent and indistinguishability follow from iO security.

Hs ~ He¢. Indistinguishability holds statistically. Indeed in Hs the public parame-
ters pp contains no information on m]’.‘ besides that m]* # m;. Thus conditioning on

pp = pp” for any pp* we have that m} is uniform over M\ {m]}i+;. In Hg instead m

is uniform over M even conditioning on pp = pp*. As we assumed |M| = Q(2%), it
follows that

A ((ppom), (po,m)) < (A=1)+ [M|™" = negl(2).
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7.4.2 Construction in the ROM
ELFs with group structure

Toward a construction of an anamorphic resistant scheme without public parameters,
we need a more structured family of ELFs. Specifically, we need that:

1. There is an initial setup algorithm which generates evaluation parameters ep
later used to evaluate functions with input space [M].

2. Security holds even with adversarially chosen parameters ep.

3. A group structure is defined over the set of valid functions of given input space
[M], and generating a new injective function is equivalent to sampling a ran-
dom element from this group.

We formalize the first requirement by assuming the ELF to be divided into two pro-
cedures (ELF.Setup, ELF.Gen) so that ep <-® ELF.Setup(M) and f <% ELF.Gen(ep, M, r).
f can then be evaluated given ep as fep(x), although we will omit ep when clear
from the context. Regarding the third requirement we call Fe,(M) the set of func-
tions in the support of ELF.Gen(ep, M, -) and assume it to have a group structure
(Fep(M), +) and that ELF.Gen(ep, M, M) consists of sampling f <% Fop(M).

Notably the last property is by no means obtained without loss of generality.
However in Section 7.4.2, we show that the original construction in [Zhal6] from
the exponential k-linear assumption (and public coins groups) is a robust ELF with
group structure in the ROM up to minor modifications. A more formal definition of
Robust ELF with Group Structure follows.

Definition 55. A Robust ELF with Group Structure is a couple of algorithm (ELF.Setup,
ELF.Gen) along with a family of groups (Fep(M), +) such that

e ELF.Setup(M) $—ep generates the ELF parameters for range [M).
e ELF.Gen(ep, M, R)®—f € Fop(M) where f : [M] — [N] for some N > M.
and satisfies the following four properties:

e Efficiency: for any ep, f <% ELF.Gen(ep, M, R) implies f : [M] — [N] is com-
putable in polynomial time.

e Injective Mode: for ep <% ELF.Setup(M) and f +® ELF.Gen(ep, M, M) then f is
injective up to negligible probability.

e Lossy Mode: for any ep, f <% ELF.Gen(ep, M, R) implies |[Im f| < R.

e Uniformity: for any ep, f «°* ELF.Setup(ep, M, M) implies f is uniformly dis-
tributed over Fep(M).
e Indistinguishability: for any polynomials t,d there exists a polynomial q such that

forany M, R > gq(log M) and any t-time adversary A such that A(M) — ep, then,
sampling fo +* ELF.Gen(ep, M, M) and f, +® ELF.Gen(ep, M, R)

Advef(A) = |Pr[A(M, fo) = 1] = Pr[A(M, f1) — 1]| < 1/6(log M).

In this section we recall the elegant ELF construction presented in [Zhal6], and
later show to adapt it to satisfy Definition 55. The construction is based on the ex-
ponential hardness of k-dLin, which implies that distinguishing rank k matrix from
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rank m > k in G™" is hard. Formally, let GRP.Gen be a procedure generating the
group parameters, i.e. GRP.Gen(A) — (G, g, p) with |G| = pand 2! < p < 227
Exponential k-dLin is defined as follows:

Definition 56. A cryptographic group GRP.Gen satisfies the exponential decisional k-linear
assumption if there exists a polynomial q(-,-) such that for any time t and probability 6,
setting A = logq(t,1/9), any t-time adversary A

Advj‘p‘k'du"()\) = ‘Pr [A (G,g,g“l,...,g”k,galbl,...,g“kbk,gc) — 1} -
—Pr [.A (G,g,g“l,...,g“k,g‘”bl,. . .,g”kb",gzi'(:l bf) — 1} ’ <94

where (G, g,p) «% GRP.Gen(A) and a;, b;, ¢ <% Z,. The public-coin exponential k-dLin
assumption is defined as above, up to replacing the group description (G, g) with the random
coins used in GRP.Gen(A) to sample it.

Given a group satisfying the above assumption, the construction for domain [M]
works as follows. Let us denote v = log M. For every i € {1,...,v} define the
parameters:

i—1 i
no= (S = 10, (), = 2w (Gugp) < GRPGen(1"),

The procedure ELF.Gen(M, M) sets the above parameters and generates the required
groups. It then return an injective-mode function f = h, oL, 0h,_j0...0Ljohywith

* ho: [M] — Zj! random pair-wise independent hash?’.

e h;:G!" — Z,*! random pair-wise independent hash.
i Pi+1

hy, : G* — [M?3] random pair-wise independent hash.
o L;:Fp' — G defined by a random matrix g* € G s.t. L;j(x) = g*™*.

The procedure ELF.Gen(M, q) produces all intermediate functions exactly as above
with the exception of L; where i is such that 2/ < g < 2i*1. More specifically, A; is
sampled as a random matrix in Z"" with rank at most k. Note this implies that
the image of L; has size at most |Gf| = pi-‘ <2< g since p; < 24t < 2i/k and in
particular [Im f| < g4.

Constructin ELFs with group structure The most direct approach to realize Defi-
nition 55, given the construction in [Zhal6], is to set ep = (G;, i, pi)¥_; and Fep(M)
as the space of function tuples (ho, ..., hy,Ly,...,L,). For this to work we need to
first identify an efficiently computable group structure F.,(M), and second, to show
security holds even when G; are chosen maliciously.

The first point is easily achieved: Given ep = (G;, i, pi)}_, then L; are uniquely
defined by the matrix ¢* € G!"™, which is a group with entry-wise operations. Re-
garding pair-wise independent function we recall that for any prime p, and integers
n,m, the set Z;;" of matrix/linear functions from Zj to Z}' is a family of pair-wise

independent hash and a group. Given that we only require pair-wise hash whose

9 An hash function & drawn from a family of functions with distribution #, for which for all x # y
in the domain of 4, then the random variables h(x) and h(y) are iid.
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image has size the power of a prime, we can take h; € H; as described above, with
(Hi, +) a group. In conclusion

]:ep(M) = (Ho X ... X HV) X (G’lﬁfml N va,mv).

Conversely, achieving security against maliciously chosen group description is trick-
ier. Possible directions to do so includes assuming GRP.Gen to be deterministic (re-
flecting currently deployed elliptic-curve based groups), or that exponential k-dLin
holds even for subverted groups. However, as our construction in Section 7.4.2 al-
ready requires a random oracle, we can rely on a simpler strategy: setting ep as a
random seed so that p; = H(ep||i) are the random coins used to generate (G;, g;, pi)-
Note this induces a polynomial security loss.

ELF.Setup(M)

1: Samples <% {0,1}l°8M
2: returnep =s.
ELF.Gen(ep, M, R)

1: pi < Hepl[i)

2: (G, g, pi) + GRP.Gen(1%; ;)

3: Sample h; <% H;and A; <* ZZj’m"

4: ifR<M:

5:  Letj: 2l <R <21

6:  Sample A; <9 Z;;'mj with rk(A;) <k
7: returnf:(ho,...,hv,gAl,...,gAV)

FIGURE 7.7: Zhandry’s ELF from k-dLin, adapted to satisfy Defini-
tion 55. rk(-) denotes the matrix rank.

Proposition 6. Under the public-coin exponential k-dLin assumption, (ELF.Setup, ELF.Gen)
in Fig. 7.7 is a Robust EIF with Group Structure.

Proof. The first four properties follow directly by construction. Regarding indistin-
guishability we reduce security to that of ELF.Gen", the ELF in [Zhal6]. For any
polynomially bounded t, J, there exists a q such that any M, R > g(log M) and -
time adversary M for ELF.Gen", its advantage is smaller than 1/ (¢ - §)1°. Let A be
a t-time adversary for (ELF.Setup, ELF.Gen). Without loss of generality A(M) per-
forms at most t RO queries x1, . .., x; before returning ep (we assume ep is the prefix
of one such queries). We build a ¢ time adversary B for ELF.Gen".

Initially B receives input (M, f*) where f* = ((p;, g%)"_;, (hi)!_,) with p; be-
ing the (uniformly sampled) random coins used in GRP.Gen, so that (G, g, pi)
GRP.Gen(1%; p;). Next B samples a random i*, and runs A(M). When A queries x;:,
if a previous query share a log(M) bit long prefix with x; then B aborts. Otherwise
let s € {0,1}°8M be the prefix of x;-. B then programs H(s||i*) = p;:.

If Alater returns ep # s, B aborts. Otherwise B replies to Awith f = (ho,..., 1, g™, ..., g%).
Finally, when A returns a bit b, so does B5.

Since A has no information on i*, it follows that up to probability 1/t, ep is a
prefix of x;-, with i* being the smallest such index. In this case B perfectly simulates

Given t and ¢ for (ELF.Setup, ELF.Gen) we are calibrating ELF.Gen* to be indistinguishable against
t-time adversaries with advantage at most 1/ (¢ - 9).
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the ELF indistinguishability game to A, thus 1/(t6) > Advg(A) = (1/t) - Adv 4(A),
which implies Adv 4(A) < 1/9.
O

Construction

Again our strategy is to realize the weak PKE from [CGM25], where certain weak mes-
sages admit only polynomially many ciphertexts. We achieve this goal exploiting the
ELF security. This second construction, which is again in fact a generic compiler for
any semantically secure PKE, involves the following tools:

e A Chameleon hash CH. We denote for simplicity hpk(+, -) = CH.Eval(hk, -, -).

e APKE (E*.Gen, E*.Enc, E*.Dec) with message space!! F(2*) x {0,1}* and ran-
domness space {0, 1}*.

* A Robust ELF with a group structure (ELF.Setup, ELF.Gen), see Section 7.4.2.

The resulting scheme is an Anamorphic Resistant PKE with message space F (2%) x
{0,1}*. Its public key pk = (pk*, hk, ep) consists of the underlying PKE’s public key,
CH’s evaluation key and the ELF parameters. The secret key sk = (sk*, td) instead
contains the base PKE'’s secret key and the chameleon hash trapdoor.

The idea to obtain weak messages is again to bias the randomness of E*.Enc
via a function that can be either injective or extremely lossy. Notably, we need
to ensure the latter can only occur when sk is known. Toward this goal we use
a "backdoored" random oracle, obtained as H o hp. On input (f,s) the encryp-
tion procedure evaluates p < H o hp(f;s) and uses the result as a random seed
to sample an injective function ¢ € F(2}), i.e. ¢ < ELF.Gen(ep,2*,2%;p). Finally,
it computes ¢ = f + ¢ and uses ¢ to bias the encryption random coins, returning
E*Enc(pk, (£, ); H(¢(m))).

Due to the collision resistance of hyy, for any message (f,s) an adversary for
IND-CPA may query, the resulting g is essentially independent from f,so ¢ = g+ f
is injective with high probability. However, an authority who holds td can easily
find weak messages: Initially it computes p <— H o hp(f*;s*) for a random message
(f*,s*) and the resulting g. Next, it samples an appropriate ELF f it wishes to inject,
and uses td to find s so that I (f*,s*) = hu(f — g,5). The message (f — g,s) is
then weak since applying H o hyy it yields the same p, and in particular the same g,
meaning that¢ = (f —g) + g = f.

Given the above description, we clarify the random oracle is crucial for two tasks.
The first — and most important — is to ensure that without td the function ¢ = f + ¢
is essentially uniform, and thus injective. The second is to extract good randomness
from ¢(r), which when ¢ is injective contains high min-entropy. A full description
of the compiler is provided in Fig. 7.8.

Proposition 7. If CH is a secure chameleon hash and (ELF.Setup, ELF.Gen) a robust ELF
with group structure, then in the ROM, calling E* the underlying PKE and E the construc-
tion in Fig. 7.8

e IfE* is CPA then E is CPA.
* IfE* is CCA then E is CCA.

HWe can assume this without loss of generality by taking any PKE whose message space contains
F(21) x {0,1}*, and then restrict it to said set. Note we can do so as membership in F(2') x {0,1}*
is decidable in polynomial time.
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E.Gen(A) : E.Enc(pk, (f,s);7) :

1: pk*,sk* «9% E*.Gen(A) p < Hohp(f,s)

hk, td <% CH.Gen(A) g < ELF.Gen(ep,2*,2%;p)
ep «% ELF.Setup(2*) ¢ fHglgecrh

pk < (pk*, hk,ep), sk « (sk*,td) r* < H(¢ep(r))

return (pk, sk) m* < (f,s)

¢ < E*.Enc(pk*, m*;r*)

2
3:
4:
5

N O U ks W =

return c

E.Dec(sk, c) :

1: Parsesk = (sk*,-)
2: return E*.Dec(sk*, c)

FIGURE 7.8: ARE scheme in the ROM with message space F(21) x
{0,1}*.

Proof. Let A be and adversary for IND-CPA, asking m, m; and receiving challenge
ciphertext c* encrypting my. Call ¢ the function E.Enc computes in line 3. The core
of the proof lies in the following technical claim:

Claim 19. Calling Bad the event "¢ is not injective", then Pr [Bad] < negl(A).

Given the claim, if E is IND-CPA, we can provide a reduction B to the IND-CPA
security of E* (the case for IND-CCA2 is analogous and thus omitted).

Initially BH (pk*) samples (hk,td) «® CH.Gen(A) and ep <% ELF.Setup(2) and
runs A" (pk). When A"(pk) — (mo,m;) it forwards such values to its challenger
and get c. When A" (c) — ¥/, it return the same bit.

To show that B simulates well A’s game, let ¢’ = E.Enc(pk®,mp). If —Bad,
then ¢ = f + g is an injective function, and in particular ¢(r) has min-entropy A.
Hence, calling x1,...,x; the ROM queries performed by A, define Hit the event
¢(r) € {x1,...,x;}. We have that

Pr[Hit| -Bad] = Pr¢(r) € {x1,...,x,} | ~Bad]
1 Prlgp(r) = x| ¢(r) & {x1,...,xi-1}, ~Bad]
i ! < 1 p = negl(A).

IN

IN

i=1JA _{ — 2A_

In particular, by the claim it holds that Pr[Hit vV Bad] < negl(A). Finally, when
both event do not occur, ¢(r) is never queried by A and in particular r* is uni-
form in {0,1}* and independent from A coins, key, and ROM queries. Thus ¢’ =
E*.Enc(pk*, my; r*) follows the same distribution of c. We can then conclude that

Advg(A) > Adv4(A) —Pr[HitVBad] = Adv4(A) < negl(A).
0

Proof of Claim 19. We provide a somewhat standard reduction to the chameleon hash
collision resistance through rewinding and the (local) forking lemma [BDL19]. In-
formally B, detailed in Fig. 7.9, executes A twice with the same setup. The first time
it gets the message m;, that would be encrypted by A’s challenger. The second one
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instead, it program H in x = hpy(my), and get output m; from A. Finally it returns
(my, m}) as a possible collision.

B(hk):

1: Sample pk*,sk* +% E*.Gen(A) and ep <% ELF.Setup(2*t)
Set pk = (pk*, hk, ep) and sample a challenge bit b +% {0,1}
Sample uniformly a random tape u <% {0,1}P°Y(M) for A

I First execution

Run A" (pk; 1) — (10,0, 110,1)

Let x = Iy (mgp)

Sample a random p; and program H* = H[x — p1]

I Second execution

O 0 NN G ke WN

Run AN (pk; 1) — (mq,0,m1 )
return (mp, 1y )

—_
o

FIGURE 7.9: Reduction to CH collision resistance. The random oracle
H is lazily maintained by B. H[x — y| denotes the programming of H
so that H(x) = y.

To fix notation, let us name the random variables that would be involved in
the computation of E.Enc(pk,mgy) as (fg,s5) = mpp, pp = H(hn(mpp)), g5 =
ELF.Gen(2*,2%; pg) and ¢g = f3 + g5. Moreover we define the event Fork : (¢, ¢1 not injective) A
(hnk(mop) = hpk(myp)). By the local forking lemma [BDL19, §3, Lemma 1] we have
that

Pr [Fork] > = - Pr[Bad]”.

= | =

Next, by construction p; is sampled independently from mygj;. In particular g is
independent from fy and thus fo + g1 ~ U(F(2")). It follows by ELF correctness
that Pr[fp + g1 not injective] < negl(A). Combining the two properties we finally
lower bound the probability B found a collision.

Advg(A) = Prmgy # myy A hwc(imgp) = hn(map)]

Pr[mgy # myp A Fork]

Pr [Fork] — Pr[Fork A mg} = my ]

Pr [Fork] — Pr[f1 + g1 not injective A myg ), = my ]
Pr|

V

AV

Fork] — Pr [fo + g1 not injective]

Y

1
7 Pr[Bad] — negl(A).

O

Theorem 36. There exists no stateless anamorphic triplet for the PKE in Fig. 7.8 that is
correct on average, under the assumption that ELF.Gen is a strongly regular, robust ELF
with group structure (see Section 7.4.2) and CH is a secure Chameleon Hash, in the Random
Oracle Model.

Proof. Let toward contradiction (AT.Gen, AT.Enc, AT.Dec) be an anamorphic triplet
for E. In Fig. 7.10 we describe an attacker A breaking the anamorphic property 18.
Let p1(A) a polynomial upper bound on the running time of AT.Gen, AT.Dec and
p2(A) a bound for the hybrids in the proof of Claim 20 (introduced later). By ELF
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security, fixing 6 = 8, there exists a polynomial g(A) such that any p-time adversary
(p = p1+ p2) cannot distinguish ELF.Gen(2%,4(A)) from an injective function with
advantage higher than 1/4.

With these parameters, A first searches for a weak message m so that the associ-
ated ¢ is lossy with image of size < g(A). This is done exploiting the chameleon
hash: initially the adversary computes ¢* = g + f*, where g is uniquely deter-
mined from hy(f*,s*), for a random message (f*,s*). Next, it finds a collision s
so that hn(f — g,5) = hn(f*,s*) for a lossy f as above. In this way the g terms
is unchanged and eventually ¢ = (f — ¢) + ¢ = f. Then, as in the proof of Theo-
rem 35, this message is used to break anamorphism by repeatedly querying (m,0)
and (m,1).

AH (apk, ask):
1: Parse apk = (pk*, hk,ep) and ask = (sk*, td)
if (hk, td) is not in the support of CH.Gen(A): return 0

I Part 1: Look for a weak message

Sample uniformly a message (f*,s*)

p < H(hn(f*,5%))

¢ + ELF.Gen(2*,2%; )

f <% ELF.Gen(2*,q(A))  /extremely lossy
s < CH.Adapt(td, f*,s*, f — g)

m <— (f - g,S) I weak message

O© 0 NN N U ke W N

—_
o

I Part 2: Break the anamorphic game
Let R = |Im f|

Compute K = {E*.Enc(apk, m;H(u)) : u € Im f}
13 : Initialize Sg < @ and S < &

14: forie{l,...,A-R}:

_= =
N =

15 : Query c;o < O(m,0) and store Sp <— So U {c;o}
16 : Query ¢;1 <~ O(m,1) and store S1 < S; U {c;1}
17 : ifcio € Korc;; € K: return 0

18: return (|So| == R) A (|S1| == R)

FIGURE 7.10: Attacker breaking an anamorphic triplet for the PKE in
Fig. 7.8, parametrized by a polynomial g(A).

Before studying the probability that A returns 1 in the two worlds we remark
that with overwhelming probability |K| = R. This true as H is injective over Im f
up to probability R? - 2~*. Moreover, all element in ImH o f are mutually indepen-
dent and uniformly distributed. Hence, by IND-CPA, the probability that a collision
E*.Enc(pk®,m;r1) = E*.Enc(pk®, m;rp) occurs for r1,72 € ImH o f is negligible. We
do not explicit the reduction, and only remark it crucially relies on the fact that m
can be efficiently computed given only pk*. A union bound yields |[K| = [ImH o f|
up to probability R? - negl(A) and in particular Pr [|[K| = R] > 1 — negl(A).

Real Game. We show Pr [A%<!(apk,ask) — 1] > 1 — negl(A). By construction,
A never fails at line 2 and line 17. Next, assuming |K| = R, we have by strong
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regularity of the ELF that c; g is statistically close to uniform in K. Hence,
AR
Pr(|Sl <R|[K|=R] <}  JT.ZyPrle#cip| K| =R]
AR 1 1 AR A2
<Yl Tin <1_ 2R> <R (1_ 2R> < Re™’".
The claimed bound is then proved recalling that Pr [|K| < R] < negl(A).

Anamorphic Game. Assume as before |K| = R. Given apk, ask, since AT.Dec is
stateless and deterministic, let I'g, I'; the ciphertexts in K decrypting respectively to
0 or 1 anamorphically. Clearly I'y NI’y = @ and in particular at least one of them,
say Iy, is such that |Tp N K| < R/2. Using correctness on average we can show that
each ¢; lies in I'g up to a small (but non negligible) probability.

Claim 20. Setting ¢ +—* AT.Enc(apk, dk, m,0) then Pr [c ¢ Ty} < gt + negl(A).

Given the claim, we can estimate Pr [ A% (apk, ask) — 1] < 3/4 exactly as in
the proof of Theorem 35.

Conclusion. Combining both results we can estimate A to have advantage at least
Adv 4(A) > (1 —negl(A)) — (3/4+ negl(A)) = 1/4 — negl(A). O

Proof of Claim 20. We rely on correctness on average. First, we define a sequence of
hybrids, indistinguishable (with small polynomial error) for time p; adversaries'?,
generating the message m. Initially, m is as the one sampled by A, and eventually is a
random message. Next, we show that checking correctness on m by anamorphically
encrypting and decrypting (m,0) is a valid distinguisher. As decryption error is
negligible on random message we derive a bound on the decryption error in A’s

execution.

Ho: Hybrid sampling m as done by A, see Fig. 7.11.
Hi: As Hp, but in line 8 (Fig. 7.11) sample f 9% ELF.Gen(24,24).

Ha: As Hy, but in line 9 (Fig. 7.11) sample s uniformly.

Ho()\):

Sample (apk, ask, dk) < AT.Gen(A)

Parse apk = (pk*, hk,ep) and ask = (sk*, td)
if (hk, td) is not in the support of CH.Gen(A):

return L

Sample a random message (f*,s*)

p < H{m(f*,57))

g < ELF.Gen(24,2%;p)

Sample f <% ELF.Gen(2%,4(A))

Find a collision s <— CH.Adapt(td, f*,s*, f — g)
return (apk, ask, dk, m) withm = (f — g,s)

© ® N O Ul ol W N

=
o

FIGURE 7.11: First hybrid in the proof of Claim 20

12Recall, p; is a bound on the joint running time of AT.Enc and AT.Dec.
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From Hp to H;. Given A a p;-time distinguisher, we defined B a (p; + p2)-time ad-
versary for the ELF security with image size g(A). B(f), initially simulates Hy sam-
pling apk, ask, dk, f*, s* and computing p, g. Next it computes s as CH.Adapt(td, f*,s*, f —
¢) and runs A(apk, dk, ask, m) — b'. Finally it returns b'.

By construction B pre-computation takes time p», so overall it runs in time bounded
by p1 + p2. Moreover, when f is lossy with image size q(A), B perfectly simulates
Ho, whereas when f is injective it simulates H;. By our choice of parameters we

conclude , .
= < - = —,
Adv 4(A) Advg(A) < 5 a1

From H; to Hy. Follows directly from uniformity in Definition 47 since s* is dis-
tributed uniformly and not leaked. The two games are thus perfectly indistinguish-
able.

Conclusion. Set A(apk, ask, dk, m) to first compute ¢ +* AT.Enc(apk, dk, m,0) and
then return 0 == AT.Dec(ask, dk, ¢). By construction A is a p;-time adversary and
by correctness on average Pr [A(Ha(A )) — 0] < negl(A).

It thus follows that Pr[A(Ho(A)) — 0] < g + negl(A), which concludes the Claim’s
proof. O

7.5 ARE for Semi-Adaptive AE

As in the case of results from Chapter 6, also results from this section are more gen-
eral than claimed. Namely, also in this case Theorem 38 and Theorem 40 can be
proven for the same weaker definition of e-correctness on average that requires also
iii to be randomly sampled from M. This holds because in the proofs of both theo-
rems, both normal and anamorphic messages will be randomly sampled.

7.5.1 Additional definitions and tools
Cryptographic Groups
Following [Zhal6], we now recall the definition of a cryptographic group.

Definition 57. A cryptographic group is a procedure GRP.Gen such that for any integer
A € N, GRP.Gen(A\) returns (G, g, p) where

* (G, ") is a cyclic group of order p = |G| and generator ¢ with 2 < p < 21,
* Membership and group operations are computable in time polynomial in A.
¢ Elements in G are represented by string whose length is polynomial in A.

Whenever the group G and a generator g being used are clear from context we
adopt the notation [a] = ¢”. The notation is naturally extended to vectors and matri-
ces by applying the group exponentiation entry-wise. In order to instantiate TELF,
we will need to assume exponential hardness of DDH (or equivalently Matrix-DDH)
as defined below. Note they can be proven to hold generically, and are reasonable to
assume for elliptic curve groups, where known attacks are currently only the generic
ones.
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Definition 58. The exponential DDH assumption holds for GRP.Gen if there exists a poly-
nomial q(-, -) such that for any t, e setting A > logq(t,1/¢€) then for any t-time adversary,
sampling (G, g, p) 9% GRP.Gen(A\) and scalars a, b, c <% F,

[Pr[A(G, & p,[a],[b], [c]) = 1] = Pr[A(G,g, p,[a], [b], [ab]) = 1]| <.

Definition 59. The exponential Matrix-DDH assumption holds for GRP.Gen if there exists
a polynomial q such that for any t, e, n, m the following holds. Setting A > log q(t,n,m,1/¢),
for any t-time adversary A, sampling (G, g, p) <* GRP.Gen(A) and matrices A <5 ™
and B <% Fy™ such that rk(B) = 1, then

Pr[A(G g p,[A]) =1] = Pr[A(G,g p,[B]) =1]| < e
Note that exponential DDH and exponential Matrix-DDH are in fact equivalent,

see [Vil12].

Linear Algebra

We recall some definitions and lemmas from linear algebra. IF,"" is the set of n x m
matrices with entries in IF,. IFZ’m;k denotes the subset of rank-k matrices.

Lemma 73. Let n < mand A +% F,"" and B 5 F,""". Then A(A,B) < 1/p™™".

Lemma 74. Let k < n < m. Given A «9% IF;”’k, B «% F," and M 3 IF?’k;k then
A(A, BM) = 0.

Next, we denote with G, (n, m) the Grassmannian, consisting of all the m-dimensional
subspaces of F). Formally G,(n,m) = {V < Fj : dimV = m}. We will need the
following fact:

Lemma 75. Let k < m. Then the Grassmannian G, (m, k) has size

[m!],
[kt]p - [(m — )]

|Gp(m, k)| =

where [n!], =TT (1+p+...+p ).

Unique NIZKs Arguments

We define the notion of unique non-interactive zero-knowledge argument (UNIZK),
as a non-interactive proof system for an NP language £ with adaptive computational
soundness and perfect zero knowledge. A UNIZK has the additional feature that for
every x € L there exists a unique accepting proof 7.

The following notion is reminiscent of the one in [LMs05]. The differences lie
in the fact that in their model there is a generation algorithm that outputs a pair of
PK and SK that have to be used to generate and verify the proof. Moreover, their
simulator is probabilistic.

Definition 60 (Unique NIZK Argument). Let £ be an NP language with an associated
relation R. A Unique Non-Interactive Zero-Knowledge Argument (UNIZK) system for L
is a tuple of PPT algorithms UNIZK = (Setup, Prove, Verify) with the following syntax:

e crs <% Setup(\): given the security parameter A € IN, outputs a common reference
string crs;
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® T Prove(crs, x,w): given a common reference string crs, a statement x, and a
witness w, outputs a unique proof 7;

® b < Verify(crs, x, 7r): given a common reference string crs, a statement x, and a proof
7T, outputs a bit b € {0,1};

satisfying the following properties:

e Completeness: for every (x,w) € R:

Pr [Venfy(crs, x, ) =1 7 < Prove(crs, x, w)

crs <% Setup(A) ] _1

* Adaptive Computational Soundness: for every PPT adversary A:

crs <% Setup(A)

Pr {x & L, Verify(crs, x, 1) = 1 x, 71 <% A(crs)

} < negl(A).

* Perfect Zero-Knowledge: there exists a polynomial time simulator S = (Sp, S1)
such that for all (x,w) € R the following two distributions are identical:

{(crs, % 77) ‘ crs +% Setup(A) } _ {(crs, %, 7) ‘ (crs,st) «* Sp(A) }

7T < Prove(crs, x, w) 7T < Si(st, x)

e Uniqueness: for all crs <% Setup(A), and any x € L, there exists a unique proof 7t
such that Verify(crs, x, ) = 1.

Note that uniqueness implies that the Prove algorithm is necessarily determinis-
tic, and so is the simulator S;.

Several instantiations of the above definition have been provided in the liter-
ature, even if not stated in terms of Definition 60. Precisely in [WW24b; WZ24;
WW24a] several constructions of Non-Interactive Arguments for NP are proposed,
all of them based among the other things on sub-exponentially hard iO. All of the
constructions also provides succinctness, which we do not need in our work. In all
the constructions the prover is deterministic, it follows that the constructions fit our
definition.

7.5.2 Construction from UNIZK

The construction, detailed in Fig. 7.12, is based on the following building blocks:

e aperfectly correct IND-CPA-secure encryption scheme (E*.Gen, E*.Enc, E*.Dec)
with randomness space {0, 1}

¢ an Extremely Lossy Function ELF.Gen that we instantiate with input length 3A
and output length ¢ = poly(A);

e a Universal Hash Family H of functions of type {0,1}* — {0,1}*;
* a Unique NIZK argument UNIZK = (Setup, Prove, Verify) for the relation

R = {(en,mn | PO o )
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E.Init(A) E.Enc(pk,m)

1: f % ELF.Gen(2%},2%}) 1: Parse pk = (pk*, f,h,crs,_)

2: he%H 20 18 {0,1)%

3: crs «% UNIZK.Setup(A) 3: e« E"Enc(pk®,m;ho f(r))

40 pp* <3 EXnit(A) 4: 71+ UNIZK.Prove(crs, (e, pk), (m,7))
5: returnpp = (f,h,crs,pp*) 0 retumc= (e, 7r)
E.Gen(pp) E.Dec(sk, ¢)

1: Parse pp = (f,h,crs,pp*) 1: Parsec = (e, )

2: (pk*,sk*) <% E*.Gen(pp*) 2: m < E".Dec(sk,e)

3: pk <« (pk*,pp), sk < sk* 3: returnm

4: return (pk,sk)

FIGURE 7.12: Anamorphic resistant encryption scheme from unique
proofs.

Correctness of E easily follows from the ones of the underlying building blocks
and can be verified by inspection. Security and anamorphic resistance are estab-
lished by the following theorems.

Theorem 37. Let ELF.Gen be an extremely lossy function, H be a universal hash function,
UNIZK be a unique NIZK argument, and E* be an IND-CPA-secure public key encryption
scheme. Then the scheme of Fig. 7.12 is IND-CPA-secure.

Proof. We proceed through an hybrids sequence Ho, H, Hy progressively modifying
the IND-CPA security game. mg, m; denotes the challenge messages queried by a
given PPT adversary A and c* is the challenge ciphertext encrypting m;,, with b €
{0,1} being the challenge bit. We further denote Sy, S; the unique NIZK simulators.

Ho: This hybrid coincides with the real IND-CPA game, where the adversary re-
ceives the pair ¢* = (e, 71) s.t. e = E*.Enc(pk, mp;h o f(r)) and 7 is computed
using 7t <— UNIZK.Prove(crs, (e, pk), (mp,7)).

Hi: Itis identical to Hy except that the NIZK is simulated, i.e., the crs is generated as
(crs, st) <% Sp(A) and the proof 7t < Sy (st, (e, pk)).

Hp: It is identical to H; except that e is computed as e < E*.Enc(pk,my;s) for a
uniformly sampled s <% {0, 1}*.

We then prove that H) ~. H} using the above sequence as follows:
Ho = Hy: Follows directly from the Perfect Zero-Knowledge property of UNIZK.

Hy ~% Hp: Since r «-* {0,1}3" and f is in injective mode, Ho(f(7) | f) = Heo(r) =
3A. Since h is a UHF with output length A, the Leftover Hash Lemma (Lemma 2)
implies

A((h, f, 1o f(1)), (b, f,5)) <27
for s <% {0,1}*. As the hybrids’ output is a function of the above distribu-

tions (and independently sampled random coins), we conclude H; =~ H; by
Lemma 3.
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D(f)

1: [/ Generate parameters using f

2: h <%, crs <% UNIZK.Setup(A)

3: (pp*,_) <% E*.Init(A)

4: pp < (f, hcrs,pp*)

5: [ Encrypt and decrypt a random message

6: m+«SM, imi«SM

7: (apk,ask,dk) <% AT.Gen(pp)

8: c=(e,m) <% AT.Enc(apk, dk,m, i)

9: 11+ AT.Dec(ask, dk, )

10 : 1 Check consistency and correctness

11: NV < UNIZK.Verify(crs, (e, apk), 77)/ NIZK Verification

12: DC«+ (Tl’l == E.Dec(sk, C)) I Decryption Correctness
13:  KC < ((apk,ask) € Supp(E.Gen(pp))) / Key Correctness
14: AC <« (m==m) I Anamorphic Correctness
15: return (NV ADCA KCAAC)

FIGURE 7.13: Distinguisher algorithm breaking the security of the
ELE.

HY =~ Hl: Follows directly from the IND-CPA-security of E*.
O

Remark 15. One can analogously prove that the scheme E is IND-CCA-secure if E* is
IND-CCA-secure.

Theorem 38. Let ELF.Gen be an extremely lossy function, H be a universal hash func-
tion, UNIZK be a unique NIZK argument and E* a perfectly correct PKE. Suppose that
(AT.Gen, AT.Enc, AT.Dec) is a e-correct on average, semi-adaptive anamorphic triplet (cf.
Definitions 19 and 41) for the scheme E of Fig. 7.12 with anamorphic message space M. Then
|M][ = poly ().

Proof. Throughout the proof, for a bit-valued random variable B we will abuse the
notation and write B for the event {B = 1}.

Consider the distinguisher D of Fig. 7.13 for the ELF mode. The four bits of lines
11-14 stand for “NIZK Verification”, “Decryption Correctness”, “Key Correctness”
and “Anamorphic Correctness”, respectively. The intuition behind the design of D
is as follows. Since UNIZK has unique proofs, the anamorphic encryption scheme can
only attempt to embed the anamorphic message in the randomness used to generate
the ciphertext e, that is, in the image of /1 o f. Indeed, the soundness of UNIZK guar-
antees that the ciphertext e is correctly generated. Therefore, if the scheme has a large
anamorphic message space, then many such messages will collide while encrypting
when f is instantiated in lossy mode, making anamorphic correctness information-
theoretically hard. On the other hand, when f is instantiated in injective mode, we
can exploit the correctness of the given AT. All of this leads to a distinguisher against
the ELF security.

We now proceed with the formal proof. In the following, we denote fi,j «*
ELF.Gen(23},22") and fiossy <° ELF.Gen (234, R) respectively injective and lossy mode
ELFs, for an arbitrary R = poly(A) which we specify later.
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A9L) e (pp, pk)

Parse pp = (f, h, crs, pp*)

m <« M, i <% M

c = (e, 1) <% O(m, i)
(sk,td) <= Okey

I Compute the three bits NV, DC, KC

NV <— UNIZK.Verify(crs, (e, pk), 7T) / NIZK Verification

DC «+ (m == E.Dec(sk,c)) I Decryption Correctness
KC <« ((pk,sk) € Supp(E.Gen(pp))) Key Correctness
return (NV A DC A KC)

O 0 N N U s W

FIGURE 7.14: Adversary A breaking the semi-adaptive security of
(E, AT).

Injective mode. First of all, we study the probability D(fi,)*—1. We do so by
claiming that all four bits NV, ..., AC each equal 1 with overwhelming probability.
For the first three this follows by semi-adaptive security as each of them is the result
of a predicate that the authority can check, and that is always true for the PKE in
Fig. 7.12. Regarding AC, this follows by e-correctness on average of AT.

Lemma 76. For D(finj) it holds that Pr [NV ADC A KC = 1] > 1 — negl(A).

Proof. Intuitively, if this were not the case, one could distinguish between real and
anamorphic mode by testing all three properties associated to NV, DC, KC. More
precisely let A be the adversary for semi-adaptive security (Definition 41) of (E, AT)
described in Fig. 7.14. A has access to two oracles, Oy, is an oracle to model the
request of the secret key. The oracle O is the encryption oracle that returns regular
encryptions of m in the real game, while anamorphic encryptions of m, i in the
anamorphic game. This oracle stops to answer if a call to Oy, has been made.

In the real game all bits are always equal to 1. Regarding NV, it follows from
the perfect completeness of UNIZK. For DC it is a consequence of perfect correct-
ness, while KC follows from the construction, as (pk, sk) are actually generated by
E.Gen(pp). On the other hand, in the anamorphic game, the public parameters pp
received by A and the ones generated by D( fi,;) are identically distributed, as fin; is
generated in the injective mode in both cases. Since O = O,nam, then NV, DC, KC are
computed as the same (probabilistic) function of pp both in A(pp, apk) and D(fiyj).
We then conclude that

negl(A) > ’Pr [Aorea"okey(pp, pk) $—>1} —Pr [AOa"am'Okey(pp,apk) $—>1} ‘
= Pr[NVVDCVKC] =1—Pr[NVADCAKC].

Lemma 77. For D(finj) it holds that Pr [AC = 1] > 1 — negl(A).

Proof. By e-correctness on average, since m is sampled uniformly in M and pp is cor-
rectly distributed due to finj being injective, we have that Pr [AC = 1] = Pr [ = m] >
1 — negl(A). O
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Applying the union bound, we conclude that

Pr [D(ﬁnj)$—>1} > 1—Pr[NVADCAKC=0]—Pr[AC=0] > 1— negl(A).

Lossy mode. Next we study the probability that D( fiessy) *—1. In what follows we
denote E7}, the set of valid encryption of m under key apk with respect to E, formally
defined as

ik = {E'EnC(apk,m;r) ‘ re {0,1}“}.

The following lemma bounds the probability that c is not valid while 77 is a valid
proof, m = E.Dec(ask, ¢) and (apk, ask) is a valid key pair, crucially using the NIZK
soundness and the PKE’s perfect correctness.

Lemma 78. For D(fioss,) it holds that Pr [Nv,Dc, KC,c ¢ E;ﬂpk} < negl()).

Proof. We begin observing that the clauses DC = KC = 1and ¢ ¢ EJ, imply that
(e,apk) ¢ Lg. Indeed, assume by contradiction that (e,apk) € Lz. Then apk =
(pk*, f,h,crs,pp*) and there exists (m’,7’) such that e = E.Enc(pk®,m’;ho f(r')).
KC = 1 implies that (apk, ask) is in the support of E.Gen(pp), which by construc-
tion implies (pk*, ask) is in the support of E*.Gen(pp). The perfect correctness of E*
together with DC = 1 implies E*.Dec(ask,e) = m, and so m = m'. All in all, this
would imply ¢ € E,, yielding a contradiction. Thus,

(DC=KC=1)Ac & E], = (eapk) ¢ Lr.
The Lemma then follows by the following chain of inequalities:

Pr [NV, DC,KC, ¢ € ElL] <
NV, (e,apk) ¢ L]
UNIZK.Verify(crs, (e,apk), 7) =1, (e,apk) ¢ L]

< negl(A),

<

Pr|
Pr|

where the last inequality result from the NIZK soundness. This is the case as D can
be easily adapted into an adversary breaking soundness, who receives crs, extends
it to pp, and eventually returns ((e, apk), 7). O

Next, assuming c to be valid, we lower bound the min-entropy of 7 conditioned
on the random variables AT.Dec takes as input.

Lemma 79. For D(fiossy) it holds that

He (i1 | ask, dk, c;c € Ejp, ) > log |M| —log R + log (PrceEly),

where R is the range parameter used to generate fiossy .

Proof. The elements of E7', are pairs (e, 7r) and by the uniqueness property of UNIZK,

7t is uniquely determined by e, and apk. Therefore,

Bl = | {E"Enc(apk,miho f(r) | r € {0,111} | < R,
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where R is the range parameter of the ELF (cf. Definition 49). Lemma 4 implies that:

Heo (7 | ask,dk, c;c € E™, ) >
> Heo (i1 | ask, dk, m, apk, c;c € Ejry )
> He (i1 | ask, dk, m, apk;c € EJt, ) —log |Ejp, |
> Heo(M1 | ask, dk,m, apk) 4 log Pr [c € Et, | —log [EL, |
> Heo(i) +1ogPr [c € Er, | —log |EL,|
> log |M| +1logPr [c € ElL,] —logR.

The first inequality is obtained further conditioning on (m, apk). The second is by
Lemma 4, property 4. The third is again Lemma 4, property 6. The fourth follows
as by construction 7 is distributed independently of (ask, dk, m, apk). The last one
holds since 7 is uniform over M.

O

Using both lemmas we can eventually upper bound the probability that D( fiossy )
returns 1, as an application of Lemma 5.

Lemma 80. Pr [D(fiossy) ¥—1] < R/|M]| + negl(A).
Proof. Writing down the probabilities explicitly:

Pr[D(fiossy) = 1] = Pr[NV,DC,KC, AC]

< Pr[NV, c€ EJ,] +Pr[NV,DC,KC,c ¢ El, ] (7.1)

< PrlceE],]-Prlm=rii|ceEL,] +negl(A) (7.2)

< PriceEn] 2 e (1| ask kB | gl (1) (7.3)
R

< P [c € apk] + negl(A) (7.4)

M| - Pr|c € En, |
= R/|M]|+ negl(A).

Where (7.1) follows by total probability and removing clauses in each term, (7.2) is
due to Lemma 78, (7.3) follows by applying Lemma 5 and (7.4) is true by Lemma 79.
O

Conclusion. By combining the results above, the following bound on the advan-
tage of D can be derived when fu, is instantiated with image size at most R

Advp(A) > ’Pr[ (fing) } Pr [D(f.ossy)tuﬂ
> 1—R/|M| — negl(A).

Finally, let t be an upper bound on the running time of D. By ELF security there
exists an R = poly(A) such that any f-time adversary has advantage at most 1/2 in
distinguishing fin; from fioss . This in particular implies

1/2 > Advp(A) > 1—R/|M]| — negl(A).

By rearranging, | M| < 2R + negl(A) = poly(A) which proves Theorem 38. O
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Given that semi-adaptive AE is a weaker notion of anamorphism, we immedi-
ately obtain the following:

Corollary 3. Let ELF.Gen be an ELF, H be a UHF, UNIZK be a UNIZK. Suppose that
(AT.Gen, AT.Enc, AT.Dec) is a e-correct on average anamorphic triplet (cf. Definitions 18
and 19) for the scheme E of Fig. 7.12 with anamorphic message space M. Then |M| =

poly(A).

7.5.3 Construction from exponential hardness
Zhandry’s Trapdoor ELF

We first recall the trapdoor ELF construction in [Zha19]. The full scheme is formally
given in Fig. 7.15. The main idea is to compose a sequence of trapdoor lossy func-
tions as in [PVWO08], i.e. of the form x — [Ax] with A either full rank or rank 1. Each
function is defined over its own group G; of polynomial size. However, the size of
each G; is set to grow double-exponentially in i. In this way it is always possible
for any polynomial time ¢ and inverse-polynomial advantage ¢ to find an i such that
matrix-DDH is e-hard in G, against ¢-time adversaries, thus proving the ELF security.

In order to preserve the trapdoor as in [PVW08], no compressing step is applied
between function applications (as opposed to [Zhal6]). However, this causes the
output bit-length after each step to increase by a factor poly (2’) needed to represent
elements in G;. The final bit length can however be still polynomial in log M if
only T = /loglog M many steps are taken. Note in particular that the scheme is
efficient when sampling matrices A; € Fp,”"" with m; = c - n; for any constant ¢, as

this expand the final output length only by a factor ¢ V9816 M — poly(log M). While
in the original paper ¢ = 2 is suggested so that A; is full rank with overwhelming
probability, we will need ¢ = 3 in the following section.

Construction

We are finally ready to present our second compiler. The main components are:
1. Any IND-CPA public key encryption scheme E* = (E*.Gen, E*.Enc, E*.Dec);

2. A Lossy Trapdoor Function LTF = (Genlnj, GenLos, Inv) with lossy image of
size at most 2+(1);

3. The Trapdoor ELF of Fig. 7.15, which we will instantiate with input length
7 = p + 3A and output length ¢ = poly(#) = poly(A);

4. A Universal Hash Family H of functions of type {0,1}* — {0,1}".

As in the previous section, we wish to encrypt a message m as E.Enc(pk, m;h o
f(r)) with h a universal hash, and f a public ELF in injective mode. This time,
however, in order to prove that c was computed correctly, we rely on the existence
of a trapdoor for f. Ignoring for the moment the IND-CPA security, a straw-man
idea would be to append f(r) to the ciphertext above, let the authority invert f to
recover r, and finally check f(r) was used to encrypt m.

This is, however, insufficient to prove anamorphic resistance. Recall the proof
strategy is arguing that correctness of an anamorphic triplet holds when f is injec-
tive, but it is information-theoretically hard if f were to be lossy — thus yielding a
distinguisher for the ELF. The second step critically requires a way to test member-
ship in Im f even when f is in lossy mode, something the trapdoor alone does not
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TELF.Genlnj(M) TELF.Inv(td, v)

1: np =logM, T = /loglogM 1: Parsetd = (A;)L,
2: forie{l,..., 1} 2

3:  (Gj g pi) <% GRP.Gen(2)  3: forie{r,... 1}
4 4:

5

Setx;y1 =y

m; < 3-n; Y; ¢;1(Xi+1)
A; 8 i : rk(A) = n 5: Find L; € F,/" left inverse of A;
6 Findniq : G C{O,1}"+1 61 XYM,
7 f « (Gi/gi/ Pis [Ai]i);rzl 7 Find X; € {0’1}”1‘ : Xi = [Xi]i
8: td« (A}, 8: return x;
9: return (f,td)
TELF.Eval(f, x) TELF.GenLos(M, R)
1: Parse f = (G, g, pi, [Ail,) 1: (f,td) «<® TELF.Genlnj(M)
2: Setx; =x¢€{0,1}" 2: Parse f = (G, i, pis [Ail;)) {4
3: forie{l,...,t}h 3: Setj=max{i:p;, <R}
4 xiv1 = @i ([Aixi];) 4: Replace A; 8 ]F;Zj'nj rk(A4;) =1
5: returnXrig 5: return f = (Gj, g, pi, [Ail})];

FIGURE 7.15: Trapdoor ELF from [Zhal9] parametrized by ¢ € IN.

The notation [a]; = g7 is extended entry-wise to matrices. ¢; : G —

{0,1}"+1 maps group elements to their representation entry-wise.

ELF.Inv is implicitly assumed to return L if it does not find the dis-
crete logarithm of some group element to be in {0, 1}.

allow. Moreover, if membership in Im f can only be tested with a trapdoor, we must
also ensure that ELF security holds even when such trapdoor is given.

To solve these issue we will provide a direct reduction to exponential Matrix-
DDH using the concrete Trapdoor ELF in [Zha19] (see Section 7.5.3). This will enable
us to provide the distinguisher with a tailored trapdoor to test membership in an
approximation'® of Im f without affecting ELF security.

Finally, to achieve the IND-CPA-security, f(r) has to be hidden from the IND-CPA
adversary, while still allowing the authority to recover it. Simply encrypting f(r)
does not seem to work, as this introduce the need for extra randomness, in which
the anamorphic message could be hidden. Instead, we opt to rely on a TLF F and
attach F(f(r)). This does indeed allow recovering f () given a trapdoor for F. More-
over to prove IND-CPA, in the lossy mode of the TLR F only few bits of f(r), say
#(A), are leaked. By assuming that r has length y2 + 3\ we can still apply the Left-
over Hash Lemma to conclude that /1 o f(r) is close to uniform, even when F o f(r)
is leaked.

Theorem 39. If TLF is a secure trapdoor lossy function, H a universal hash function and
E* is an IND-CPA secure scheme, then the scheme E of Fig. 7.16 is IND-CPA secure.

Proof. We proceed through a hybrids sequence Hy, ..., H3 progressively modifying
the IND-CPA security game. myg, m; denotes the challenge messages queried by a
given PPT adversary A and c* is the challenge ciphertext encrypting m;,, with b €
{0, 1} being the challenge bit.

Ho: Real IND-CPA game with ¢* = (E*.Enc(pk®, my;ho f(r), F(f(r))).

13Le., aset S D Im f, whose size is polynomial in |Im f|.
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E.Init(A) E.Gen(pp)

1: (f,tdy) <% TELF.Genlnj(2++3%) 1: (pk*,sk*) <% E*.Gen(A)
2: Letf:{0,1}F3 — {0,1}4 2: pk+ (pk*,pp), sk « sk*
3: (F,tdy) <% LTF.Genlnj(A,1%) 3: return (pk, sk)

4: h<®Hsuchthath:{0,1}¢ — {0,1}*

5: pp< (hf,F), td « (tdy, tdp)

6: return (pp,td)

E.Enc(pk, m;7) E.Dec(sk, ¢)

1: Parse pk = (pk*,h, f,F) 1: Parsec = (¢,v)

2: e < E*.Enc(pk*,m;ho f(r)) 2: m < E*.Dec(sk,e)

3: v« Fof(r) 3: returnm

4: returnc = (e,v)

FIGURE 7.16: Anamorphic resistant encryption scheme from Trap-
door ELFs.

Hq: As Hg but E.Init samples F <% LTF.GenLos(A, 1¢).
Hp: As Hjbut c* = (E*.Enc(pk*, my;s), F(f(r))) with s «+-% {0, 1}*.
We then prove that H) = H} using the above sequence as follows:
Ho ~. Hq: Follows directly from the security properties of TLFs, see Definition 48.

H; = Hp: Note that/ and (f, ) are independent random variables, with 1 : {0,1}#3% —
{0,1}* a universal hash function. Since the image of F contains at most 2" ele-
ments, we have that

Heo(f(r) [ f,E(f(r))) = He(f(r) ] f) —log |Im F|

Heo(r) —p = 3A,

AVARAY]

were in the second inequality we use the fact that f is guaranteed to be injec-
tive, thus preserving the min-entropy of r. By the Generalized Leftover Hash
Lemma (Lemma 2), we have that:

A((lo f(r),h, f,Fof(r), (s,h f,Fof(r))) < 27"

fors «% {0,1}*. The adversary’s view in Hy, H; is a function of the two terms
above (and independently distributed random coins). Hence, the statistical
distance between these views is smaller than 2~ by Lemma 3.

HY ~. Hi: Follows directly from the IND-CPA security of E*.
O

Remark 16. One can analogously prove that the scheme E is IND-CCA-secure if E* is
IND-CCA-secure.

Theorem 40. If the exponential-DDH assumption holds for GRP.Gen used in the TELF
presented in Fig. 7.15, then for any anamorphic triplet for the PKE of Fig. 7.16 with anamor-
phic message space M, that is simultaneously adaptively-secure and e-correct on average, we
have that | M| < poly(A).
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Proof. Let (AT.Gen, AT.Enc, AT.Dec) be an e-correct on average and semi-adaptively
secure triplet for the PKE in Fig. 7.16. We build an adversary .A breaking the expo-
nential Matrix-DDH assumption. It internally uses its challenge matrix [C] to instan-
tiate a trapdoor ELF f as in Fig. 7.15. Then it samples &, F to compute pp = (h, f, F),
uses pp to generate anamorphic keys and then encrypt/decrypt a random message
pair (m, ). Eventually, it checks whether the decrypted anamorphic message 1 is
the same as the original anamorphic message 1.

We claim that when f is injective,'* the correctness always holds. However, when
f is lossy,'? it is information-theoretically hard to achieve correctness. The first step
will follow from the anamorphic security and correctness. For the second one, we
claim that ¢ = (¢, v) returned by AT.Enc is such that p = F~!(v) lies in a polynomi-
ally small set. We do as follows.

First, as per Fig. 7.15, recall that f = @, o fro... ¢ 0 f; with

fi ]FZ; — G:ﬁ" s filx) = [Aix];

where [a]; = g7 is the entry-wise exponentiation by g; € G; and ¢;: G — {0,1}"+
is an invertible function representing group elements as fixed-length strings. The
adversary A will appropriately choose the index j € [7] and “program” [A]-L. with

the challenge matrix (we later explain how). The first idea is that if .4 generates the
remaining A; for i > j, it can also invert ¢;, f; for i > j. The problem is now to test
membership in Im f;.

This is done by letting A program a partial trapdoor in A;. Specifically, assume A

. . S . 3n;,2n;
receives a matrix [C] j € G?”"”’ either uniform or rank 1. It then samples B <% ]ijr.l] &

uniformly and set [A;]. = [BC].1°. Then, knowing B, A can easily test membershi
y il j g y p

in [Im B] j- Note that when C is rank-1, AT.Enc will receive a matrix [BC|; which
only leaks a linear subspace of dimension 1 of Im B. Using this we can prove that
“guessing” a point in Im B \ Im BC is statically hard. Thus testing membership in
Im B essentially suffices to ensure membership in Im BC. Finally note that if rk(C) =
1, then [Im BC| = |[Im BC]; | = |G;| = poly(A). A detailed description of A is given
in Fig. 7.17.

Formally, we will study the probability that A returns 1 when (G, g, p) was gen-

211]',71]'

erated by GRP.Gen(2/) for some j € {1,...,7} and C € [F, ", so that the condition
of line 5 will never be satisfied. Recall that by the TELF construction 2* < p;j . Letb

be the challenger’s bit, i.e., rk(C) = 1 whenever b = 0, and C is uniformly sampled
whenever b = 1.

High rank case. When b = 1, by Lemma 73, C is full rank except with probability
p]._nj < 272, In this case, by Lemma 74, A]- = B C is a uniformly distributed matrix

in ]Fp7’ "I, In particular, when C is full rank, the parameters pp generated by A in
line 9 are distributed as the ones generated by E.Init. By e-correctness on average we

141e., when A’s matrix is uniformly random.
157 ., when A’s matrix is rank-1.
16Note that [BC] j can be computed given only B and [C] 2
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A(G, g p,[C])

1: I Extract parameters j and A

Find j € N such that 22 < p<2- 2?7
Let n € N be such that [C] € G**"
Find A € N such that n = 1;(37)

if any of the above steps failed: return 0

I Build pp from [C]
Sample (G;, g, pi, [Ail;, A;) as in TELF.GenlInj(23}) fori € {1,..., 7} \ {j}

N o G o= wN

8: Set(Gjgj pj) < (G,g p), sample B +5 ]F;?j'znj and set [A]; < [BC];
91 f <« (Gi i pis [Al)]1, b < H, (F,tdy) <% LTF.Genlnj(A, 1), pp < (h, f, F)
10 : I Encrypt and decrypt a random message

11: Sample m <% M and it % M

12:  (apk,ask,dk) <% AT.Gen(pp) with apk = (apk*,_)

13: ¢S AT.Enc(apk, dk, m, i) with ¢ = (e, v)

14: 111 < AT.Dec(ask, dk, c)

15 : I Check the validity of ¢

16 : Using the A;, find u € G}ni : Fogrofro...ofiyogi(u) =0

17: Usingtdy, findp : F(p) =0

18: AC + (Tﬁ = r?z) I Anamorphic Correctness

19: RC <« (M S [Im B]]) / Randomness Correctness

20: EC «+ (6 = E*.Enc(apk*,m;h(p)))/Encryption Correctness

21: return (ACARCAECQ)

FIGURE 7.17: Adversary A for exponential matrix-DDH. We de-
note f;(x;) = [A;X;]; which can be efficiently inverted given A;, and
Qi G:.”" — {0, 1}"i+1 an efficiently invertible map representing group
elements as fixed-length strings. 7;(A) is the input-size of f; when
setting up an ELF with ELF.Gen(2",2%). Note (1) = poly(A).

then have that,
Pr[-AC|b=1] < Pr[-AC|rk(C) =nj, b=1] +Pr[rk(C) <nj|b=1]
Pr [iit # it | rk(C) = nj, b = 1] + Pr [rk(C) < nj|b =1]

< s(}\)—l—p;nj = negl(A).

The remaining tests succeed with overwhelming probability by the following lemma.
The following lemma is true by the semi-adaptive security, since the adversary can
compute both RC and EC and use them to distinguish the modes.

Lemma 81. Pr[RC, EC|b =1] > 1 — negl(A).

Proof. We construct an adversary D for the semi-adaptive security of AT, whose
pseudocode is presented on Fig. 7.18. D has access to two oracles, Oy, is an ora-
cle to model the request of the secret key. The oracle O is the encryption oracle that
returns regular encryptions of m in the real game, while anamorphic encryptions of
m, i in the anamorphic game. This oracle stops to answer if a call to Oy has been
made.
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DOC) O (pp, pk)

1: [/ Obtain a random encryption
2: Parse pp = (f,h,crs, pp*)
3: Parse pk = (pk*,_,_,_)
4: meS M, S M

5: c=(e,mm) <% O(m,m)

6: 1 Use the trapdoors

71 (sktd) <= Oyey

8: Parsetd = (tdy, tdp)

9: r< TELF.Inv(tdy,p)

10: p < LTF.Inv(tdy, v)

11 : /7 Compute the checks

12: RC* = (F Of(T) = U) I Randomness Correctness
13: EC* = (e = E*.Enc(pk*, m;h(p))) 1 Encryption Correctness
14: return (RC* A ECY)

FIGURE 7.18: Distinguisher D breaking the semi-adaptive security of
(E,AT).

Initially, D(pp, pk) queries for the encryption of (m, i) +*% M x M and obtains
¢ = (e,v). Then it requests (sk, td), extracts td; to invert f and td, to invert F, and
computes p < LTF.Inv(tdy,v) and r < TELF.Inv(tdy,p). Finally, it performs two
checks:

* RC" = (Fof(r) =v);
e EC* = (e = E*.Enc(pk*,m; h(p)));

where pk* is extracted as the first entry of apk and / is the UHF in pp. Eventually D
returns 0 is any of the above checks fail.

Note that D always returns 1 in case of the real PKE, due to the correctness of the
inversion algorithm for F and f. Consequently, considering the above events in the
anamorphic game:

negl(A) > Advp(A) > Pr[—(RC*, ECY)].

Consider the image check event IC* := {v € ImF o f}. Then RC* = IC*, and so
Pr [—(IC*, ECY)] < Pr[—~(RC*, EC")] < negl(A). Moreover, noticed that IC*, EC* are
both functions of (pp,td;, m). Since the tuples (pp,tdy, m) produced by A and D,
respectively, have statistical distance at most pj_n/ < 274, the events IC* and EC*
also occur with negligible probability for D. Finally, EC* = EC (cf. Fig. 7.17), while,
letting RK be the event {rk(C) = n;}, we have the following chain of implications:

(~RC) ARK « u ¢ [ImB]; Atk(C) =n; = u ¢ [ImBC],

= ué¢lmf; = p&Imf
= v¢ImFof = -IC".
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Where we used the fact that f and F are injective. This concludes the proof, since

Pr[~(RC, EC)] < Pr[(=RC), RK] 4 Pr[~RK] + Pr [~(EC)]
< Pr[-ICY] +p]-_nj + negl(A) < negl(A).

O]

The probability that A returns 1 is then readily bounded through a union bound

Pr [A(Gj, g pi,[Cl) =1 ( b= 1}
1—Pr[-AC|b=1] —Pr[~(RC, EC) | b = 1]

>
> 1—negl(A).

Low-rank case. We will use the following information-theoretical lemma, which
formalizes the intuition that, for a low-rank D, it is difficult to guess an element of

(ImB) \ (Im BD) given only BD. Note that, in our setting, 2/ pj_n/ < negl(A).
Lemma 82. Let B <% ]F“;’,”'Z”, D «$ ]Ff,”’”;1 and ¢ be a function-valued random variable
with values in {f : Fy"*" — I}, such that ¢ and (B, D) are independent. Then
Pr[¢(BD) € (ImB) \ (ImBD)] < 2-p~".

Proof. For any matrix S € IF" we can associate as a consequence of the base exten-
sion theorem a parity-check matrix Ls € F"~%*", such that:

e d=rk(S) =dim(ImS);

* rk(Ls) =3n—d;

e [g-S = () the zero matrix.
We can then define the following three hybrid distributions:

1. (BD,Im (Lgp - B)) where B <% F**" and D +% F3"";

2. (CD,Im (Lcp - C)) where C <% IF5"*"*" and D <% """,

3. (CD, V) where C, D are as above and V <% G,(3n —1,2n — 1).

The first two distribution have statistical distance smaller than p~", since A(B,C) <
p~" by Lemma 73. To show the second and the third distributions are the same, we
study the distance of their second component conditioning on CD = Ay for every
A G ]F31’l,1’l;1
0 p .
Under this condition, (C, D) are uniformly distributed over the set

S(Ao) = {(Co, Do) € IF?,”’Z";Z” X ]Ff,”’";l : Ag = CoDp}.

We need to show that Im (L¢cp - C) conditioned on CD = Ay is uniform in G, (3n —
1,2n — 1). To do so, we show that the map ¢: S(Ag) — G,(3n —1,2n — 1) sending
(C,D) +— Im (Lcp - C) is surjective and balanced!”.

Let V = ¢(Co, Do) and let V' € G;(3n —1,2n —1). Let U = ImCp and let U’ =
Lg; (V). Since L 4, matrix is full rank we have that dim U’ = 2nand Ker L4, = W C

7That is, the preimage of any two element in Im ¢ have the same size
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U'. Moreover, Cy being full rank implies that dim U = 2nand W C U. Consequently,
there exists a matrix T € ]F‘z""% such that:

¢ T isinvertible.
e TAp = Ap (i.e., W contains only eigenvectors of eigenvalue 1).
e T-U=U"

This implies that Im (L4, TCy) = La, - T -Im (Cp) = L4, T-U = L, U’ = V', and so
V' € Imy, and ¢ is surjective. Furthermore, as T is invertible, the map (C,D) —
(TC, D) is a bijection between ¢~1(V) and y~!(V’), and so ¢ is balanced.

We can thus conclude that the second and third distributions are identical. Fi-
nally, we prove the claim:

Pr(¢(BD) € ImB \ ImBD] =

=p " +Pr(Lgp - ¢(BD) € Im (LppB) \ {0}]

< p~"+Pr[Lep - ¢(CD) € V )\ {0}]

g é;opr [yo € V] Pr[Lcp - ¢(CD) = yo]
Yo

<p "+ Y p"Pr(Lepg(CD) = yol
Yo#0

=p " +p "Pr(lepp(CD) = yo] < 2p".

The first equality follows as v € Im B \ Im BD iff its projection is a non-zero vector in
Im LgpB. The inequality is a consequence of (BD,Im (LgpB)) and (CD, V) having
statistical distance smaller than p~". The second equality follows as V is statistically
independent from ¢, C, D. The last inequality follows as yo # 0 and V is uniform in
Gp(3n —1,2n — 1), which implies that, by Lemma 75:

\GP(Bn—2,2n—2)\ p
Pr[yo € V] \Gp(3n —1,2n—1)] pr1_-1 = 3

O]

Next we define the following sets, respectively approximating the set of correctly-
derived random coins, and of valid normal-mode ciphertexts encrypting m:

Spp = {Im (@rs10fro...9j0fj)},
opapks = 1(€,0) © e =E"Enc(apk®, m;h(p)), v=F(p), p € Spp}-
Moreover, consider the event Good = {c € E’;p apk* }. Note that, for any pp generated
by A in line 9 when b = 0, we have that rk(A;) < 1. Thus, p; > |[Im f;| > [S,|. This,
in particular, implies that for any pp, apk™ and m generated by A when b = 0 we

have that | Exyapke | < Pj- We can now upper-bound the probability that A incorrectly
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believes it is in the high-rank-mode as follows:
Pr [.A(G]',g]', p]', [C]) =1 ‘ b= 0}
= Pr [ﬁi = iil, u € [ImB];, e = E*.Enc(apk®, m; h(p)) ‘ b= 0]
< Pr [771 =1, uc [ImBC]j, e = E*.Enc(apk, m; h(p)) ) b= 0}

+Pr [u € [Im B\ Im BCJ;

b= 0|
= Pr[m =11, p € Spp, e = E*.Enc(apk™, m; h(p)) | b = 0] + negl(A)

= Pr[m = i, Good | b = 0] + negl(A).

In order to bound the remaining term we observe that 7 is the output of AT.Dec(ask, dk, c).
We thus study the average min-entropy of 7 conditioned on those input variables,
and the events (Good, b = 0).

Lemma 83. With the above notation

Heo (771 | ask, dk, ¢; Good, b = 0) < log | M| + log Pr [Good | b = 0] — log p;.

Proof.
Heo (71 | ask, dk, ¢; Good, b = 0)
> Heo (| pp, apk, m, ask, dk, ¢; Good, b = 0) 7.5)
> Heo (71 | pp, apk, m, ask, dk; Good, b = 0) — log p; 7.6)
> Heo(m

Heo (711 | b = 0) + log Pr [Good | b = 0] — log p;

(
(
| pp, apk, m, ask, dk; b = 0) + log Pr [Good | b = 0] — log p; (7.7)
(
log | M| + log Pr [Good | b = 0] — log P, (

where (7.5) follows by further conditioning on (pp,apk,m). For (7.6), we notice
that for any (pp,apk,m) in their support and conditioned on Good, we have that

c € B e with [EX [ < pj, and use Lemma 4, subitem 4. (7.7) follows by

Lemma 4, subitem 6. In turn, (7.8) follows from the fact that, by construction, 7
and (pp, apk, m, ask, dk) are mutuzﬁly independent, even when conditioned on b = 0.
Finally, (7.9) holds due to i <% M. O

Using Lemma 5 we can continue to bound the accepting probability:

Pr [.A(G]',g]', p]', [C]) =1 | b= 0]
<Pr[m =i, Good |b = 0] + negl(A)
< Pr[Good | b = 0] - 27 Heolt[askidkiGood b=0) | neg|())

pj
— + negl(A
Pr[Good [b = 0] |71 " &)

=pj- |Z\7I]’1 + negl(A).

< Pr|[Good|b = 0] -

Conclusion. We showed so far that running A with input (G;, g;, pj, [M]) with the
group being generated with GRP.Gen(2/) and M € F}" with m > 2n; and n > n;
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then the advantage of A is bounded by

Adv4(A) > 1 —negl(A) — (&—negl()&)) = 1—|%|—negl()\).

Let t = poly(A) an upper bound on the execution of A for any j € {1,...,7}. Note
that by the construction in Fig. 7.15, when the input has length u + 3A, then the
group operations are efficient in A and n;, m; are polynomials in A for all j. Let Q be
the polynomial whose existence is guaranteed be exponential matrix-DDH (see Def-
inition 59)!8. Without the loss of generality we will assume Q to be non-decreasing
when restricted to any of its coordinates.'

Then choose j, such that 2/ > log Q(t, ne, me,2) > 2/~1. Since we assume Q to be
non-decreasing coordinate-wise and the 1, m; are increasing w.r.t. j by construction,
we obtain 2/ > log Q(t, nj,mj, 2), which implies

1/2 > Advy(A) = |M| < 2p;+ negl(A).

However, by construction of the TELF we have that p; < 2- 22 and so, by our choice
of j, pj <2-Q(t, ne, mr,2)? = poly(A). We can therefore conclude ]Z\7I\ < poly(A). O

7.6 The definitive ARE

In Sections 7.5.2 and 7.5.3 we have shown two PKEs for which any e-correct on
average anamorphic triplet yielding Semi-Adaptive AE can send at most a loga-
rithmic number of anamorphic bits, i.e., its anamorphic message space M satisfies
|M| = poly(A). Moreover, [Car+25] showed how to construct PKEs which do not
admit any e-correct on average anamorphic triplet.

Theorem 41 ([Car+25], Informal). There exists a compiler that, given as an input any
IND-CPA (resp. IND-CCA) secure PKE scheme E’, produces an IND-CPA (resp. IND-CCA)
secure PKE E* for which no e-correct on average anamorphic triplet can yield Anamorphic
Encryption (in the sense of Definition 18).

Since e-correctness on average is a key requirement for an anamorphic triplet, we
essentially have that:

1. Our constructions in Sections 7.5.2 and 7.5.3 tell us that we can build a PKE E;4
where the anamorphic message space of any semi-adaptive AE (Definition 41)
is polynomially bounded;

2. The compiler in [Car+25] shows us how to construct a PKE E; where no anamor-
phic triplet can yield Anamorphic Encryption (in the sense of Definition 18).

Nevertheless, these two results tell us nothing about the existence of a PKE Ej that
simultaneously has polynomially-bounded anamorphic message space when consid-
ering semi-adaptive AE, and prevents anamorphic encryption altogether when con-
sidering the notion of adaptive AE. In this section, we show how to construct such a
scheme Ej.

18That is, for any 7 < log Q(t,n,m,1/¢), any t-time adversary cannot solve an n x m sized instance
over (G, g, p) +* GRP.Gen(1) with advantage greater than ¢.

9This is always possible up to upper bound Q’'(x) > Q(x) with Q' non-decreasing in each entry.
A way to do so is to take z = HxH%, f(z) = Q(z,...,z), observe that for some constants ¢, n we have
cz" > f(z) and finally set Q'(x) = ¢ - [|x|3".
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Notice that since Semi-Adaptive AE is a weaker notion than adaptive AE, a PKE
admitting only Semi-Adaptive AE with small anamorphic message space will only
admit adaptive AE with an equally small anamorphic message space. Nevertheless,
we seek a stronger limitations for adaptive AE, namely, the impossibility of trans-
mitting even a single anamorphic bit.

We achieve our goal by showing that when our compiler in Fig. 7.12 takes as
input a PKE E* for which no e-correct on average anamorphic triplet can yield adap-
tive Anamorphic Encryption (in the sense of Definition 18), the same holds for the
resulting PKE E.

Hence, we can use the PKE of [Car+25]% for which adaptive AE is impossible
and feed it to our compiler of Fig. 7.12. In more details, given any PKE scheme E’,
we can first pass it through the compiler of [Car+25] obtaining the PKE scheme E*
and then, give E* in input to the compiler of Fig. 7.12, yielding a PKE scheme E
which is the worst possible PKE from the users’ point of view — and the best one
from authorities” point of view. Formally, we prove the following theorem:

Theorem 42. Let E* be a PKE in the Public Parameters model for which no e-correct on
average adaptive Anamorphic Encryption exists. Then the same holds for the PKE scheme E
obtained by applying the compiler of Fig. 7.12 on input E*.

Proof. We prove the theorem by contradiction. Namely, suppose that there exists an
anamorphic triplet AT for the PKE scheme E providing adaptive AE, and that it is
e-correct on average. Then we can construct an anamorphic triplet AT* for the PKE
E* given in input to the compiler for which the same holds. The triplet AT" is given
in Fig. 7.19. The intuition is straightforward: since E and E* differ by the presence of
the UNIZK proof, the reduction can simply simulate the missing proof. Moreover,
the extra elements in the public parameters of E can be stored in the double key dk*.

AT*.Gen(pp*) AT*.Enc(apk*, dk*, m, )
1: f +% ELF.Gen(2%},2%}) 1: Parse apk®™ + (apk/, pp*)
20 pheSy 2: Parse dk* < (dk, f,h,crs)
31 (crs,st) % Sp(A) 3: apk < (apk', f, h,crs, pp*)
4: pp < (f, h,crs, pp*) 4: c= (e, 1) <% AT.Enc(apk, dk, m, i)
5: (apk,ask,dk) «* AT.Gen(pp) 5: returne
6: Parseapk < (apk/, f, h,crs, pp*)
7: apk* « (apk, pp*) AT*.Dec(ask, dk*, ¢)
8: dk* « (dk, f,h,st,crs) Parse dk* <— (dk, f, h,crs)
9: return (apk®, ask, dk®) 7T <+ S1(st, (e, pk, K, f))

1
2
3: ¢+ (e, )
4: return AT.Dec(ask, dk, )

FIGURE 7.19: Anamorphic Triplet AT* for E* constructed from AT for

E. ELF.Gen is an ELF (Definition 49), H a family of hash functions with

type {0,1}3* — {0,1}* and S = (Sp, S1) the simulator of a Unique
NIZK (Definition 60) for the same relation R defined for Fig. 7.12.

Lemma 84. If the anamorphic triplet AT is e-correct on average, then the anamorphic triplet
AT* is also e-correct on average.

20We remark that the compiler of [Car+25] preserves the perfect correctness of the underlying PKE.



7.6. The detinitive ARE 193

Proof. We show that the e-correctness on average of AT" simply follows from the one

of AT. To prove this, it suffices to show that the anamorphic triplet (AT.Gen, AT.Enc, AT.Dec)
is run on inputs that are identically distributed to when the triplet is run on top of

an honest execution of E.

1. Regarding the input of AT.Gen, the public parameters pp given in input to
AT.Gen are generated with the same distribution of E.Init, as required by Def-
inition 19. Indeed, the ELF f and the UHF & are sampled with the same dis-
tribution of E.Init by construction, while crs is identically distributed in both
cases thanks to the perfect zero-knowledge of UNIZK.

2. Regarding the inputs of AT.Enc, AT*.Enc can reassemble apk as it was gener-
ated by AT.Gen thanks to f, &, crs that are available in dk* 21 Thus, the inputs
to AT.Enc are identically distributed to the ones of an honest execution of the
triplet. In particular, this implies that the ciphertext ¢ = (e, 7r) obtained from
AT .Enc is computed properly. The proof 7t is discarded and only e is given in
output 2

3. Regarding the inputs of AT.Dec, AT*.Dec can recreate the proof 7t that was dis-
carded by AT*.Enc using the simulator of UNIZK. In this step, it is crucial that
UNIZK is perfect zero-knowledge with unique proofs, as this implies that Prove
and S; produce the same proof. In particular, this allows to supply AT.Dec with
a ciphertext ¢ = (e, 7r) that has the same distribution of {AT.Enc(apk, dk, m, 1) }
even though AT".Dec does not know m and . Hence, AT.Dec” is able to re-
compute 71 with the same negligible error e.

O]

Lemma 85. If the anamorphic triplet AT yields Anamorphic Encryption for E, then the
anamorphic triplet AT* yields Anamorphic Encryption for E*.

Proof. Consider any adversary A* against the anamorphic security of (E*, AT*). We
construct an adversary A against the anamorphic security of (E, AT). The adversary
A is given in Fig. 7.20.

AO (pp, pk, sk)

Parse pp < (f, h,crs, pp*)
Run A*(pp*, pk, sk)

1

2

3: Whenever A* makes a query (m, if1):
4: c <% O(m, )

5 Parse ¢ < (e, 71)

6

7

Give e to A*
return A*’s output

FIGURE 7.20: Adversary A breaking the anamorphic security of

(E,AT). O € {Oreal, Oanam} is the encryption oracle of Fig. 3.1 re-

turning the output of either E.Enc or AT.Enc (in pp-AnamorphicGat
and pp-RealGg).

2IThese elements cannot be stored in apk* as it would clearly compromise AE security.
22 Again, this is done to guarantee AE security.
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We claim that the advantage of A* in distinguishing the anamorphic game from
the real one is at most equal to A’s advantage plus a negligible term, i.e.,
AdvZJE" L (A) < AdvElarod (A) + negl(A). (7.10)
We will show that A almost perfectly simulates both games for .A*. We claim that the
arguments that .4 and A* receive in pp-AnamorphicGat and pp-AnamorphicGu+, re-
spectively, (cf. Fig. 5.10) are identically distributed. In case of pp this follows directly
from the construction of E* (cf. Fig. 7.12), in case of pk and sk this follows directly
from construction of AT* (cf. Fig. 7.19). Moreover, the output of AT*.Enc equals, by
construction, the first element of the output of AT.Enc (cf. Fig. 7.19), so the value e
provided to A* is the same in both games. Hence, we conclude that:

Pr [pp-AnamorphicGat 4(A) = 1] = Pr [pp-AnamorphicGar+ 4-(A) = 1].

We now analyze the behavior of A and A* in pp-RealGg and pp-RealGg- respectively.
In pp-RealGg:, the adversary .A* will be given the output of E*.Enc(pk, m;7) for r <%
{0, 1}A. On the other hand, in pp-RealGg, the adversary .A will be given the output
of E*Enc(pk, m;h o f(r)) for r <% {0,1}3" (cf. Fig. 7.12). We now claim that the two
distributions are statistically close, which was proved in hyb; ~; hyb, of Section 7.5.2
2. Given the last claim, it follows that A simulates the anamorphic game to A*
perfectly except with negligible probability, i.e.,

Pr [pp-RealGg 4(A) = 1] = Pr [pp-RealGg+ 4+ (A) = 1] + negl(A).

Subtracting and invoking the triangle inequality, we obtain Eq. (7.10).
O

Since E* does not admit any anamorphic triplet that yields adaptive anamorphic
encryption and that is e-correct on average, we obtain a contradiction. Therefore, E
cannot admit any anamorphic triplet that is e-correct on average yielding adaptive
anamorphic encryption. O

Then, combining Theorem 42 with Theorem 38 we obtain a PKE E ensuring that
semi-adaptive anamorphic triplets can send at most O(log A) anamorphic bits and
that does not admit (adaptive) anamorphic encryption. This is formally stated in the
following Corollary.

Corollary 4. There exists a PKE scheme E such that:

* No e-correct on average Anamorphic Triplet yields adaptive AE;

* For any e-correct on average Anamorphic Triplet with anamorphic message space M
yielding Semi-Adaptive AE it holds that |M| = poly(A).

Remark 17. Unfortunately, the same strategy used for Theorem 42 cannot work if
we use our compiler of Section 7.5.3 instead of the one in Section 7.5.2. To briefly
see why, consider the ciphertext produced by the compiler of Section 7.5.3 that is
¢ = (e,v), where e < E*.Enc(pk®,m;ho f(r)) and v < Fo f(r). Intuitively, we
are aiming for a ciphertext that can transmit zero anamorphic bits but, for any given
e, there exist more than one valid value of v. Therefore, v could be used (e.g., via
rejection sampling) to possibly encode a (small) anamorphic message.

23We point out that the fact that A* knows the secret key of the PKE does not have any impact on his
view of the produced ciphertext, as it will decrypt to the same regular message that has been queried.
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Appendix A

Useful lemmas

The following Lemma shows that performing rejection sampling with a predicate
that is independent from the candidate output does not alter the distribution. This
represents a common step in the security proof of RS as well as our construction in
Section 6.6.1.

Lemma 86. Given probability density p over X, c1,...,cg41 independently sampled from
this distribution and by, ..., by ~ {0,1}, let ¢ be equal to c; for the smallest i such that
bi =1, or cy11 if no such i exists.

If by, ..., by are distributed uniformly and independently from each others and from
C1,...,Co+1, then c is distributed over X with probability density p.

Proof. For any ¢y € X, we proceed computing Pr [c = cp| =

9
. o bi=...=b_1=0 ) bp=...=b;_1=0
_;Pr[cl—co b =1 ] Pr[bizl +
+ PI‘[C19+1:C()’bl:...:lm:()]-l)r[bl:...:blgz()]

9 1 1
= ZP(CO)'EJFP(CO)’ZT; = p(co).

i=1

The second equality follows as the bits b; are independently distributed and uniform
over {0,1}, and the fact that Pr[c; = ¢y] = p(co) as we assumed ¢; to follow the
distribution defined by p. The thesis follows. O

Given two discrete random variables x, y distributed over a set S, we define their
statistical distance (or total-variation or 1) as

Alx,y) = %ZPr[x:a]—Pr[y:a}.

aesS

The following lemma will come in handy to inductively study the statistical dis-
tance of two tuples of random variables.

Lemma 87. Given four random variables x1,x ~ X, y1,y2 ~ Y and setting X+ = {a €
X :Prix; =a] >0, i € 2]}, if there exists A C X such that

P(x1 € A) <&, Alxy,x) <e, A(yl‘xlzx,y2|x2:x) <e VxeXT\A,

for positive real numbers €1, €2, €3 € R™, then A((x1,11), (x2,y2)) < €1+ €2 + €3.
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